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The Government is soon to pass the Digital Economy Bill and Royal 

Assent is expected around the beginning of April. The Bill contains 

provisions to curb illegal peer-to-peer (P2P) file sharing by introducing a 

system in which digital rights owners (DROs) send Copyright 

Infringement Reports (CIRs) to Internet Service Providers (ISPs) and 

the ISPs in turn send notifications to the subscriber on whose account 

the file sharing is believed to have taken place. The details of the 

system to be introduced will be specified in a Code that either will be 

developed by the stakeholders and approved by Ofcom or else will be 

developed and imposed by Ofcom. The Code has to be in force no later 

than eight months after Royal Assent, but given other requirements 

such as notification to the European Commission, the draft code needs 

to be stable by 4-5 months after Royal Assent. 

During 2009, Ofcom ran a trial of a notification system with BPI in which 

50,000 notifications were sent to six ISPs. The trial was organised 

under a Memorandum of Understanding. The ISPs received 

approximately 1000 valid CIRs per week. Some lessons were learned 

from the trial but much uncertainty about the approach remains and so 

there are still many lessons to be learned. 

One of the key issues to be resolved is the payment to be made by the 

DROs to the ISPs, and this is a contentious issue. Government has 

undertaken to introduce a Statutory Instrument to specify the payment 

or charging arrangements and a draft is being prepared so that the 

Government's intentions on this issue can be reviewed openly during 

the last stages of the Bill. The Statutory Instrument will specify those 

costs that are eligible for reimbursement and the formula or algorithm 

for charging by the ISPs. It is unlikely to specify absolute levels of 

charges in pounds Sterling as Ofcom will establish these levels later. 

This report has been commissioned by the Department of Business, 

Innovation and Skills (BIS) to advise on: 
� what costs should be eligible for reimbursement; 

� what characteristics those costs have, eg capex vs opex, fixed vs 

variable, and to provide some preliminary indications of the likely 

levels of those costs; 

� what payment or charging algorithm should be used; 

� any other relevant implementation issues that will help the 

Government and Ofcom in the successful implementation of its 

policy. 

 

1. Introduction 
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The purpose of the report is not to analyse or comment on other 

aspects of the policy. 

The report was prepared during the period mid December 2009 to mid 

January 2010 and meetings were held at very short notice with some of 

the main stakeholders, but it was not possible to hold discussions with 

all stakeholders. 
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2.1 General description 

 

Figure 2.1: Provides a general description of the process 
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Digital Rights Owners (DROs) will detect infringements of their own 

copyright. In practice this work is undertaken by specialist companies 

such as DtecNet who engage in obtaining copies through P2P file 

sharing of material whose copyright is owned by their clients. They 

record the IP addresses of the parties from whom they obtain the 

material. The ISP that is serving the subscriber can be identified from 

this IP address using tables of IP address allocations available from 

RIPE NCC who allocates addresses in Europe. 

The DROs send Copyright Infringement Reports (CIRs) to the ISP 

concerned. These reports identify the copyright material (eg music track 

or film), the IP address and the time of the infringement.  

The ISP accesses its logs and determines which subscriber (account 

holder but not necessarily the user) was allocated the IP address in 

question at the time of the infringement. The relationship between the 

IP address and the subscriber changes over time because most 

residential subscribers have dynamically assigned IP addresses. 

Because the identity of the subscriber is personal information subject to 

2. The Process 
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data protection, the ISP cannot immediately reveal the identity of the 

subscriber to the DRO. 

The ISP sends a notification to the subscriber to inform them that an 

infringement has been reported to have taken place on their account. It 

advises them to ensure that further infringements do not occur including 

how to secure any open forms of Internet access such as open WiFi. 

The ISP may also advise the subscriber of the various new services for 

legal downloading of music, films etc. 

The process of detection, sending CIRs and ISPs sending notifications 

continues for some time. The details are still to be defined and will be 

specified in the Code.  These details will include, for example, whether 

a notification is sent after every valid CIR or whether an algorithm is 

applied whereby after sending one notification another is not sent until a 

further X CIRs have been received. The ISP maintains records of the 

CIRs and notifications. 

The DRO may request from the ISP a copyright infringement list of all 

the subscribers identified by CIRs sent by that DRO where the number 

of such CIRs exceeds a threshold to be specified in the Code. In this list 

each subscriber is given an "anonymous identity" and their real identity 

is not revealed.  

The DRO may then use this list in making an application to a Court for a 

Court Order to the ISP to provide the real identity of the subscriber, ie to 

release this personal data. The ISP then releases this data and the 

DRO may initiate civil proceedings against the subscriber for copyright 

infringement. 

The details will be specified in the Code but collaborative work on the 

Code has not yet started. 

The aim of the system is to reduce copyright infringement by 70% and 

to restore some of the revenue lost by the DROs, primarily by 

"persuading" subscribers to use new legitimate services for obtaining 

digital material. Ofcom will prepare regular progress reports on the 

success of the system every 12 months from the date when the Code 

enters into force, and interim reports every 3 months. 

The Secretary of State may direct Ofcom to assess whether in addition 

technical measures should be introduced to limit or suspend the service 

provided to the subscriber, or prevent access to specific material. The 

expectation is that this step will be taken only if the notification system 

is not successful in practice. 
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2.2 Functional specification 

In the absence of the Code, there is no specification of exactly what will 

need to be implemented.  At this stage of development this is an 

understandable uncertainty but it raises some difficulties in terms of 

identifying costs. Therefore to provide a stable base for our work we 

prepared a draft Functional Specification that sets out how we 

understand the system will work, whilst obviously leaving some 

parameters "in square brackets". The draft Functional Specification is at 

Annex 1. 

This draft Functional Specification has been made available to most of 

the stakeholders with whom we have held discussions, and whilst some 

have made some comments it appears to represent a common 

understanding of how the system will work and has the additional 

benefit of identifying some of the parameters that will need to be 

decided in the Code. 

2.3 Implementation options 

There are three different ways in which the system can be implemented 

by the ISPs: 
� A stand-alone CIR/notification management system 

� Integration of the CIR/notification management into their existing 

systems 

� Use of a shared third party system under contract. 

We consider each option briefly. 
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2.3.1 Stand alone system 

Figure 2.2: Shows a stand-alone CIR/notification management system 
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Such a system could be developed by a third party software vendor and 

sold to the ISPs. It could run on a PC or a network of PCs. Such a 

solution may be more attractive to small or medium size ISPs. 
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2.3.2 Integrated system 

 

Figure 2.3: Shows a CIR/notification management system integrated into the ISP's existing systems. 
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Such a system would need to be developed by the people with detailed 

knowledge of the ISPs existing systems. This solution may be preferred 

by the large ISPs. 
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2.3.3 Shared third party system 

 

  

Figure 2.4: Shows a shared third party CIR/notification management system that could be used by the ISPs under 

contract. 
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This approach offers the attraction of reducing the operational burden 

on the ISP staff but may raise questions over the extent to which 

personal data can be divulged to a third party. The larger ISPs with 

which we have had discussions are generally very cautious about this 

solution and its effectiveness would depend on the security that it offers 

and the degree of trust that it can establish. 

In practice there are various different options in terms of the amount of 

personal data that would need to be passed to the 3rd party system. 
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2.3.4 FACT proposals for an Entity In The Middle 

The Federation Against Copyright Theft (FACT) has been promoting 

the concept of an Entity In the Middle (EITM), which is similar to the 3rd 

party system. The EITM would funnel, manage, and convert into a 

standard form, CIRs from the DROs and forward the requests to the 

ISPs. Exactly what functionality would be included in the EITM is not yet 

decided and different ISPs could delegate different tasks to the EITM. 

FACT says that it has received expressions of interest from several 

ISPs. 

2.3.5 Discussion 

There is clearly no single implementation solution. The Code and any 

functional specification need to allow considerable flexibility for 

implementation in different ways as best suits the ISP concerned.  

There is a strong case for the form of the CIRs sent to the ISPs to be 

standardised, and we expect that many DROs will choose to work 

through an intermediate body that deals with the ISPs. The willingness 

of ISPs to delegate tasks to an intermediate body seems to be much 

less. 

Once the Code is established, normal commercial activity should 

ensure that some sensible economies are made, and parties such as 

FACT and BPI are already active in this area. 
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3.1 Meetings held 

Meetings and teleconferences were held with: 
� BIS 

� Ofcom 

� ISPs: 

− BT 

− Virgin Media 

− BSkyB 

− Orange 

− ISPA 

� DROs and DRO representatives 

− BPI 

− Universal 

− FACT 

In some cases meetings had to be replaced with teleconferences due to 

travel disruption arising from the bad weather. 

In addition we have seen: 
� the draft of a report by NERA for the Creative Coalition Campaign 

� a report by Sweet Consulting Services Ltd for BPI 

� a report by LEGC Ltd for BPI. 

The discussions were conducted in a very open manner and we are 

very grateful for all the views expressed and the information provided.  

3.2 Main findings  

Detailed notes have been taken of each meeting and teleconference 

and provided to BIS, but many contain confidential information. The 

following is a summary of the main findings: 
� There is no consensus between DROs and ISPs over the approach, 

nor overall consensus between DROs or between ISPs; there is a 

wide spread of different opinions and positions. 

� The ISPs consider strongly that they should be paid in full for the 

costs of implementing the system; whereas DROs consider that 

ISPs should bear part or all of the costs. 

3. Summary of findings from meetings 
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� There is a modest consensus that automation is important, that the 

corresponding capex needs to be taken into account, and 

corresponding interest in how this might be achieved in the charging 

algorithm. 

� Some larger ISPs would plan to automate the process as fully as 

possible from the start, but others have serious doubts about the 

volume of CIRs that will be received in practice and intend to start 

manually and see what happens 

� The costs will depend very much on the contents of the Code, 

especially the CIR/notification volumes, storage times and the 

algorithm between receiving CIRs and sending notifications. 

� The time to implement an automated process using the normal 

procedures of the larger ISPs is at least 12-18 months. 

� ISPs are concerned that a proper appeals process should be 

established before the system is launched. This would enable any 

"innocent" subscribers to clear their names as quickly as possible 

after receiving a notification, ie far more quickly than waiting to go 

through a Court process. 

� DROs wish to have control over the sending of notification and any 

algorithms between the sending of CIRs and the sending of 

notifications. 

� Sending notifications by email will not be possible in some cases 

because the ISPs do not have email addresses for all subscribers. 

� There are widely differing views on the number of CIRs that will be 

sent every year. We have heard, on the one hand, views that the 

DROs will have difficulty to sustain the 1000 valid CIRs per week per 

ISP level that was the target for the MoU trial, and on the other hand 

we have heard figures of 300,000 per week or more suggested.  

� There is a significant lack of clarity over the data protection issues 

and consensus that the Information Commissioner should confirm 

that the system conforms to the various requirements. 

� Some DROs would like the system to be a "backstop" to use with 

those ISPs that are unwilling to negotiate a better commercial 

arrangement. They have concerns that the scope for commercial 
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agreements will be reduced in practice and that investment to date 

in such agreements will be wasted. 

� There is concern that the views propounded by organisations that 

represent DROs can be dominated by a minority of members or by 

the views of the secretariat. 

� There is concern amongst ISPs that the DROs are not really willing 

to pursue enough cases through the Courts to ensure that the 

system has real credibility. 

� There is concern that the system is being introduced before there 

are a sufficient number of Court judgements to give confidence that 

the possible defences that the subscriber's Internet access was 

being used by unauthorised third parties or minors will not prove to 

be an easy escape route for serious infringers. Such developments 

would destroy the credibility of the system. 

� Mobile operators operate their Internet access behind Network 

Address Translators (NAT) and these equipments do not at present 

generate logs of the relationships between public and private IP 

addresses and port numbers each side of the NAT. Thus they would 

face a much higher capex cost than fixed operators whose public IP 

addresses are not shared. Furthermore, in order to be able to 

identify infringers, the DROs would have to collect port numbers as 

well as IP addresses, since the IP address is shared by several 

subscribers. 
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This chapter contains general comments about costs. Depending on 

the charging algorithm chosen, some of these comments may not be 

relevant to the approach eventually chosen. 

4.1 The cost elements 

It is important to distinguish the two fundamentally different types of 

cost: 
� Capital expenditure ("capex"), which is incurred once, normally at 

the start of the project; 

� Operational expenditure ("opex"), which is incurred continually 

during the duration of the project. 

Different approaches to implementation produce a different trade-off 

between capex and opex. Manual operation means low capex and high 

opex, whereas automation means high capex and low opex. 

Both capex and opex may be volume dependent: 
� Capex may be volume dependent in terms of the maximum 

transaction rate that the system is designed for.  

� Opex may be volume dependent in terms of the actual transaction 

rate experienced. Opex would normally also have a fixed or volume 

independent element such as a software maintenance contract or 

running cots for the computers concerned (power, air-conditioning, 

accommodation). The marginal opex cost would be the additional 

cost incurred by each additional transaction. 

The main cost elements that the ISPs will incur in meeting their 

obligations are listed as follows: 
� Contributions to the development of the Code  (capex); 

� The detailed specification of the necessary standards for use by all 

operators in support of the Code  (capex); 

� The detailed specification, development and operation of systems, 

either by the ISP itself or payments to a third party to act on behalf 

of the ISP, to  

− Receive CIRs  (capex and opex); 

− Store CIRs  (capex and opex); 

− Obtain Subscriber ID relating to each CIR  (capex and opex); 

4. The Treatment of Costs 
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− Manage IDs  (capex and opex); 

− Send notifications to subscribers according to an algorithm to be 

specified in the Code  (capex and opex); 

− Compile and send lists to DROs according to criteria to be 

specified in the Code 

− Provide documentation in support of Court cases; 

− Answer questions from subscribers about notifications that they 

have received; 

− Maintain appropriate security and access control for data to meet 

the requirements of the Data Protection Act and any additional 

requirements under the Code  

− Monitor regulatory compliance. 

These costs may be internal and need to include overheads, or external 

through contracts with suppliers and contractors. 

The following costs should be excluded: 
� Costs paid for, or likely to be paid for, separately under a Court 

order; 

� Costs attributable to other activities and purposes (including 

handling requests from LEAs under RIPA); 

� Costs caused by the failure of the ISP, or any related operators in its 

supply chain, to maintain accurate subscriber records (eg in the 

provision of shared or full local loop unbundling); 

� Costs of lost economic opportunities. 

The ISPs claim that there is a bottleneck in IT related activities and that 

there will also be an economic opportunity cost if IT staff are used to 

develop and implement new IT systems or changes to existing IT 

systems in support of handling CIRs. They claim that it is not possible 

simply to take on new staff or to contract out the work because of the 

time needed to become familiar with the ISP’s existing systems and to 

interconnect new systems with current systems. As far as we are 

aware, detailed economic analyses of these losses have never been 

made but we accept that these costs exist and that the bottlenecks are 

real. However, notwithstanding the existence of these costs, we 

recommend that they should not be included in any cost reimbursement 

because: 
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� It is impossible in practice to quantify these costs; 

� The absence of reimbursement of these costs will create a real 

incentive for ISPs to minimise their costs and not undertake greater 

development than is really justified. 

We do consider, however, that, in deciding the percentage of the ISPs' 

capex costs that would be reimbursed, the percentage to be reimbursed 

should be biased slightly upwards to take some account of the 

existence of economic opportunity costs. 

4.2 The cost profile 

The cost profile is complex:  
� it will depend on the contents of the Code, which has not yet been 

prepared; 

� it will depend on the volume of CIRs/notifications per year, which is 

also unknown at this stage and in turn depends on the charges, 

creating a circularity. 

Each ISP will have its own cost profile for handling CIRs/notifications. 

This profile will depend on: 
� The equipment and facilities currently used by the ISP; 

� The size of the ISP; 

� The volume of CIRs/notifications to be handled per year. 

The cost profile will be influenced by the choice over the degree of 

automation needed. 

There is also an issue of scale since ISPs differ in size and some 

expenditure, especially capex, will not scale linearly. 

The trade-off between capex and opex will vary widely depending on: 
� The volume of CIRs anticipated, ISPs who expect higher CIR rates 

and who expect them to continue longer will be more inclined to 

invest in automation and hence incur more capex; 

� The support systems already available, for example some ISPs may 

already keep RADIUS logs in a form that can be used to identify the 

subscriber from the IP address and so need less capex, whereas 
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others may need to procure a new RADIUS log system and so incur 

more capex; 

� The degree of confidence that each ISP has in the predictions of 

CIR rates. ISPs that expect that the rates in practice will be lower 

than predicted will be less inclined to invest in automation and incur 

less capex and more opex initially; 

� The degree of confidence that each ISP has that the arrangements 

for tackling P2P file sharing infringements will continue and not 

encounter major changes. Such changes could include changes to 

copyright legislation or Court rulings that will undermine the ultimate 

deterrent of fines and so cause the use of the system to fall 

substantially; 

� The mechanisms for the DROs to reimburse the costs of the ISPs 

and the confidence that any monies owed will be paid. 

In the course of the interviews, some large ISPs said that they could not 

run the proposed system unless they undertook substantial investment 

in automation, whereas another large ISP said that they would start with 

a largely manual system involving employing extra staff until they had 

confidence that the level of investment would be justified. 

4.3 Treatment of overheads 

The costs incurred by ISPs will include labour costs to which overheads 

would normally be applied. Different companies have different ways of 

calculating overheads and may treat items of potential overhead cost 

differently.  

The cost management of operators is normally built around the network 

and other costs are commonly treated as overheads including sales 

and marketing. 

Where costs are calculated for reimbursement by DROs, we 

recommend that only those overheads that relate to the employment of 

the staff that are undertaking the work relating to CIRs should be 

included, and that the costs of sales and marketing and any costs 

normally classified as overheads that do not relate to the staff 

concerned should be excluded (an example would be accident 

insurance for staff that lay cables or install or maintain external 

equipment). 
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4.4 Other cost issues 

Calculating costs can be complex as many different circumstances 

occur in practice. For example some ISPs may have most of the 

capability needed already available, whereas others may need to 

procure most the equipment specifically for these new requirements. 

We recommend that the following principles should apply: 
� The costs should be based on the most cost effective solution 

practicable for the ISP concerned; 

� The costs should be based on an upper limit of capacity specified in 

the Code; 

� Where existing systems are used only the marginal costs of any 

enhancements needed for these requirements would be eligible; 

� The costs should be based on implementations that use the latest 

technology. 

4.5 Should the payments be based on actual incurred cost or 

estimated cost? 

The most accurate way to establish costs is to use actual incurred costs 

and to require these costs to be audited. This will provide accurate 

figures for external costs but the accuracy of internal costs and costs of 

shared equipment will depend on the accuracy and appropriateness of 

the cost allocation methods. 

Using actual incurred costs also avoids the tendency to over-estimate 

costs from a top down direction as most organisations will find ways to 

save costs when they have to proceed with implementation. 

The problem with using actual incurred costs is that the costs will not be 

known until after the expenditure has been incurred and so well into the 

project. Reimbursement on the basis of actual incurred costs is only 

practicable where there is an organisation with a clear responsibility to 

pay these costs once they are known, and where there is sufficient 

confidence that the payments will eventually be made.  

Furthermore, payment on the basis of actual incurred costs would 

require some stable mechanism for sharing the actual costs of each 

ISP between the various DROs that have sent CIRs to that ISP.  
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Both the above considerations would require a third party body to be 

established that could place contracts with ISPs and that would have 

the financial stability to honour subsequent payments of audited costs. 

We do not think that this approach is practicable and none of the people 

interviewed has advocated payment on the basis of actual incurred 

costs. We therefore recommend that payments should be based on 

estimated costs. 

This approach of not attempting to use actual costs has the advantage 

that the ISPs will have an incentive to minimise their costs if what they 

receive does not depend on what they spend. However they will have 

an incentive to over-estimate and this is difficult to avoid. 

Despite the incentive to over-estimate, we recommend that after those 

parts of the Code that affect the costs have been decided, the major 

ISPs should be given an opportunity to provide and justify to Ofcom an 

estimate of their costs. A third party estimate not based on a knowledge 

of their systems could be quite inaccurate. At least six weeks should be 

allowed for this process. 

4.6 Should the payments be specific to each ISP or should 

the payments apply equally to all ISPs? 

As stated above, the costs for different ISPs can differ considerably. A 

large amount of work would be required to review the estimates of the 

costs of each ISP separately to a sufficient level of detail to set different 

charges for each ISP. We therefore recommend that the payment 

system should be generic and not related to individual ISPs, although 

the level of payments may take account of the number of subscribers. 

 

4.7 What percentage of the costs should the DROs pay? 

This issue is one that will be decided by Ministers. 

The argument put forward by some stakeholders that the ISPs should 

bear some or all of the costs includes the following views: 

� The Internet is the cause of the P2P file sharing problem; 

� ISPs have already benefited from P2P file sharing because this 

traffic has increased demand for their services especially for higher 

bit rate services; 
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� The ISPs will benefit from a reduction in file sharing because it will 

reduce the demand for traffic that is less profitable or unprofitable; 

� The DROs have already lost revenue over a significant period of 

time due to file sharing infringements; 

� If ISPs are reimbursed in full for their costs they will not have an 

incentive to minimise these costs and will be able to take advantage 

of the situation; 

� The DROs are already having to invest heavily in detection of 

infringements. 

The argument put forward by some stakeholders that the DROs should 

bear all of the ISPs' costs includes the following views: 

� The system is being created for the benefit of the DROs not the 

ISPs; the ISPs do not want to implement the system;  

� The Internet and its providers are neutral and not a "guilty party". 

Most technologies can be used for destructive as well as 

constructive purposes. The "guilty parties" are the P2P software 

developers and sites that actively promote copyright infringements 

through file sharing; 

� Telecommunications operators traditionally do not become involved 

in the content of traffic other than to prevent criminal activities rather 

than commercial abuses 

� The DROs should be in control of the system within specified limits, 

eg they should have some freedom to change the algorithms for 

sending notifications as they learn more about how to run the 

system in the most efficient way. They can only reasonably have this 

control if they are paying for the necessary work in full. 

� Only the DROs are able to assess the benefits and weigh the 

benefits against the costs to determine how to continue with the 

system. Therefore they should bear the full costs of their decisions. 

In our opinion: 
� there will have been some slight benefit to ISPs in terms of 

increased demand for higher rate services but except where a 
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subscriber manages to profit from P2P file sharing most sharing is 

more of an ad hoc hobby; 

� the argument that the ISPs benefit from a reduction in traffic is 

flawed because the business of a telecommunications operator is to 

carry as much traffic as possible, provided that traffic is not criminal. 

How effectively they charge for different types of traffic is a separate 

and unrelated issue; 

� the concern about ISPs having no incentive to minimise their costs 

can be addressed adequately by having a fixed level of charges not 

related to the circumstances of each individual ISPs; 

� the investment for the CIR/notification system will not be usable for 

other purposes, whereas some of the investment in technical 

measures such as traffic shaping might be; 

� the control of the notification algorithms and the overall assessment 

of benefits are important. 
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5.1 Estimates of volumes of CIRs and notifications per year 

From our discussion with ISPs and DROs we have become aware of a 

very wide range of different estimates of volumes of CIRs and 

notifications. The actual levels will depend on many factors including: 
� The amount of infringement detection work that the DROs are 

prepared to pay for and that the detection organisations can 

achieve; 

� The charge payable to the ISPs for each CIR and notification; 

� The algorithm between CIRs and notifications, including the sending 

of repeat notifications to the same subscriber (some parties expect a 

notification to be sent for each valid CIR, others expect that 

notifications will be sent after several CIRs have been received. The 

time to be allowed between notifications is also a factor; 

� The perceived success or failure of the scheme. Both could lead to a 

reduction over time in the level of CIRs/notifications. 

We have asked DROs for indications of their price sensitivity or 

elasticity but not received clear answers, possibly because they hold a 

policy view that they should not have to pay the ISPs. 

Overall we expect that the profile will have the shape shown in Figure 

5.1  but 
� the initial volume 

� the rate of reduction 

� the longer term volume 

; Are all unknown and very hard to predict. 

 

 

 

 

 

 

5. Volumes per year and their effect on 
charges 
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Figure 5.1: Profile for CIRs and notifications 

 

CIR 
rate 

Time 

Unknown 

Slope is unknown 

Unknown 

 

To help think about the initial volume, Figure 5.2 relates volumes per 

year, to volumes per week and hour, assuming 50 weeks per year, 5 

days per week and 8 hours operation per day. The first three columns 

give figures for the total number of CIRs, whereas the last two columns 

divide these figures by 4 to give an approximate figure for the three 

ISPs with approximately 25% of the market (BT, Virgin, TalkTalk). 

Table 5.1: CIR Rates 

 

CIRs per year (total) 
CIRs per week 

(total) 

CIRs per hour 

(total) 

CIRs per week 

(large ISP) 

CIRs per hour 

(large ISP) 

10 Million 200,000 5,000 50,000 1,250 

1 Million 20,000 500 5,000 125 

250,000 5,000 125 1,250 31 

100,000 2,000 50 500 13 

50,000 1,000 25 250 6 
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The bold figure of 1250 CIRs per large ISP is approximately the figure 

used in the MoU trial and equates to 1000 valid CIRs per week. 

These figures are very much higher than the level of RIPA requests, 

which is in the region of 5-30 per day for a large ISP. 

A confidential report that we have been shown estimates the following 

number of CIRs: 
� US film industry represented by the MPA: 200,000 

� Non MPA film industry:  32,000 

� Music industry: 100,000 

� Others: 33,000 

This gives a total of 365,000 CIRs per week. If we adjust this down to 

300,000 to account for duplicates etc then this is 15 Million per year 

(1.5 times the highest level in the figure). This is the highest estimate 

that we have seen. 

BPI has told us that at present it is sending some 20,000 notifications 

per week to large ISPs and has sent over 1 Million such notifications. 

This is not part of the MoU trial, which started in 2008 and finished in 

Q1 2009. 

On the other hand we have heard claims that the level is unlikely to 

exceed to any great degree the level used in the trial, and doubt about 

the amount of money that the DROs are willing to pay the ISPs. 

We can only conclude that we cannot predict the volume and that we 

must therefore consider how to handle this uncertainty. 

5.2 Volume estimates and charges 

How should the uncertainty in estimating the volume of CIRs be 

addressed in the way in which the charges are set? 

The main effect of uncertainty in the volumes is where an estimated 

cost has to be divided by an estimated volume of CIRs or notifications. 

This would occur primarily in setting a charge per CIR or notification 

that includes capex because this involves dividing the capex by the 

expected number of CIRs/notifications.  
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5.3 Dimensioning the system design 

Where the processes are automated or use computer based support, 

the systems need to be designed for a specified maximum 

CIR/notification rate. This will affect their capital cost to some extent but 

there may be some scope to design a system that is expandable 

without excessive additional cost. If, however, a system is designed for 

a specified limit and then subsequently has to be expanded to support a 

higher limit then excessive costs may be incurred if this means that 

parts of the system have to be replaced. These considerations imply 

that the Code needs to set an upper limit for the maximum rate of 

CIRs/notifications so that this can be used by each ISP in their system 

design. 

In some of the documents that we have seen, there have been 

suggestions that an initial limit can be set and then increased after 6 

months or a year if necessary, or that volumes can be agreed six 

months in advance. This approach does not take account of the nature 

of the costs of some IT systems and we recommend that the Code 

should set an upper limit for design purposes from the outset and not 

plan to review or revise that limit.  

In terms of the effects of scale on the system design for each ISP, we 

expect that: 
� All ISPs, except the very smallest who would do everything 

manually, will require at least a simple software package for 

CIRs/notifications, or would use a third party solution; 

� At some threshold some ISPs will prefer to integrate CIR 

management into their customer support system rather than to use a 

separate stand-alone system; 

� At some threshold ISPs will need to automate access to the IP logs 

by the CIR management system rather than use manual access; 

� Whilst it may be possible to increase capacity incrementally to some 

extent, all systems will have an upper capacity limit above which 

significant additional costs will be incurred to handle higher volumes. 
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Chapter 6 is written in language that assumes that the DROs will pay 

charges based on 100% of the costs. The text is written in this manner 

to avoid tedious and repetitive references to percentages that are yet to 

be determined. In all cases the charges described should be adjusted 

according to the percentage of costs that is chargeable to the DROs. 

The function of the charging algorithm is to specify the way in which the 

DROs should pay the ISPs for part or all of their costs. The algorithm 

defines the form or structure of the payments, actual calculations are 

needed to quantify the amount of the payments and the quantification is 

beyond the scope of this report. 

6.1 Objectives of the algorithm 

The algorithm should as far as possible achieve the following 

objectives: 
� Reflect the real life cost profile faced by the ISPs so that the DROs 

will make choices that accurately take account of the cost 

implications of those choices. This means that if possible the 

algorithm should address the difference between capex and opex 

costs especially where ISPs need to adopt automated solutions, 

which implies a high level of capex; 

� Address as far as possible the uncertainty over the number of CIRs 

that the ISPs will receive each year; 

� Provide incentives for cost savings by the ISPs, both individually and 

through mutual cooperation; 

� Avoid situations were ISPs are reimbursed significantly less than or 

more than the relevant percentage of their costs; 

� Provide for an equitable sharing of costs between DROs, not only 

ones of similar size but also between large and small DROs; 

� Provide incentives for DROs to save costs through mutual 

cooperation; 

� Provide appropriate scaling of reimbursement between small and 

large ISPs to take account of economies of scale; 

� Avoid unnecessary complexity; 

� Be practicable in terms of the calculation of the levels of the charge 

elements. 

6. The Design of the charging algorithm 
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In order to achieve these objectives, a number of design issues need to 

be considered and these are now discussed. 

6.2 The importance of the charging algorithm 

The charging algorithm is extremely important and will have a major 

impact on the effectiveness of the scheme. The reason is that the 

effectiveness will depend to a large extent on the volume of 

CIRs/notifications per year requested by the DROs. This volume will 

depend on the price since the DROs will be price sensitive in making 

their demands. 

We start from a position where the demand curve is not known and the 

supply curve also is not known, although we know that there is a 

discontinuity at some point where the ISPs will decide to introduce 

automation and change their cost profile. DROs have not yet given an 

indication of their price elasticity because they are still "negotiating" 

over the proportion of the costs that the ISPs should bear themselves. 

ISPs have seen widely differing estimates of demand and have not yet 

researched the costs of a high capacity system. 

Furthermore, there is quite a complex control loop around the whole 

system affecting the volume of CIRs/notifications per year as shown in 

Figure 5. 
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Figure 6.1: Factors determining the rate of CIRs 

Charge

DRO Policy Rate of CIRs

Solution
design

Cumulative
effect

Costs

--

--

Rate of 
infringement

Increased
revenue

 

At the start, the volume requested by the DROs will depend on the price 

set by the charging algorithm. This volume, together with the design of 

the scheme will determine the effect in reducing the number of 

infringements. The reductions in infringements will in turn, hopefully, 

lead to an increase in revenue for the DROs in some form, probably 

more from subscriptions to new innovative services than in increased 

purchases of older style products (eg CDs DVDs). Over time also, there 

will be a cumulative effect as the public becomes more aware of the 

consequences of infringing copyright.  

Thus over time the volume of CIRs may fall, either as a result of the 

success of the scheme as the public learns not to infringe, or because 

the DROs become less willing to pay if the scheme is unsuccessful. 

All the above is shown in the upper "feedback" loop on the diagram. 

There is also the lower "feedback" loop where the volume of CIRs 

affects the cost per CIR since many costs will be volume sensitive 

because of the capex and other elements. Thus as charges are 

adjusted in the light of experience to match actual costs this loop will 

have an effect. 

The effect of automation rather than manual operation will be to 

increase capex and reduce subsequent opex. The treatment of this 
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capex and opex will have a major effect on the charging algorithm and 

the effectiveness of the whole system. 

 

Figure 6.2: Shows the effects of capex and opex on the costs of an ISP as a function of the number of CIRs 

received.  

Total number of CIRs

ISP costs

Capex

Opex

 
 

For example, if the capex is averaged over the estimated future number 

of CIRs and built into a simple charge per CIR then this charge will be 

higher than the marginal cost of handling a further CIR. This higher 

charge will depress demand and lead to lower use of the system by the 

DROs. If, on the other hand, the charge per CIR is set at the marginal 

cost then the capex costs of the ISPs will not be covered and many will 

minimise investment up front and drag their feet in implementing the 

scheme. 

In economic terms, the DROs should be inclined to pay for additional 

CIRs/notifications until the marginal benefit of the next CIR/notification 

is equal to the charge. 
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Thus the balance of capex and opex for automated systems needs to 

be reflected in the charging algorithm if the full benefit of the system is 

to be realised.  

In summary the problem of designing the charging algorithm is more 

complex than it might appear at first glance because: 
� The demand curve is not known; 

� The demand may change quite rapidly over a short period of time as 

a result of both the success and failure of the system, or if it is 

replaced by technical measures. This period is much lower than the 

life of the system; 

� The costs are not known and the unit cost is both quite strongly 

dependent on the level of demand and also has a discontinuity at 

the point at which a decision to automate is made; 

� The decision over the degree of automation will affect the balance of 

capex and opex; 

� Costs differ depending on the circumstances of each individual ISP. 

This problem is very different from the traditional issues of setting 

regulated prices in telecommunications where demand is stable and 

much more is known about costs. Thus the normal methods of 

spreading capex over a stable system lifetime do not fit the nature of 

this problem. 

The problem is illustrated in the following demand and supply diagram, 

Figure 6.3. 
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Figure 6.3: Demand and supply 
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The figure shows the normal demand curve, but both the position of the 

curve is unknown at present, and also the curve is expected to move 

over a short period of time depending on the success or failure of the 

system. 

The supply "curve" shows the discontinuity where the change is made 

from semi-manual to fully automated operation. Furthermore the level of 

the supply curve depends on the treatment of capex vs opex. 

Given the nature of the problem and the benefits of achieving a low 

opex related charge so that the economic potential of the system can 

be maximised: 
� we first explore a charging mechanism that aims to treat capex and 

opex separately,  

� then we discuss the system currently proposed in the initial draft of 

the Statutory Instrument, and 

� finally we review these different possibilities and discuss how they 

can be implemented. 
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6.3 Payment flows 

Before considering in more depth the treatment of capex, we need to 

describe the options for the payment flows between DROs and ISPs, 

since as we shall see later this has an influence on how capex related 

sums might be paid. There are many DROs and many ISPs and a wide 

variation in size of each.  

The payment flow options are: 
� The DROs pay each ISP separately.  

� The DROs pay through a common third party organisation such as 

the EITM proposed by FACT. 

These options are shown in figure 6.4 

Figure 6.4: Payment flow options 
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We assume that DROs will be free to choose which option to use and 

will not be constrained in this by the Code, however the use of a 3rd 

party to reduce the number of contracts and relationships that the ISPs 

have to handle has considerable attractions. 

A 3rd party or EITM could also play a very valuable role in providing 

information on the total level of demand from the DROs. 

 

6.4 How can the capex vs opex issue be addressed? 

As explained above, this is a very important issue because it will affect 

the degree of use of the system.  



 

32  
 

Mott MacDonald P2P Report 
  

Ideally the charges paid by the DROs need both to: 
� cover the capex of the ISPs as accurately as possible and  

� lead to a charge per CIR that is close to the marginal cost of running 

the system (the opex only).  

The second point will affect the extent to which the potential economic 

value of the system is realised in the longer term. 

For each ISP there are two issues: 
� How the capex elements of the payments are distributed over time; 

� How the capex of the ISP is shared between the different DROs. 

6.4.1 Distribution of capex payments over time 

For the distribution of the capex payments over time, there are the 

following four options: 

a) The capex must be paid at the start before any CIR can be 

ordered. The CIRs are then charged at the opex only rate 

b) A lump sum must be paid at the start to cover the capex and a 

certain number of CIRs, and thereafter a lower opex only charge 

applies 

c) The capex is averaged over a much smaller number of CIRs to 

give a higher charge per CIR initially that applies until these higher 

payments are estimated to have covered the capex and thereafter 

a lower opex only charge applies 

d) The capex is averaged over the expected number of CIRs to give a 

charge per CIR that is fixed over all time. 

These options are shown in Figure 6.5 
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Figure 6.5: Options for the charges 

Total number of CIRs

Total charge

paid

ISP costs
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Options b) and c) raise the question of when the charge rate should 

change. The possibilities are: 

i. The change is made at a pre-determined time, but this will be 

inaccurate and give scope for gaming through delaying 

sending CIRs. 

ii. The change is made after each DRO has itself paid for a 

specified number of CIRs. This would be the same number of 

CIRs for each DRO of comparable size and so it would be 

easy for both the DRO concerned and the ISP to know when 

the charge should change. The total received by the ISP 

would remain be certain and some ISPs could be overpaid. 

iii. The change is made after each ISP has received a specified 

number of CIRs in total from all DROs. This would be the 

same number of CIRs for each ISP of comparable size. The 

DROs would, however, have to rely on the ISP to change the 

charge at the correct time. The total received by the ISP 

would be more accurate but the approach would be more 

open to gaming with the DROs delaying sending CIRs until 

the charge has been lowered. We do not favour this 

approach. 

In our opinion capex needs to be reflected in the charging algorithm and 

therefore option d) of the fixed charge per CIR is unattractive as the 

sole solution. 



 

34  
 

Mott MacDonald P2P Report 
  

Out of the other three options, Option a) best reflects the cost profile 

and is probably the simplest to implement but, if chosen alone, means 

that there will be a significant cost barrier to sending the first CIR. 

Options b) and c) would require a decision on the number of CIRs to be 

used for the change in charging rate, but option c) has the attraction of 

not creating a cost barrier for the first CIR. 

Overall we think that the best approach is to have both options a) and 

d). This would mean that any DRO can send a CIR and pay under 

option d) at any time, but that ones that plan to send many CIRs can 

pay the capex element under option a) and then pay in the future at the 

lower opex only rate. DROs can start using option d) and then change 

to option a) when they wish. 

6.4.2 Sharing of the capex and fixed running costs between 

different DROs 

Where there is a specific payment for capex, ie a), b) and c) above, the 

question arises of how the capex and fixed running costs should be 

shared between the different DROs. This issue could be addressed by 

the third party organisation and omitted from the SI but this approach 

would assume that all the DROs would use the third party organisation 

and does not solve but rather passes the problem to this organisation. 

The other options for cases a), b) and c) above are: 
� The capex is shared between DROs using assumptions about the 

number of DROs and their relative size. This applies to ii above. 

� The capex is shared according to the CIRs sent initially through the 

higher initial charges per CIR until the capex limit is passed and the 

CIR charge reduces to the opex related rate. This applies to iii 

above. 

Although it might be possible to make the capex payment by the DRO 

dependent on the size of the DRO, this is not really practicable as it is 

difficult to measure the effective size of the DRO for the purpose of this 

calculation. Therefore we conclude that there needs to be a single 

capex charge applicable to any DRO under option a). This capex 

charge would have to be based on an estimate of the number of DROs 

that will pay it. 

The single capex charge will act as a barrier for small DROs, but these 

DROs are free to cooperate and share the charge amongst themselves 

(see later). 
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When calculating the capex charge, the difficult question is how many 

different parties should the charge be spread across? There are two 

risks: 
� If the number is too low and the charge very high then the scope for 

having different groups of DROs dedicated to specific interests (eg 

film rather than music) reduces; 

� If the number is too high and the charge corresponding lower then, if 

the number of groups of DROs in practice is lower, the ISPs will not 

be recompensed sufficiently. 

We think that this number needs to be set on the basis of discussions 

between Ofcom and the DROs and that Ofcom may need to seek some 

written commitments from DROs in reaching a decision on the number. 

Taking account of the existence of organisation such as the MPA, 

FACT and the BPA who represent specific interests, a division into 

three equal portions would be an option.  

Sharing marginal opex is not an issue because the opex can be 

charged on a per CIR or per notification basis and paid for as used. 

 

6.5 How should incentives for DROs to cooperate be created? 

With a fixed charge per CIR (option d)), there is no incentive to 

cooperate. 

If a separate capex charge is included, and if this charge can be shared 

between DROs, then there will be an incentive to cooperate especially 

for smaller DROs for whom the separate capex charge is large.  

6.6 How should scaling issues be addressed? 

Scaling, or size issues, affects both the DROs and the ISPs. 

We do not think that it is practicable to address the different sizes of the 

DROs in the charging algorithm as there is no practicable way to 

measure size in terms of potential risk from infringements or propensity 

to send CIRs. 

Size issues can be addressed for the fixed ISPs using the measure of 

the number of subscribers with broadband access. The distribution of 

size in the market is that there are three very large ISPs (BT, TalkTalk, 
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Virgin Media), four medium to large (Sky, Orange, O2) and many 

smaller ones, some with under 10,000 subscribers.  

Figure 6.6: Gives the figures from Ofcom 2007 quoted by BIS in their June 

2009 Consultation. 

 

ISP Market share 

BT 26.4% 

TalkTalk 25.0% 

Virgin Media 21.4% 

Sky 10.6% 

Orange 6.0% 

Other 10.5% 

 

The figures for BT and Virgin in Ofcom's latest (2009 Q2) quarterly 

statistics have not changed significantly (figures for others are not 

given). 

A confidential report prepared in 2009 that was given to us quotes the 

percentages in Figure 6.7: 

Figure 6.7: Market shares from a confidential report 

 

ISP Market share 

BT 27.4% 

TalkTalk 23.0% 

Virgin Media 22.5% 

Sky 12.8% 
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Orange 5.0% 

O2 2.9% 

PlusNet 2.2% 

Other 4.2% 

 

We therefore propose that the capex charge should be size dependent 

with different levels based on the market share using Ofcom's latest 

statistics when the Code is adopted.  

We propose the bands and charge levels for consideration that are 

shown in Figure 6.8 

Figure 6.8: Dependency on market share of ISP capex charges 

 

Market share Scale factor for Capex 

20-30% 100% 

10-20% 80% 

5-10% 50% 

2-5% 20% 

 

These figures are our estimates of how the capex may vary with the 

size of the ISP. They give only a very approximate relationship of cost 

to size and are designed to show some economies of scale. 

 

6.7 Should there be separate charges for CIRs/and different 

forms of notifications? 

The costs incurred for receiving and processing CIRs and for sending 

notifications in different forms are different, and the algorithm relating 

the sending of notifications to the receiving of CIRs is as yet undefined 
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and will probably change as DROs learn more about how subscribers 

react to notifications. 

For processing CIRs, there will be a significant marginal cost when they 

are handled semi-manually but when the whole process is automated 

the marginal cost will reduce towards zero. 

The costs of different forms of notification can be substantially different, 

for example: 
� Letters have low capex and high opex (postal charges) 

� Registered letters have low capex and very high opex (postal 

charges) 

� Emails have low capex and negligible opex 

� On screen messages may have higher capex and negligible opex.  

We therefore think that different prices should be set for the different 

forms of notification and that the DRO should be given the choice over 

the form of notification. 

Flexibility is needed because: 
� Whilst all post-pay subscribers should be contactable by letter, in 

some cases they may not be due to inaccurate or out of date 

address information. Also billing addresses may not be the same as 

the address of delivery of the service even for residential 

subscribers. 

� Accurate email addresses may not be available for a significant 

proportion of subscribers. 

� No contact information may be available for pre-pay subscribers to 

mobile broadband. 

� The capex cost on implementing on screen messages may be very 

high (one ISP has told us that is could cost approaching £1M to 

implement). 

We think that only letters and emails should be included in the system 

that is subject to the Code, and that the introduction of on-screen 

messages is better left to commercial negotiation outside the Code. 
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6.8 Should commercially negotiated alternatives be allowed? 

Some DROs have already negotiated commercial arrangement with 

some ISPs for a CIR/notification system similar to the one being 

proposed in the Bill. This system is to commence operation in the near 

future and is a simplified and lower cost system. 

Since the main objective is to meet the requirements of the DROs to 

reduce infringements in a way that is fair to the ISPs, we consider that 

all such commercial alternatives should be permitted. Therefore we 

recommend that DROs and ISPs should be allowed to make alternative 

arrangements by mutual agreement. The key is the mutual agreement; 

if such agreement cannot be reached then the system introduced by the 

Bill can be used according to the wishes of the DROs. 

There is, however, a risk that the introduction of a regulated system will 

suppress the willingness of some ISPs to discuss and develop better 

commercial solutions - they will feel that in making the offers required 

by regulation they have done all that they need to do. 

6.9 Main options 

Taking account of the discussions above, and the analysis already 

given, and of the need to avoid complexity as far as possible, the main 

options are: 

Option A: A flat rate charge per CIR/notification that combines capex 

and opex, plus a nominal administration charge for opening an account 

with the ISP concerned; 

Option B: A capex charge and an annual fixed running cost charge, 

with a lower charge per CIR/notification set to cover only the marginal 

opex; 

Option C: A charge set by commercial negotiation and mutual 

agreement between the parties. 

Option A would be suitable for DROs with a low volume of 

infringements who wish to use the system on an occasional basis. This 

charge might assume that a notification would be sent for each CIR. 

Option B is designed for DROs with high volumes of infringements and 

CIR/notification activity. They would pay a capex charge and a charge 

per year to reflect the volume independent running costs for the ISPs. 

This would entitle them to use the system at a much lower charge per 
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CIR/notification based on the assumption of automation subject only to 

a volume limit set in the Code. The DRO would probably have a major 

say over the algorithm between CIRs and notifications. 

Option C allows different arrangements by mutual agreement. 

If all three options are available, ie ISPs are required to offer both 

Option A and Option B and allowed to make alternative arrangements 

under Option C then the approach would offer considerable flexibility. 

We now consider the proposal in the draft Statutory Instrument and the 

political and practical issues of how best to proceed and how to set the 

levels of the charges. 

6.10 Developing further the approach in the first draft of the 

Statutory Instrument 

The first draft of the Statutory Instrument proposes the following 

approach: 
� Ofcom sets a fixed charge per CIR, but this charge may be different 

for different categories of ISP, eg different depending on size or 

different between fixed and mobile. 

� The fixed charge is valid for a notification period such as 12 months 

and thereafter can be changed. 

� At the start of the notification period the DRO must supply an 

estimate of the number of CIRs that it is likely to send and pay for 

this number at the rate set by Ofcom. Presumably it cannot have 

more than this number processed by the ISP. 

� At the end of the notification period the ISP refunds the DRO for any 

unused CIRs for which it has paid. 

� The process is repeated for subsequent notification periods with the 

charge being adjusted by Ofcom in the light of the available 

knowledge at that time. 

This is an attempt to establish a relatively simple system. We now 

analyse the approach as a means to explore the issues further. 

The difficulties with this approach are the following: 
� If capex is to be covered, the charge set by Ofcom must be based 

on a predicted volume of CIRs, but estimates have not been 
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received at this point and cannot be made until the charge is known. 

This is the circularity problem. 

� If estimates are given first so that Ofcom can use them in setting the 

charge, then the DROs will have a big incentive to estimate high so 

that a lower charge is calculated. They will then use fewer than their 

estimate and receive a refund. 

� Depending on the degree of automation and the algorithm, charges 

may need to be set for both CIRs and different forms of notification, 

not just for CIRs. 

This basic idea can, however, be developed further and the difficulties 

addressed, but this requires more information than is available at 

present. It also requires a more stable environment where the 

negotiation of the percentage of the ISP costs to be paid by the DROs 

is already decided and "off the table" so that the DROs will be more 

willing to discuss the demand curve. Somehow the circularities have to 

be broken to establish the demand curve. 

Politically there is a need for a quick start but too much remains to be 

done to make a quick start with a large volume high capex system 

practicable. 

We therefore propose the following for discussion: 
� The Government decides as "finally" as is possible within the 

parliamentary process the percentage of the ISP costs to be paid by 

the DROs in theory. 

� Ofcom holds discussions with the DROs and ISPs to determine the 

initial algorithm between CIRs and notifications to be put in the 

Code. 

� Ofcom puts in the Code (unless the stakeholders do it themselves 

voluntarily) a requirement for the system to start soon after the date 

when the Code comes into effect but with volumes that can be 

handled using the same procedures that were used in the MOU trial. 

Hence these volumes would be the same as in the trial or a little 

larger.  It is known that the large ISPs can handle these volumes on 

a semi-manual basis and they will need only to re-instate the 

arrangements that they made for the trial. The volume limits for 
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smaller ISPs would be scaled pro-rata down to a threshold below 

which ISPs would be excluded. Overall since only BPI participated in 

the trial and the limited volume would need to be shared between all 

DROs, BPI would be able to use the system less than it did in the 

trial. 

� DROs could be required to make estimates or to pay in advance for 

a certain volume for this initial stage of operation, but this is not as 

essential as when new capex is incurred. 

� The levels and the charges would be subject to revision in six 

months. 

 

This initial stage would achieve the following objectives: 
� The system would start as soon as possible eg very shortly after the 

Code comes into force; 

� Risky capital investment would be avoided; 

� Evidence would be gathered of the willingness of the DROs to pay; 

� Evidence would be gathered of the handling of the issues by the 

Courts; 

� The official start could be publicised as part of the process of 

changing the practices of users. 

In parallel, Ofcom would start to obtain the information and 

commitments necessary for a higher volume system that most ISPs 

would automate. This means obtaining more information on the 

demand curve and more information on the costs, especially capex, of 

the ISPs. This could be achieved as follows: 
� Ofcom asks the BPI and the MPA (or the EITM, if it is formed) to 

make a firm commitment about the number of CIRs and notifications 

they would require in the first year if the charge is set at various 

different levels for the first year of a higher volume system. This will 

provide the basic demand curve information. This should be seen 

not as an estimate but as a commitment to order at whichever level 

Ofcom selects. 

� Ofcom obtains cost estimates from the major ISPs for the different 

levels of CIRs and notifications indicated by the DROs. This gives 

information on the supply curve. 
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� Using both the demand and supply curve information, Ofcom sets 

the charges per CIR or notification with the aim of recovering the 

capex in the first notification period. 

� The BPI, MPA or EITM can then place contracts and pay in advance 

for the number of transactions that corresponds to the charge set by 

Ofcom and the demand curve that they have indicated. Unused 

transactions can be carried forward into the next period but not 

refunded so there should be no incentive to overestimate the 

demand curve. 

By requiring the DROs to pay in advance though a third party (BPI, 

MPA or EITM) and by not requiring refunds for unused transactions, the 

ISPs would be given the confidence to invest in automation as 

necessary. There would be flexibility over whether separate orders 

would be placed by different DROs or whether BPI, MPA or EITM would 

contract on behalf of all DROs, but whichever arrangement is chosen 

there should be a commitment to cover the costs of the ISPs for the 

number of transactions concerned. 

If the system works then after the transactions bought by the initial 

payment, the subsequent charges could be reduced to an opex level.  

Although this approach may seem cumbersome, it gives considerable 

scope for the DROs to move forward to a high volume system provided 

that they are willing to make the necessary commitments, which they 

have not made to date. We think that this is the best way to generate 

the confidence needed for the ISPs to invest significant capex.   
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7.1 Legal issues 

In this chapter we consider the scheduling and sequence of events in 

implementing the requirements. 

For illustrative purposes we are assuming the Bill will receive Royal 

Assent at the start of April 2010. 

The requirements of the Bill are dependent in practice on the existence 

of an initial obligations code. Ideally this code will be developed by the 

stakeholders and approved by Ofcom. Ofcom must develop and 

approve a code if a suitable Code developed by the stakeholders does 

not exist and must do this within 6 months of the relevant provisions of 

the Act coming into force, which is 2 months after Royal Assent.  

Ofcom under its own procedures will need to consult on the contents of 

the Code and review the responses; this may take two months. 

Under the Technical Standards Directive (98/34/EC) Article 9, the Code 

will have to be notified to the Commission in draft at least 3 months 

before it comes into force, and this must be in a form that is close to its 

final form. 

Finally, any such code has to be laid before the House of Parliament by 

Ofcom, and this may take two weeks, but we have been advised by BIS 

that this may be done after the Code has entered into force because 

the probability of changes at this stage are negligible. 

Figure 7.1: shows the sequence of events and indicates that there will be only two and a half months from the Royal 

Assent to the deadline for the development of the draft Code.   

April May June July Aug Sept Oct Nov Dec Jan Feb March

Royal

Assent

In Force

Draft

Code 
deadline

EC 

notification 
deadline

3 months

6 months

2 months

Ofcom

consults

Code 
in force

2010 2011

Low volume system starts

 

 

7.  Implementation issues and timescales 
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After the Code has been adopted, the requirements will be in force and 

the CIR/notification system will have to start, but subject to any 

additional lead times or introductory periods allowed for in the Code. 

7.2 Developing the Code 

For the system to work properly, the Code will have to specify many 

issues. This will either be done in a highly detailed code or a more 

general code plus a separate largely technical specification. BIS has 

just published a paper on what it expects the Code to cover, and the 

draft Functional Specification in Annex A also gives some idea of the 

technical issues. All parties that we have met support the need for clear 

specifications. 

To date no group involving stakeholders has been formed to start 

developing the Code. 

The Code and any accompanying technical specifications will need to 

address some quite complex design issues on which stakeholders will 

have a wide variety of quite strong opinions. Typically there are two 

alternative ways in which such work is carried out: 

 

A The stakeholders form a working group, typically at the invitation of 

the regulator, appoint a chairman and rapporteur and start to 

develop the document around the table. This works through 

different members writing different sections, and the meeting 

participants commenting on them and revising them. 

 

B The regulator calls meetings of the stakeholders to discuss the 

main issues but uses an appropriately skilled person from in-house 

or under contract to develop the document according to the 

guidance from the group. Where there are differences in opinion, 

after listening to the arguments the regulator decides what will be 

done.  

Our experience of these alternatives is that: 
� The speed of development and the quality of the resulting document 

depend very greatly on the chairman and especially the ability and 

experience of the people drafting the document. 

� Approach A is normally slow and suffers because few of the 

stakeholders may have the necessary skills and experience in 

drafting a specification. Much time is wasted in the meetings 
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discussing drafting issues that could be solved easily outside the 

meeting. 

� Approach A is also difficult where there is a design problem with 

complex inter-related issues, whereas B enables one person to 

handle all the inter-relationships. 

� Where opinions are widely divided as they are in P2P, supervision 

and resolution of issues by the regulator through Approach B saves 

a great deal of time by avoiding debating issues over and over 

again. 

� Approach B ensures that adequate work will be done between 

meetings and makes better use of the time that stakeholders spend 

in meetings. 

Therefore, given the tight timescale and the diversity of opinions, 

Approach B seems to be better. 

From the timescale in Figure 7.1 above, if the prospects of the Bill have 

stabilised by early March, there will be approximately 3 months to 

develop the Code. This is a very tight timescale. 

If the Code can be developed to this timescale, then a semi-automated 

system similar to that used in the MoU trial could be introduced at the 

start of 2011. 

In order not to delay the start of the semi-automated system, it may be 

advisable to develop the code in two stages, a first stage for the semi-

automated system and then a second stage for the high volume 

system. 

7.3 Implementation of a high volume system 

We think that some 4 months needs to be allowed from the time when 

the Code becomes stable for: 
� The DROs to make commitments on prices and volumes and for 

them to organise the EITM or other bodies to contract with the ISPs; 

� The ISPs to assess their costs; 

� Ofcom to set charges and volumes. 
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The main systems required for implementation are: 
� The RADIUS and equivalent IP address usage logs; 

� The system for receiving, storing and processing CIRs and sending 

notifications; 

� The call centre for handling enquiries about notifications with access 

to both the customer service system and the system for CIRs and 

notifications. 

The starting point for most ISPs is that they will have an existing system 

for logging IP address usage for law enforcement purposes. The trial 

participants will also have the systems used in the trial. Access may be 

slow involving searches requested from a terminal by a human 

operator. The number of such terminals may be limited and the search 

times long - taking several minutes. Thus the potential throughput may 

be low. In some cases the log information may be stored at a separate 

data centre, possibly by a contractor.  

In order to handle higher volumes the systems will need to be upgraded 

and this may take 4-6 months, but for a very large ISP with several 

different legacy systems could take even longer. The upgrade will be 

designed to match the limits that will be specified in the Code.  

Most ISPs will not have a management system for handling CIRs and 

notifications. This system will be essential for all but the very smallest 

ISPs. They will have two options: 
� To procure a separate stand-alone system or to use a third party 

service provider to some extent, or 

� To add the necessary functionality to their existing systems. 

The faster approach is likely to be the procurement of a stand-alone 

system but this is likely to lead to greater running costs and more 

problematical integration. We think that a third party supplier could 

develop a stand-alone system based on PCs (networked if necessary) 

in 3-4 months. Delivery and integration could take a further 1-3 months. 

Adding the functionality to existing systems is likely to take longer but 

be a better long-term solution. We estimate that this will take 6-9 

months. 

A simple stand-alone call centre could be established and outsourced 

based on a separate CIR management system in about 3 months. If 
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CIR management is added into the existing system then the existing 

call centre would be used and expanded in scope. 

Adding automation between the CIR management system and the IP 

logs might add two months to the time needed. 

We think that these estimates are optimistic for the larger ISPs. In our 

experience the IT programmes of ISPs and telcos are planned well in 

advance and each piece of work and item of expenditure goes through 

a lengthy internal approval process that is not compatible with these 

timescales. Thus longer times would be expected unless normal 

procedures are bypassed and there will be strong resistance to doing 

this and significant knock on costs in terms of disruption to other 

programmes. If this is to be addressed then the issues need to be 

escalated to Board level in the ISPs. 

We think that the effects on work for law enforcement also needs to be 

taken into account in setting timescales as there will be real bottlenecks 

of resources and knowledge. Law enforcement is planning to start 

automating access to telephone records during 2010 and to Internet 

records in 2011 and some of these developments may encounter the 

same bottlenecks creating questions of priority. 

Figure 7.2: Summarises our estimates of the implementation timescales for 

the various elements. 

 ISPs with easiest 

implementation 

ISPs with more difficult implementation 

Upgrading IP logs 4 months 6 months 

Develop standalone CIR 

management system 

3 months 4 months 

Deliver and integrate  standalone 

CIR management system 

1 months 3 months 

Prepare separate call centre 3 months 3 months 

Add CIR management to existing 

systems 

6 months 9 months 

Adding automation 2 months 2 months 
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There will be differences between ISPs over the extent to which 

activities can be run in parallel or need to be run in series and the 

following diagrams make assumptions about this that may not be true in 

all cases.  

Figure 7.3 shows the implementation times as a flow chart giving what 

is in our view the earliest possible implementation time for a high 

volume system, assuming that work starts from the time when the Code 

is notified to the EC, ie at the end of the Ofcom consultation. These 

times apply to those operators for whom implementation will be easiest. 

Figure 7.3: Implementation times for ISPs with easiest implementation (stand-alone) 

April May June July AugSept Oct Nov Dec Jan Feb March

EC 
notification 

deadline
= Code stable

Low volume

operation

Code 
in force

Upgrading the IP logs

Develop CIR management

Automate log access

Integrate

High volume

operation

2010 2011

Call centre

Setting of charges
and volumes

Negotiation of contracts

 

 

 

 

 

 

 

 

 



 

50  
 

Mott MacDonald P2P Report 
  

Figure 7.4 shows the longer timescales for the integration of the CIR 

management with the existing customer management system. 

Figure 7.4: Implementation times for ISPs with easiest implementation (integrated) 
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Figure 7.5 shows times that apply to those operators for whom 

implementation will be more difficult. The difference in times does not 

reflect "willingness to cooperate" but the different circumstances of 

each ISP. 

 

Figure 7.5: Implementation times for ISPs with more difficult implementation (stand-alone) 
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Figure 7.6 shows the longer timescales for the integration of the CIR 

management with the existing customer management system. 

Figure 7.6: Implementation times for ISPs with more difficult implementation (integrated) 
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Large ISPs have told us that implementation may take 12-18 months. 

Allowing for them to build some safety factor into their comments, we 

think that the timescales estimated above are consistent with the 

information that we have been given. 
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8.1 Conclusions 

Our conclusions are: 

1. The problem of setting a charging formula for cost recovery for the 

CIR/notification system is quite unusual and different from the 

normal regulation of charges in telecommunications because: 

− The demand curve is not known and the DROs have made no 

commitments to date about what they will pay for; 

− The demand may change quite rapidly over a short period of time 

as a result of both the success and failure of the system. This 

period is much lower than the life of the system; 

− The costs are not known and the unit cost is both quite strongly 

dependent on the level of demand, and also has a discontinuity 

at the point at which a decision to automate is made. Costs differ 

depending on the circumstances of each individual ISP. 

2. More work is needed on the Code before a situation is reached 

where there is a clear initial specification of what will need to be 

done and this will affect costs. Nevertheless flexibility needs to be 

allowed for the notification system to be adapted and customised 

as necessary to achieve the best effect; 

3. Because the demand curve is not known, there is much uncertainty 

about the extent to which the system will be used and the length of 

time for which it will be used. Both success and failure can lead to a 

decline in the use of the system. Yet the extent of use will have a 

significant effect on the costs; 

4. The large ISPs have managed to handle a relatively low level of 

CIRs and notifications during the MoU trial using semi manual 

methods that avoid a large capex investment. These methods could 

be used for the initial operation provided that the Code limits the 

volume to what can be handled in this manner. The ISPs that 

participated in the trial will have sufficient information on costs of 

this type of operator to enable Ofcom to set an appropriate charge; 

5. If a high volume of CIRs and notifications is required, then the  

large ISPs will need to incur significant capex to automate the 

system as much as possible. A major factor in the ISP's decision to 

make this investment will be whether the SI and the Code create 

sufficient confidence that the ISPs will recover the planned 

percentage of their costs in practice and that this objective will not 

be thwarted by inaccurate over-estimates from the DROs; 

6. The potential economic benefits of the system will be realised only 

if the charging formula leads eventually to a charge for each 

CIR/notification that is close to the marginal opex of the ISP; 

 

 

8. Conclusions and recommendations 



 

54  
 

Mott MacDonald P2P Report 
  

We therefore come to the overall conclusions that: 
� A low volume system can be started as soon as possible with 

volumes set a level that can be handled semi-manually by the ISPs 

using arrangements similar to those used in the MoU trial; 

� It is premature, as too much information is unknown, to attempt to 

specify a high volume system that will require substantial capex 

investment. 

We think that the DROs, who are asking for a high volume system, 

need to take the initiative to create a situation where it is reasonable for 

the ISPs to invest the capex necessary and where the long term charge 

can be reduced to an opex related level so that the economic potential 

of the system can be realised. This means making firm commitments to 

the use of a high volume system indicating what they are prepared to 

pay at various different price levels. 

8.2 Way forward 

We therefore propose the following for discussion: 
� The Government decides as "finally" as is possible within the 

parliamentary process the percentage of the ISP costs to be paid by 

the DROs in theory. 

� Ofcom holds discussions with the DROs and ISPs to determine the 

initial algorithm between CIRs and notifications to be put in the 

Code. 

� Ofcom puts in the Code (unless the stakeholders do it themselves 

voluntarily) a requirement for the system to start soon after the date 

when the Code comes into effect but with volumes that can be 

handled using the same procedures that were used in the MOU trial. 

Hence these volumes would be the same as in the trial or a little 

larger.  It is known that the large ISPs can handle these volumes on 

a semi-manual basis and they will need only to re-instate the 

arrangements that they made for the trial. The volume limits for 

smaller ISPs would be scaled pro-rata down to a threshold below 

which ISPs would be excluded. Overall since only BPI participated in 

the trial and the limited volume would need to be shared between all 
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DROs, BPI would be able to use the system less than it did in the 

trial. 

� DROs could be required to make estimates or to pay in advance for 

a certain volume for this initial stage of operation, but this is not as 

essential as when new capex is incurred. 

� The levels and the charges would be subject to revision in six 

months. 

 

This initial stage would achieve the following objectives: 
� The system would start as soon as possible eg very shortly after the 

Code comes into force; 

� Risky capital investment would be avoided; 

� Evidence would be gathered of the willingness of the DROs to pay; 

� Evidence would be gathered of the handling of the issues by the 

Courts; 

� The official start could be publicised as part of the process of 

changing the practices of users. 

In parallel, Ofcom would start to obtain the information and 

commitments necessary for a higher volume system that most ISPs 

would automate. This means obtaining more information on the 

demand curve and more information on the costs, especially capex, of 

the ISPs. This could be achieved as follows: 
� Ofcom asks the BPI and the MPA (or the EITM, if it is formed) to 

make a firm commitment about the number of CIRs and notifications 

they would require in the first year if the charge is set at various 

different levels for the firs year of a higher volume system. This will 

provide the basic demand curve information. This should be seen 

not as an estimate but as a commitment to order at whichever level 

Ofcom selects. 

� Ofcom obtains cost estimates from the major ISPs for the different 

levels of CIRs and notifications indicated by the DROs. This gives 

information on the supply curve. 

� Using both the demand and supply curve information, Ofcom sets 

the charges per CIR or notification with the aim of recovering the 

capex in the first notification period. 
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� The BPI, MPA or EITM can then place contracts and pay in advance 

for the number of transactions that corresponds to the charge set by 

Ofcom and the demand curve that they have indicated. Unused 

transactions can be carried forward into the next period but not 

refunded so there should be no incentive to overestimate the 

demand curve. 

By requiring the DROs to pay in advance though a third party (BPI, 

MPA or EITM) and by not requiring refunds for unused transactions, the 

ISPs would be given the confidence to invest in automation as 

necessary. There would be flexibility over whether separate orders 

would be placed by different DROs or whether BPI, MPA or EITM would 

contract on behalf of all DROs, but whichever arrangement is chosen 

there should be a commitment to cover the costs of the ISPs for the 

number of transactions concerned. 

If the system works then after the transactions bought by the initial 

payment, the subsequent charges could be reduced to an opex level.  
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A.1. DR Owner and ISP Identification 

Each DR Owner (DRO) and each ISP shall obtain a unique identity 

from the registry (Ofcom?). 

Each DR Owner and each ISP shall inform the registry of their point of 

contact address for CIR communications purposes. 

Each ISP shall inform the registry of the ranges of IP addresses 

(prefixes) that are allocated to it and the corresponding point of contact 

address. 

The registry shall publish and keep up to date lists of: 
� The names of DROs and ISPs and their unique identities, 

� The point of contact addresses for each unique identity, 

� The IP prefixes, the corresponding ISP identity and point of contact 

address. 

A company may use more than one DRO or ISP identity if it wishes, 

and may have more than one point of contact address, but subscriber 

accounts shall be related to a single ISP identity and point of contact 

address. 

A.2. Sending the CIR 

When a DRO has sufficient evidence of a copyright infringement 

effected by P2P file sharing, the DRO or its agent may send a CIR to 

the point of contact address that relates to the ISP address of the 

alleged copyright infringer. 

"Sufficient evidence" means that all the following criteria are satisfied: 
� The work that is the subject of the digital right is identified by …….., 

� The time and date of the alleged infringement are known to an 

accuracy of [1 minute], 

� The IP address of the interface through which the infringement is 

taking place is known, and there is reasonable confidence that this 

address is correct and not spoofed, 

� The DRO has an undisputed title to the work identified, 

� Etc. 

Appendix A. Sample Functional 
Specification 
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The CIR shall be sent within [28] calendar days of the date of the 

alleged infringement. CIRs sent later than this shall be disregarded and 

considered invalid. 

The CIR shall contain ALL the following information: 
� The identity of the DRO given by the registry, 

� A unique reference number allocated by the DRO, 

� The date and time of the alleged infringement, 

� The title of the work copied, 

� Any index number of the work copied, 

� The part of the work copied (eg all or the first 30 seconds, or page 

7), 

� The IP address of the interface through which the infringement is 

alleged to be taking place, 

� The ISP identity and point of contact address to which the CIR is 

sent, 

� The date and time when the CIR is sent. 

The DRO shall maintain a copy of all CIRs sent and a log that shows 

the date/time and reference number of each CIR sent. The log and the 

copies shall be stored on fully redundant discs and be backed up to a 

secure remote site at least once per working day. 

A.3. Receiving the CIR 

The ISP shall store all CIRs received. 

Within [5 working days] of receiving the CIR, the ISP shall: 
� reply to the DRO indicating: 

� Whether the CIR is considered valid or not, 

� Whether the ISP is sending a warning to the subscriber; 

� Obtain from its records the identity of the subscriber who was being 

served via the interface identified by the IP address at the time of 

the alleged infringement. 

The permissible reasons for rejecting a CIR as invalid are: 
� The CIR was received more than [30] calendar days after the 

alleged infringement, 
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� Information required is missing from the CIR, 

� The ISP did not serve the IP address at the time of the alleged 

infringement, 

� The ISP cannot identify the subscriber to which the IP address 

relates. 

Where the ISP has identified the subscriber, the ISP shall: 
� allocate a unique anonymous identity to the subscriber. This identity 

shall commence with the identity of the ISP, 

� store both the real and anonymous identities of the subscriber 

together with the CIR, 

� add the subscriber to an alleged infringer list. 

For each subscriber on the alleged infringer list, the ISP shall maintain 

a count of the number of CIRs received in the last [12 months]. 

A.4. Infringer list 

At the end of each month, the ISP shall add to the infringer list those 

subscribers against whom more than [30] CIRs have been received in 

the last [3 months]. The CIRs do not have to relate to the same DRO. 

At the end of each month, the ISP shall remove from the infringer list 

those subscribers against whom fewer than [30] CIRs have been 

received in the last [6 months]. 

A.5. DRO requests for anonymous lists 

A DRO may at any time request from the ISP an anonymous list of the 

alleged infringements against its rights for up to [20] subscribers. The 

request shall specify the identity of the DRO. 

The ISP shall provide to the DRO within [10] working days: 
� A list of the anonymous identities of subscribers on the infringer list 

that have alleged infringements relating to the DRO's identity, 

� For each identity the number of CIRs received in the last [12 

months] relating to the DRO, 

� For each identity a list of the reference numbers of the CIRs. 

The list shall be ranked by the number of CIRs relating to the DRO. 
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This list can be used to request a Court Order for the release of the real 

identity of the subscriber. 

A DRO shall not make such a request less than [one calendar month] 

after making a previous request to the same ISP. 

 

A.6. Sending warning notifications 

The ISP shall send a warning notification to the subscriber when the 

ISP: 
� Receives the first CIR that it accepts relating to the subscriber, 

� When given numbers of subsequent CIRs are received for the same 

subscriber according to a formula to be specified in the Code or 

according to parameters to be set by the DRO, 

� Places the subscriber on the infringer list, 

� Sends a DRO a list containing the anonymous identity of the 

subscriber, 

� Releases the real identity of the subscriber to the DRO under a 

Court Order. 

The warning notification shall be: 
� A letter, or  

� An email 

Where the ISP does not know the postal address nor the email address 

of the subscriber, it shall apply a warning screen when the account is 

accessed by a web browser, and this warning shall be read [5] times 

before it is removed. 

The warning notification shall be sent within [5] working days. 

A.7. Deletion of old CIRs 

The ISP shall delete CIRs older than 2 calendar years unless a DRO 

has requested them to be held for longer because Court proceedings 

have been started.  
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A.8. Subscriber access 

At any time a subscriber may request information about alleged 

infringements that relate to their accounts.  

The ISP shall within 10 working days supply to the subscriber as a text, 

pdf or Excel file, all the CIRs relating to the subscriber that the ISP is 

currently holding. The ISP may not charge for this but is required to 

respond to such requests no more frequently than once per month. 

The ISP shall inform the subscriber on request free of charge within [1 

working day]: 
� the number of CIRs received against them in the last [12 months], 

� if they are currently on a infringer list, 

� if they have been included in an anonymous list sent to a DRO, and 

the DRO to which the list relates. 

 

A.9. Data stored by the ISP 

All CIRs and infringer lists shall be stored securely under password by 

the ISP on fully redundant discs and backed up at least once per 

working day to a secure remote site. 

 

A.10. Implementation 

An ISP may contract its activities to a third party under a suitable 

privacy/confidentiality agreement.  

 

 

 

 




