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UK BACKS GLOBAL ANTI-SPAM MOVE

'Secure Your Server', a global anti-spam initiative to help combat
junk e-mails worldwide was backed by Communications Minister Stephen
Timms today.

The move will see the US Federal Trade Commission advising Internet
server companies around the world on how to secure their servers to
prevent them automatically forwarding spam.

'Secure Your Server' is led by the US Federal Trade Commission (FTC),
with the support of the Department of Trade and Industry (DTI), the
Information Commissioner's Office (ICO) and the Office of Fair
Trading (OFT).

Communications Minister Stephen Timms said:

"Spam is an international problem and we can't eliminate it on our
own, it demands international co-operation.

"Secure your Server is an excellent example of international
partnership tackling the global nuisance of spam, and the UK played a
key role in helping deliver this initiative."

The problem for servers lies in so called 'open relays' which were
instrumental in the growth of the Internet in the early days, but
they have increasingly been abused by spammers who use them to
disguise the origin of their messages.

Also, a significant amount of spam is currently generated through the
use of so- called 'Open Proxies' - web-linked machines that can
similarly be abused to allow unauthorised Internet users to connect
to other hosts on the Internet and so proliferate junk the spread of
junk e-mail.

The UK is among twenty six nations worldwide who have signed up to
this initiative including Korea, Japan, Brazil, Argentina and Taiwan.

Notes for Editors

1. Acting on behalf of all participating governments and agencies, the Federal Trade Commission will send out advisory letters to server owners addressing this issue. This letter will not suggest that the recipient is violating any laws; rather it will highlight the
problems caused by insecure servers and suggest ways to secure them in order to reduce spam.

2. Since the majority of spam affecting the UK comes from outside the EU, international solutions such as Operation Secure your Server are indeed necessary. The UK is currently very active in discussions on spam in the OECD and elsewhere, with other governments, industry and user groups. Possible bilateral and multilateral solutions and
frameworks are being investigated.
 
3. Open mail servers are a vestige of the early days of Internet, when many mail servers were kept open to allow e-mail to travel along different networks. Open mail servers are configured to accept and deliver e-mail on behalf of any user anywhere, including third
parties with no relation to the owner or owner's organisation.

4. A proxy is installed to be the only machine on a network that directly interacts with the Web, providing a more efficient web browser. If the proxy is not properly configured, it may allow unauthorized Internet users to connect through it to other hosts on the Internet.

5. Securing the server will help to protect the server owner. Abuses of this kind act to overload the server, and damage the reputation of the server owner - in some cases, making it look like they sent the spam. Securing a server can be achieved easily, and with no, or very low cost. The FTC will provide technical support detailing how this
can be done.

6. The UK Regulations on UCE came into force on 11 December 2003. Further information is available on the DTI's site at: www.dti.gov.uk/industries/ecommunications under the heading 'Directive on Privacy and Electronic Communications, and on the
website of the Information Commissioner at:
http://www.informationcommissioner.gov.uk/ under the heading 'Privacy and Electronic Communications'. More about the Federal Trade Commission (FTC) programme of work on spam: www.ftc.gov/secureyourserver and www.ftc.gov/spam/.
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