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RESPONSE TO DTI CONSULTATION ON THE ELECTRONIC COMMERCE DIRECTIVE 
Introduction

Yahoo! Europe
 is pleased to respond to consultation of the DTI on whether Article 12 to 14 of the Electronic Commerce Directive should be extended to providers of hyperlink, location tool and content aggregation services. 
I attach our detailed response to the questionnaire provided by the DTI. 

Executive summary 

In summary, Yahoo! strongly supports the extension of the liability provisions in the following manner:

- Extension of the liability provisions to providers of hyperlink and location tool services, based either on Article 12 or Article 14 of the Electronic Commerce Directive. 

- Extension of the liability provisions to providers of content aggregation services on the basis of Article 14 of the Directive. 

Our response sets out in more detail the research and arguments we have considered in arriving at these conclusions. 
Notice and take down 

In addition we take this opportunity to highlight our view, that the development and implementation of a clear and balanced notice & takedown regime is an important issue that the government should address as a priority. 

We believe that, in conjunction with an extension of the liability provisions to providers of hyperlink, location tool and content aggregation services, a notice & take down regime will be an important step in creating the necessary regulatory framework that will further the UK’s position as a leader in e-commerce and the digital economy. 
Should you wish to discuss the above further, please do not hesitate to contact me on Tel: + 33 1 70 91 20 95 or at acecil@fr.yahoo-inc.com. 
Yours faithfully,

Andrew Cecil
Head of Public Policy 
Yahoo! Europe
Question 1 – Do you agree with the EU Commission conclusions in their ‘First

Report’ on the application of the Directive concerning Articles 12 to 14? Please give

your reasons for your answer.
Yahoo! strongly supports the Commission's view expressed in its First Report that limitations of liability for the providers of hyperlinks and location tools provide "additional legal clarity for service providers".  As will be discussed further in the answers to questions 4 and 15, the differences in the treatment of hyperlink and location tool providers in the Member States' jurisprudence make it difficult for companies such as Yahoo!, to adapt their linking policies so that the risk of liability is eliminated - or at least minimised.  In order to encourage the growth of E-Commerce, Yahoo! believes it is important for Member States to recognise this problem, and to act promptly to ensure legal clarity by providing for liability limitations that would enable service providers to better manage the liability risks they potentially face. Yahoo! explains these issues and potential solutions in more detail below.      

Yahoo! is however disappointed by the Commission's failure to recognise the importance of increased legal clarity for providers of content aggregation services, i.e., services that collect news and information from a variety of other sources and offer them to the user at one convenient location.  As the DTI has observed, content aggregators, find themselves in a position similar to hosting providers. Content aggregation services are becoming increasingly popular among users, but their expansion is hindered by the uncertainty as regards the legal liability of providers.  This issue is further examined in our answers to the questions on content aggregation below.  

Question 2 - In your experience what are the advantages and/ or disadvantages of

the transpositions of the Member States that have already included the liability

limitation cover for hyperlinks, location tool and content aggregation services? I.e.

what has been the impact for service providers, rights-holders and individuals alike

with regard to their transpositions?
Although the Member States in question have transposed the limitations of liability only recently, the first implications are that the situation has already improved.  Yahoo! is not aware of any conflicting case law in those countries that gives rise to legal uncertainty.  This is in stark contrast to countries such as Germany, where no such provisions have been introduced, and where the courts are regularly called to decide on issues of intermediary liability, often with mixed results.  

The increased legal certainty results in increased confidence to online businesses, which in turn leads to greater investment in e-commerce in general, and consequently benefits consumers.  Despite the initial disquiet from some quarters, it seems that the growth in online business has resulted in benefits to all parts of the value chain.
Question 3 –With other Member States transpositions in mind, which of the liability

limitations in Articles 12 to 14 (if any) should apply to each of the following

intermediary service providers if the UK were to go ahead and provide legislative

cover?

i) Hyperlinkers;

ii) Location tool providers; and

iii) Content aggregation providers.

Please give your reasons behind your answer.
Hyperlinkers and location tool providers

Yahoo! believes that the legal issues concerning the liability of hyperlinkers and location tool providers are, to a large extent the same.  Therefore we have considered both types of intermediaries together, and note the possible differences between the two where relevant.  

In Yahoo!’s opinion the most appropriate basis for the extension of the current liability limitations to hyperlinkers and location tool providers is Article 14. We also recognise that Article 12 could be used as a basis for limiting the liability of providers of hyperlinks and location tools, as has been the case in certain other EU Member States. 

Article 14 is aimed at protecting service providers who provide users with the means to store their material online. By extension, hyperlinks to such material and the tools to discover those links merit similar treatment. Just as with the hosting of third party material, a service provider has no way of knowing whether a particular link to a site or page contains illegal or unlawful material. To attempt to do so would be technically impractical and financially impossible. For these reasons, and for the protection of citizens’ privacy rights, pro-active monitoring was explicitly ruled out in the e-Commerce Directive
.
The fundamental importance of both hyperlinks and location tools has grown as a result of increased demand, caused by the ever-increasing size of the Internet, for solutions that help users obtain access to web content they are looking for.  Both location tools and hyperlinks serve as solutions to meet this demand, but on different levels.  

· Hyperlinking is a technology, which is fundamental to the operation of the Internet.  It allows pages to link to other pages usually dealing with the same or similar topics, and is one of the two main methods users have to access and navigate between web sites.
  Hyperlinks are the footnotes of the digital age, and the way they link pages to each other prompted Tim Berners-Lee and his colleagues to come up with the descriptive term World Wide Web ("WWW") for the system of interlinked pages being offered for browsing over the Internet.
 There are in essence two types of links, internal and external.  Internal links are links connecting web pages within a single website, and are used by the link provider to provide the user with the navigational tools necessary to browse the website.  External links, on the other hand, are links leading from one web site to another, and thus most often lead the user from a website that is under the control of one party, to another website that is not under his control.  Hyperlinks can be described as low-level navigational tools because they operate on the level of individual web pages, linking them to each other.           

· Location tools have become necessary with the increasing popularity of the World Wide Web and in particular the exponential increase in the number of web pages.  The purpose of location tools is to offer users the possibility to more easily obtain access to relevant web sites and content.  They do this generally by either, i) providing a manually compiled list of hyperlinks usually sorted by categories, which allow the user to find what they are looking for, or by ii) allowing the user to conduct searches by inputting keywords into a search engine, which will then, based on the keywords used, automatically create a list of hyperlinks to the web sites and or content considered relevant.  

· An example of the first type of location tool is the Yahoo! Directory.  Directories are in essence collections of links compiled manually by human beings who browse through different web sites, and decide whether a certain web page belongs to a specific category or not.  However, due to the large volume of web pages submitted to these directories, large scale directory providers such as Yahoo! have no realistic possibility of examining the sites included in the directory in more than a cursory fashion.  

· An example of the second, an automated process using algorithmic-based software programs, is the Yahoo! search engine, which takes keyword queries from users and on the basis of the query displays a list of hyperlinks leading to pages containing those keywords (or content relating to those keywords).  The searching is done without manual intervention.  
Another, recent, development involves the generation of paid-for – or sponsored – search results. Sponsored search uses a combination of automated algorithmic search and a human assisted compilation of the text used to describe the link. The search provider does not know exactly what is through the link. Some basic checks are carried out to ensure no obviously illegal or infringing terms are used in the descriptive text, however, the main responsibility for the legality of the link and what is to be found through the link resides with the advertiser, in line with horizontal advertising regulations. General guidance is also provided to advertisers by the sponsored search provider. It would be impossible for a sponsored search provider to do more; for example, to check and then constantly monitor every page available through every link it may list. 
Location tools can be characterised as high-level navigational tools, in the sense that they, in contrast with hyperlinks, deal with groups of web pages.  They provide the user with the possibility to narrow down the list of potential web pages they are interested in, allowing them to find the individual hyperlinks that are of relevance to them.  As is the case with hyperlinks, location tool providers cannot control the external content they link to, nor can they know of its contents.
    

As the brief outline of hyperlinks and location tools demonstrates, these technologies are crucial for the effective operation of the World Wide Web.  They are the means to provide users access to the content (traditionally, text, but increasingly image, audio and video) stored on different pages scattered all around the world. Their importance as consumer tools warrants an extension of the protection currently offered by Articles 12-14 to other service providers.  

Content aggregation providers.  

Yahoo! believes that the protection offered by Article 14 of the Directive should also be extended to cover content aggregation providers.  This is because the role of a content aggregation provider is in essence the same as a hosting provider's.  The content is provided by a third party, and is automatically displayed on the web site of the content aggregator.  The role of the content aggregator is limited to hosting content and even the editing of the layout and presentation of the content is done in an automatic way.  In those few cases where it is not, the manual editing relates only to improving presentation and layout; the content itself is not substantively modified.
Content aggregation can be implemented in different ways, but most of the methods share a common element, namely the hosting of content from third parties on the content aggregator's site.  Examples of the classic aggregation are the content offered by providers such as Yahoo! and MSN.  Via an automated feed the sites receive articles from different sources the provider has partnered with, and host these articles on their site.  Users can then read the articles from the provider's page, but the content itself is provided by the news source, and merely hosted by the provider.  The process is largely automated, and thus not controlled by the provider.  However, even though the service consists of hosting content provided by others, it is highly unlikely that providers are protected by the immunity offered by Article 14 of the E-Commerce Directive.  This is primarily because Article 14 refers to “storage of information stored provided by a recipient of the service” and that the information is “stored at the request of a recipient of the service”
. 

This is regrettable, because it places content aggregators in state of great uncertainty, as they might be held liable for material produced by someone else, whose illegality or otherwise they can have no knowledge.
The lack of control the provider has over the content becomes even more evident when one considers the example of modern content syndication technologies employed by most of the major content aggregators, such as Yahoo!, MSN and Bloglines (a subsidiary of Ask Jeeves).   If the content aggregation is done through for example RSS,
 which enables users to syndicate content from any site on the web supporting the technology, the user of the site often himself selects the sources he is interested in without having to choose from a list of sources compiled by the content aggregation service provider.
  Thus the provider has no control over the content the user wants to see.  In fact, in an increasing number of cases, there is no contractual relationship of any kind between the source of the content and the aggregation service provider.  The lack of control and knowledge makes it unjustified that the provider can still be held liable for any potentially illegal or unlawful content.  

Question 4 - Do you think that providers of hyperlinks and location tool services

need the extension of any of Articles 12 to 14? If so, what liabilities would be

limited? And how significant are the problems currently caused by the lack of this

extension? Please explain your reasons, examples would be helpful.
As jurisprudence from other EEA Members demonstrates, hyperlink providers and location tool providers, unlike access and hosting providers, have every reason to be in a state of great uncertainty as to their potential liability in case they provide access to material that is illegal.  Therefore, an extension based on protection offered by Article 14 is needed.    

Yahoo! is concerned about the negative impact the current mixed jurisprudence has on its business as well as that of its business partners, and therefore feels that liability limitations are needed.  Several of its services, Yahoo! Search, Yahoo! 
Sponsored Search and Yahoo! Directory are directly affected by the uncertainty outlined above.  Yahoo!'s services act as an access point for millions of users to access the Web, but for the reasons outlined above, it is impossible (and, indeed, undesirable) for Yahoo! to monitor the content of the sites its search engine spider adds to its search engine index, or the sites it lists in the Yahoo! Directory.               

A prime example of the mixed case law causing the uncertainty can be found when comparing how different jurisdictions treat the issue of a hyperlink provider's liability arising from linking to illegal content:

· Some countries, such as Germany, impose in certain circumstances on the hyperlink provider a 'duty to examine' the contents of the website linked to (in some cases both before and after linking), and if it fails in this duty, it can be held liable.  The scope of the duty depends on the facts of each individual case.
 In some circumstances it can mean that the link provider is obliged to control the content of all the pages that are being linked to, but in some others no obligation to monitor might be imposed.
  

· On the other hand, for example the Scandinavian countries have not explicitly recognised a similar proactive supervision duty, but instead rely on a notice test, i.e., did the provider know of the infringing content or not.    

The mixed case law causes significant problems for providers.  Companies based in the UK are especially vulnerable, as the current lack of case law on hyperlinking liability means that there are no principles to guide the companies in their legal risk assessments, and attempts to draw advice from other jurisdictions would result in case law that would be both incoherent and internally contradictory, in the same way as the current EEA-wide case law is.  

Yahoo!'s view is that in order to strike a correct balance between offering legal certainty for hyperlink and location tool providers, and the rights of other economic actors and consumers, the liability limitation should be carefully drafted in order for it to limit the intermediary liability only to the extent necessary.  Yahoo! considers that a provision along the following lines would accomplish this: 

1.Where an information society service is provided that consists of the creation and provision of hyperlink or location tool (automated or human-compiled) services, the service provider (if he otherwise would) shall not be liable as a result of provision of that service where-

a. the service provider-

i. does not have actual knowledge that an activity or information was in breach of any law; and

ii. is not aware of facts or circumstances from which it would have been apparent to the service provider that the activity or information was unlawful; or

b. upon obtaining such knowledge or awareness the service provider acts expeditiously to remove or disable access to the activity or information.
2.This Regulation shall not affect the possibility for a court to terminate or prevent an infringement.  

The suggested wording closely follows the e-Commerce Directive’s Article 14 and the UK e-Commerce Regulations’ Article 19. 
Question 5 - Alternatively, would an extension of any of Articles 12 to 14 of the

Directive be detrimental to rights-holders and individuals? Please explain your

reasons with examples if possible.
Yahoo! does not see any effects detrimental to rights-holders and/or individuals that could be caused by the extension of articles 12 to 14 to hyperlinking or location tools providers.  The immunity being extended only covers intermediaries who i) do not deal in the infringing material, and ii) have no knowledge of it, and thus the possibility to bring proceedings against the direct infringer is in no way changed or limited.  Moreover, action against the intermediaries would only be limited to the extent that the intermediary has no knowledge of the infringing material.  The general benefits of a more vibrant e-commerce sector as a result of the greater legal certainty engendered by the extension of the liability limitation provisions will accrue as much to rights-holders and individuals as to other actors in the e-commerce value chain.
Question 6 – If you think there is a need to extend limitations on liability to

hyperlinkers and location tool providers should this be achieved by an extension of

Article 12 or by Article 14?
As noted in the answer to question number 3, Yahoo! believes that the limitation of liability should be based on Article 14.  

Question 7 –Is there any action that would give providers of hyperlinks and location

tool services the protection they seek, other than through the extension of Article 12

to 14 to these services? Please explain your answer.
In Yahoo!'s view there are no other practical solutions available that could provide service providers the level of legal protection they need in order to develop their businesses.  However, there are other additional steps that the UK could take to further reduce the problem of legal uncertainty in the e-commerce sector.  One of these is the creation of a simple and clear “notice and takedown” procedure, which would accomplish at least the following goals:

· It should provide clear and workable rules on when a company is deemed to have received notice and the form that such a notice must take.  Yahoo! would prefer to see a notice letter in a standardised format, to be decided by the recipient of the notice, that would need to be addressed to a specified contact person or department dealing with such notices.  It is impossible for a company to make sure that all its employees are properly trained to handle such notices, and therefore a rule or guidance stating that notice must be delivered to a person designated by the company would be welcomed by Yahoo!

· It should make it easier for providers to identify claims that require action and to judge whether the claim has merit or not.  It is in fact counterproductive, and damaging to the interests of content providers, service providers, rights-holders and others, to place service providers in a situation where they are expected to make a judgment on the legality of a particular piece of content.  Even though larger providers might in theory have the means to make the judgment, albeit with significant costs, it is not feasible to expect smaller providers to be able to do the same.  

Compliance with the notice and takedown system is of paramount importance to service providers, as a failure to comply can result in the benefit of the liability limitations being lost. Therefore, in Yahoo!'s view, formulating a workable notice and takedown system which finds the correct balance between the interests of intermediaries in ensuring that they are covered by the liability limitations, and the interests of legitimate complainants seeking redress, is a necessity that should not be ignored.  

Question 8 – What (if any) would be the detrimental consequences caused by the

extension of Articles 12 - 14 to providers of hyperlinks and location tool services?

I.e. would it seriously impact on your profits/ viability or provide a major irritation?

Please explain your reasons with examples if possible.

Yahoo! believes that an extension of Articles 12-14 to providers of hyperlinks and location tools would not cause detriment to its business.  To the contrary, it would improve legal certainty and make it easier for Yahoo! and other similar companies to expand their businesses.  Furthermore, as noted above in the answer to question 5, the resulting investments into e-commerce would help generate new revenue streams for content owners.  The benefits content owners can obtain from partnering with companies such as Yahoo! are well illustrated by the interest  expressed in Yahoo!'s recently launched Yahoo! Search Subscriptions, a location tool that can be used to obtain access to subscriber-only content offered by content providers such as the Financial Times and the Wall Street Journal.  An extension of the liability limitations, far from being detrimental, would in fact encourage the further development of such services.  

Question 10 – If you think there is a need to extend limitations on liability to content

aggregation services, should this be achieved by an extension of Article 14 of the

Directive? Please explain your reasons for your answer.
As noted in the answer to question 3 above, Yahoo! believes that providers of content aggregation services should be equated with hosting providers, and thus provided with the same limitation on liability as the latter are provided with at the moment.  

Protection is needed as current technological and commercial developments in the content aggregation sector are hindered by the legal uncertainties in respect of liability.  

A case in point is the increasing demand for technologies that allow users to freely choose the content they want syndicated on the provider's site.  For example, Yahoo! offers its users the possibility to aggregate news headlines from other sources on their My Yahoo! page via RSS. A problem that arises from this is that because users can choose themselves what content they want to see on their My Yahoo! page, it is impossible for Yahoo! to know what material is being aggregated.  If a syndicated article, or only the headline, is in some way offending, there is a risk that Yahoo! will be sued even though it, as a mere intermediary, had no control, nor knowledge, of the offending material.          

Technologies such as RSS have opened up a multitude of new ways of providing consumers with the news that they wish to see, but the fear of a legal backlash is holding back this development.  If the providers of these services would be extended the same liability limitations as for example hosting providers, the development of syndication technologies and the resulting services would expand rapidly, resulting in more business opportunities for online companies.  The interest is definitely there, as content providers such as the BBC, The Financial Times and the New York Times have already embraced the new technology.  However, in order for the potential to actualise, there is a need to ensure that companies distributing such syndicated content, to the extent that they distribute it automatically as mere intermediaries without knowledge of the content, should not be held liable for the legality or otherwise of the content.  

Question 11 - Do you think that there is any course of action that would give

providers of content aggregation services the protections they seek, other than

through the extension of Article 14 to these services? Please explain your answer.
In Yahoo!'s view there are no other solutions available.  However, a codification of a workable and balanced notice and takedown regime would provide content aggregation service providers with improved legal certainty.  Please see Yahoo!'s answer to question 7 for further details.    

Question 15 – Do you know of any jurisprudence in Member States of the European

Economic Area on the liability of Internet service providers since August 2002, that

has a direct impact on providers of hyperlinks, location tool or content aggregation

services established in the UK?

Yahoo! has regularly monitored case law in the EEA countries concerning hyperlinking, and is greatly concerned by the current situation.  There have been numerous cases dealing with the liability for hyperlinks generally, but applicable to location tools, and possibly also, content aggregation service providers as well.  Due to the cross-border nature of the Internet, and the uncertainties regarding the scope of the country of origin principle in the E-commerce Directive, all of these are in principle applicable to providers established in the UK. 

Although in many instances courts have held hyperlink providers not liable for linking to illegal third party content, a number of cases have, nevertheless, resulted in a finding of liability.  The mixed rulings by the different courts has created a situation where hyperlink providers are not in a position to plan their business operations in a manner that would negate or minimise the risk of liability for hyperlinking (and consequently also for location tools and possibly content aggregation services).  

Examples are numerous:

· In the "Heise" case a German court held an online newspaper liable for the provision of a surface link from a newspaper article to another website offering illegal material.
 In Yahoo!'s view the decision is in direct conflict with the Supreme Court decision in the "Diet Welt" case, where the publisher of the newspaper Die Welt, was held to have acted legally when it provided next to its article a hyperlink leading to a website offering illegal gambling.
  The cases are difficult to reconcile, and make for uncertain law.  The situation becomes even more confusing when one considers the Norwegian Finn Eiendom case, where the Trondheim District court held that as a matter of principle, provision of surface links is not illegal.
          

· Similar uncertainties exist in other areas.  For example in France the 2002 judgment in the Altavista case shows how the courts experience difficulties in applying current law to online intermediaries.
  Altavista was, at first instance, held liable for providing, via its automated search engine, a link to a website offering illegal material.  The Appeals Court reversed the decision, stating that the liability of the search engine provider was "questionable", but did not settle the matter conclusively.  In Norway in the 2003 Startsiden decision the Norwegian court came to the opposite conclusion, holding an internet portal not liable for providing links to file sharing programmes.
    

· Liability for deep linking has in general given rise to conflicting decisions in the Member States.  In its Paperboy judgment, the German Supreme Court held the owner of a new search service, which provided users with deep links to third party news articles, not liable for infringement of copyright or unfair competition law.
  However, in the Newsbooster case in Denmark, the Copenhagen Court came to the opposite conclusion, holding the news search service Newsbooster.com, on facts comparable to the Paperboy case, liable for the provision of deep links to third party news articles.
    

The above cases are merely examples of the conflicting jurisprudence in the Member States.     Thus legal clarity is needed, and Yahoo! hopes that the DTI takes the opportunity to ensure that it will at least be provided in the UK.     

Question 16 – Are there any other issues the UK Government should take into

account when considering its policy on liability cover for providers of hyperlinks,

location tool and content aggregations services?

As noted above (see answer to questions 7 and 14 ), an important issue that the Government should pay attention to is the implementation of a clear and balanced notice & takedown regime.  Doing so would contribute beneficially to the growth of the online industry due to the increased certainty it brings, and would also reduce the number of inaccurate, auto-generated and vexatious takedowns.  







� Yahoo! Europe comprises Yahoo!UK Ltd, Yahoo! France SAS, Yahoo! Media SL (Spanish company), Yahoo! (Deutschland) GmbH, and Yahoo! Italia SRL. Yahoo! Europe is a subsidiary of Yahoo! Inc., a leading provider of comprehensive online products and services to consumers and businesses worldwide and is the No. 1 Internet brand globally. Yahoo!'s global network includes 25 World properties, in 13 languages.


� Article 15, e-Commerce Directive (2000/31/EC)


� The second being the typing of the web site address directly into the browser.  


� See, http://www.w3.org/Proposal.html.  


� With the possible exception of manually compiled directories, which are prepared by human beings who check content linked to before the link is placed in the directory.  However, it is not possible to constantly monitor the content, as such an obligation would render it impossible to maintain medium to large link directories due to the amount of work constant supervision would generate.  


� Article 14, e-Commerce Directive (2000/31/EC)


� Really Simple Syndication, arguably the most common technology used to syndicate articles from one source in another location.


� RSS is a good example of the legal uncertainty that content aggregators are faced with. It could be argued that RSS type services fall under the current scope of Article 14 of the E-commerce Directive, as they are requested by the “recipient of a service”. However, it could also be argued that they fall outside the scope of Article 14 and that RSS services are analogous to content aggregation and therefore not covered by the liability provision of Article 14. This uncertainty reinforces the need to provide a clear legal framework that covers all forms of content aggregation.  


� See for example LG München I, Judgment of 7 October 2004 - Az. 7 O 18165/03, where the court considered that, on the facts, the scope of the duty was determined by taking into account several factors such as the commercial nature of the site, the business model based on which it operated, and the behaviour of the site owner when he was eventually notified of the illegal content he was linking to.    


� Ibid., the Court held that on the facts, an obligation to control all the websites linked to would lead to too great a burden for the business.  


� LG München, Judgment of 7 March 2005 - Az. 21 O 3220/0 ("Heise"). 


� BGH, Judgment of 1 April 2004 - Az. I ZR 317/01.


� Trondheim Tingsrett, Judgment of 27 January 2004 ("Finn Eiendom").  


� Cour d'Appel de Paris, Judgment of 15 May 2002 ("Altavista").


� Oslo District Court, Judgment of 27 October 2003.


� BGH, Judgment of 17 July 2003, Az. I ZR 259/00 ("Paperboy").  


� Copenhagen Maritime and Commercial Court, Judgment of 12 May 2003 ("Newsbooster").  
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