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Introduction
THUS plc is a leading provider of Internet, data and telecoms services in the United Kingdom. Our Internet services are principally offered under the ‘Demon’ brand both in the UK and the Netherlands. 
THUS welcomes the opportunity to respond to the DTI’s consultation document regarding extending the limitation of liability Regulations to include hyperlinkers, location tools and content aggregators.

The Electronic Commerce Directive

We acknowledge the note on page 9 of the consultation document that the E-Commerce Regulations do not have a “prospective effect”.

It is unclear to THUS why this has specifically been mentioned here as it is an important issue that needs addressing, yet is not mentioned again in the document.
Currently, it is assumed that new laws apply the principles of the E-Commerce Directive, but it is clear that they do not. This means that every time a new Bill is published ISPs have to make sure that if anything within it could apply to the Internet, the Bill clearly states that the principles of the Directive or the Regulations apply, or that a new SI is published applying the Regulations to the Bill when it is enacted. 

This is currently the situation with the Fraud Bill
, where the intention of the Bill is to prevent fraud online, but there is no reference to Internet Service Provider (ISP) liability. As a number of the sections of the Bill could apply equally to ISPs as they do the perpetrators of the fraud, an ISP could be found liable, without any protection from the E-Commerce Regulations. The intention of the Bill is not to punish ISPs, but without any limitation from liability, ISPs will be concerned at what could happen in the future.

Another example is the draft Electronic Commerce Directive (Adoption and Children Act 2002) Regulations 2005
 which has attempted to include the relevant sections of the E-Commerce Regulations, but have failed to included the caching provisions. Nor does it include the detailed wording in the E-Commerce Regulations concerning criminal defences.

Question 1 – Do you agree with the EU Commission conclusions in their ‘First

Report’ on the application of the Directive concerning Articles 12 to 14? Please give

your reasons for your answer.
The conclusions are a fair appraisal of the situation in the UK. The implementation of the regulations in the UK have provided a clear framework in which intermediaries such as ISPs can work regarding the liability for material hosted on their servers or for material carried over their networks but not hosted on their servers (e.g. peer to peer traffic).
One failure in THUS’s view is that of dealing with “notice and takedown”. Although the 
E-Commerce Regulations in Regulation 22 attempt to address the issue of what constitutes “actual knowledge” there is still insufficient guidance for ISPs on a number of areas:

· Who can give that “actual knowledge”? Law enforcement bodies, the Internet Watch Foundation, an Internet user?

· What constitututes acting “expeditiously” in terms of how quickly material should be taken down? Is it reasonable to contact the content provider to discuss the claims before taking the material down?

· No penalty for a false notice

Although the point of this consultation is not to discuss notice and takedown, it is clear that if the liability provisions are extended to include hyperlinks and search engine, these services too will want to have a clear understanding of where and how their liability lies.

Definitions
In section 5 of the consultation, various definitions are set out.

The definition of hyperlinking although relatively accurate requires further information:

· Text which acts as a hyperlink will not necessarily be underlined.

· With certain types of web content (e.g. Flash) links may be less obvious.

· Inline linking should also be defined here. This relates to the use of an image or other object from one site, which is taken via the link from another. This is particularly pertinent in the area of IP infringement, where the use of an image in this way may constitute a breach of copyright. In terms of hosting, such material would not be hosted on the ISP’s server, but on the server where the original image is stored (although to the casual viewer of the web page, it would appear as though the image is indeed hosted on the web site’s server).

Question 4 - Do you think that providers of hyperlinks and location tool services

need the extension of any of Articles 12 to 14? If so, what liabilities would be

limited? And how significant are the problems currently caused by the lack of this

extension? Please explain your reasons, examples would be helpful.
By definition any site that has links to other websites, either “surface” links or deep links is affected by any proposals affecting hyperlinking. This will mean that as an ISP our customers will be affected as well as organisations like Yahoo!, AOL, MSN or Google who provide specific linking services and tools.

There are many examples of case law or examples of threats of legal action available (e.g. Nottinghamshire County Council v. Journalists, Google v. Scientology, Deutsche Bahn v. Indymedia.nl). These all contribute to a confusing picture about liability for linking. In some cases, the linkers just removed the material and no further action was taken, other cases were lost, some were won.

This uncertainty means that providers of hyperlinks and location tools are at the whim of a complainant and the court as to whether they are held liable. By providing such services with the same limitation of liability as for hosting, provided they have “actual knowledge” and “act expeditiously” to remove the link, they will have the certainty they should expect.

However, at this stage such providers will face the same dilemmas and problems ISPs face for hosting material: anyone can provide “actual knowledge”, and particularly for paying customers, chasing the customer for an explanation may not constitute “acting expeditiously”.

If such provisions are extended, then ISPs would need further clarity also. ISPs will be hosting websites which provide hyperlinks and possibly search engines and location tools. Currently if a link is available on such a site which is infringing in some way, the material isn’t physically hosted on the ISP’s server and therefore they could claim mere conduit. If hyperlinking was to be afforded limitation for liability also, it would be important for the ISP position to remain unchanged, and any notice or “actual knowledge” to be served on the website owners not the ISP, i.e. for the hosting ISP not to have “actual knowledge” of infringing links and therefore having to do something about the hosting website. This is very important, otherwise ISPs will be threatened with legal action instead of the hyperlinking site or location tool.
Question 5- Alternatively, would an extension of any of Articles 12 to 14 of the

Directive be detrimental to rights-holders and individuals? Please explain your

reasons, with examples if possible.
As already mentioned, there is still uncertainty about whether linking to infringing material is illegal in itself. In the realm of intellectual property this is most definitely the case.

There are two views on how extending the Articles would affect this position: there would either be a rise in notices to get links to material taken down as hyperlinking and location tool sites err on the side of caution and take material down (just in case they are liable); or without any clear case precedent (specifically in the UK there is very little in this area) it would be unlikely that any notices are ever served on the websites, and there is still protection for the websites in terms of their liability. It is difficult to see what the outcome may be.
What is clear though is that extending the articles or not, the problem still arises as to what constitutes an infringement and therefore “actual knowledge” of it. 

Question 6 – If you think there is a need to extend limitations on liability to

hyperlinkers and location tool providers, should this be achieved by an extension of

Article 12 or Article?
By applying an Article 12 limitation of liability then no provider of hyperlinks can be held responsible for links. As hyperlinking can be done on any web site, not just search sites, this would mean that no responsibility for the linking will fall with the content provider. It is important therefore that such protection is afforded also to ISPs who may host such services, without this ISPs could be held responsible for the content, if it was found that the link (which is hosted on the server) is illegal.

If Article 14 were to be extended, this would open up the flood gates for notices of infringing links, without any clear guarantee that the claims are valid. For this reason and because of a lack of clarity in many areas as to whether links to infringing material are illegal, THUS would support the extension of Article 12.
Question 7 – Is there any action that would give providers of hyperlinks and

location tool services the protections they seek, other than through the extension of

Article 12 to 14 to these services? Please explain your answer.
The diversity of content which may infringe such a diverse range of law means that the only way to provide suitable protection is to extend Article 12. Without this, hyperlinkers and search tools will face the same problems as ISPs do with hosting.
Question 8 – What (if any) would be the detrimental consequences caused by the

extension of Articles 12 - 14 to providers of hyperlinks and location tool services?

I.e. would it seriously impact on your profits/ viability or provide a major irritation?

Please explain your reasons, with examples if possible.
If Article 12 is extended then THUS cannot see any detrimental consequences for the search tool services. One downside though is that web sites that deliberately link to infringing material will have total protection, which would mean that pressure may be applied to the hosting ISP to get the links removed.
Conclusion
It is difficult to see how hyperlinkers and search tools should be found liable for any content they may link to. They should therefore be afforded the same protection that ISPs currently benefit from. However, unless such services are clearly defined then all web sites which link to third party sites will be afforded protection, which would be undesirable in cases where  websites are intentionally linking to infringing material (e.g. defamation or copyright infringing).

THUS would therefore recommend that suitable definitions of hyperlinking and search tools are provided and that such services enjoy an extension of Article 12 provisions.

� http://www.publications.parliament.uk/pa/ld200506/ldbills/007/2006007.pdf#search='fraud%20bill'


� http://www.dfes.gov.uk/consultations/conDocument.cfm?consultationId=1339
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