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List of questions for response

We would welcome responses to the following questions set out in this consultation paper.
Please follow the question order as set out in the consultation paper, leaving a blank
response box for any questions not answered.

Please email your completed form to contact@datasharingreview.gsi.gov.uk
Alternatively you can send a hard copy response to:

Data Sharing Review Secretariat
5.26 Steel House

11 Tothill Street

London

SWI1H 9LJ

Thank you.

Section 1: Background

Question 1.

Comments:
* We acquire patient-identifiable healthcare data, both NHS (Scotland) routine datasets
and study-specific datasets

* Qur data is collected directly by in-house systems (often Windows or web-based), and
indirectly through NHS partner and other institutions. NHS acquisitions are via secure
transfers over NHSnet.

* |dentifiable data is held in a central, secure facility with named staff access

* The principle uses of the data are: epidemiological studies, genetic studies, drug and
patient safety studies, audit, management, etc.

* Data extracts for studies are released with Caldicott Guardian approval to internal and
external users as minimal, anonymous, encrypted datasets and delivered via networks
only

Section 2: Scope of personal information sharing, including benefits, barriers and
risks of data sharing and data protection




Question 2.

Comments:

Within the healthcare setting, data sharing offers improvement of health outcomes for both
individuals and society. For example, the care of diabetics within Scotland has been
considerably enhanced through the introduction of the SCI-DC diabetes register,
constructed by pooling relevant information from primary and secondary care sources and
others. This has also permitted substantial research underpinning future care strategies.
See Appendix A for a wider selection of work using our data.

Question 3.

Comments:

The sharing of information either between individuals and institutions, or between
institutions, can suffer from various modes of failure. For example: loss of data (and its
subsequent misuse); misuse of data through poor internal institutional controls; failure to
share data accurately or completely; differences in strength of security and privacy
mechanisms between two data-sharing institutions. For the individual, this failure to share
data appropriately and carefully can result in: (a) a loss of autonomy, (b) mis-
representation (through erroneous or false data), (c) exploitation, (d) increased liability, (e)
may simply result in a failure to act. Society may lose confidence that the data-sharing
mechanisms are viable and that the risks outweigh the benefits. It is therefore important to
improve transparency of decision and data sharing processes to prevent a loss of
confidence in those institutions that are vital to our lives today.

Question 4.

Comments:

There should be no general restrictions regarding scope as the opportunities and risks of
sharing data are dependent on the details and should be assessed on a case-by-case
basis. This is particularly true of healthcare and related sectors. For example, the value
of linking data between the food retail sector and routine healthcare datasets is
inestimable, but the perceived privacy risks are high. That is not to say this shouldn’t
happen if satisfactory methodologies could be developed.

Any data-sharing architecture has an opportunity and risk profile. Centralised sharing of
existing datasets has the greatest risks with respect to unauthorised use of data, access
control failures and inappropriate exposure of data through cultural or security failings.
Opportunities for sharing centralised data will be complex because of the above risks
and the controlling organisation’s perceived remit. Virtualisation of distributed databases
reduces only some of these risks. The main feature here is a single entity operating as a
conduit for sharing data.

Other distributed architectures incorporating multiple middlemen have much-improved
risk and opportunity characteristics but these need carefully designed, and require
supportive political and economic models. A key feature of these approaches is a clear
separation of activity by participating institutions. (See response to Q28)

Many organizations share information by copying data from one system to another
sometimes incorporating the data in the receiving system. This can create a chain of
dependency if this data is ‘live’ which can cause a variety of problems. Specifically, the
ability to correct data is much reduced if not impossible. These sharing methods, which
create multiple copies of data, are not desirable and their use should be minimised.




Question 5.

Comments:

When we talk about public authorities holding ‘too much data’ we are talking about data
available within one institution or readily available to one institution (through linkage say).
The NHS holds a great deal of information on most of the population, but complete data
is generally held within a few small systems, such as primary care, while incomplete data
is dispersed among a few larger systems such as hospital PAS. This configuration is
generally not viewed as posing high risk. However, the consolidation of complete data in
a single large system is viewed as being high risk. The proposal for a consolidated EHR
within the NHS therefore presents a challenge and may well represent a case of the
public authorities holding to much information. Similar concerns surround complete
‘linkage’ databases such as the proposed UK National Identity Register where many
personal identifiers are held together within one institution for the entire population. We
suggest that the issue of ‘to much data’ is one of configuration, rather than quantity.

Question 6.

Comments:

We are all familiar with centralised services such as Google, Facebook and Amazon.
Amazon is considered low risk because it holds a limited type of data on any given
individual and this is sufficient for its purpose. Amazon is not accused of holding too
much data. On the other hand Google holds very large amounts of unstructured data on
a substantial fraction of the population. Because Google’s business is advertising, almost
any data about an individual is useful and necessary to its purpose. Google’s purpose
undermines the DPA’s principle of data holdings being adequate, relevant and not
excessive. Google is regularly cited as holding too much information.

Question 7.

Comments:

Medical research is almost universally regarded as beneficial to society. However, the
sharing of healthcare data for medical research has proved difficult over the last decade
with great uncertainty in the availability and timeliness of access to data by researchers.
Many studies directly collect further patient data raising the additional problem of how
such data is linked with routine healthcare data and by whom. The barriers to sharing of
these data are numerous: legal responsibility, authority and institutional culture,
competition, and lack of agreed technical mechanisms. The choice of technical
architecture for the sharing of data — not the specific technologies - is important to the
removal of all these barriers. (See Q28 for further discussion)

Question 8.

Comments:

Section 3: The legal framework

Question 9.

Comments:

Question 10.

Comments:




Question 11.

Comments:

Question 12.

Comments:

Question 13.

Comments:

Question 14.

Comments:

Question 15.

Comments:

Section 4: Consent and transparency

Question 16.

Comments:

Explicit informed consent should never be a substitute for other measures ensuring safe
linkage and sharing of data.

The sharing of identifiable information between distinct institutions should always require
explicit informed consent for the precise content to be shared. Intra-institutional sharing
of identifiable information should not require consent. Voluntary arrangements between
individuals and institutions formed from a recruitment process should also require explicit
informed consent based on knowledge of the recruitment process and purpose. The
concept of informed consent is obviously problematic. However, when the use of data
does not require identification then anonymisation has often been considered sufficient
to negate the requirement of consent as is the case in Scotland.

Example initiative requiring informed consent: Scottish Family Health Study
(http://www.ncbi.nlm.nih.gov/pubmed/17014726)

Question 17.

Comments:

There are few barriers to gaining consent for use of identifiable data in the health sector
or where patients are recruited directly by the research community. However, the form of
the consent may still be problematic.

The sharing in bulk of anonymous healthcare data is an increasing requirement in
research. There are many proposed options for handling consent in such circumstances
but none address the fundamental issue: for a specific research question for which
specific data is required, would a patient choose not to take part, even though at a
general level they are supportive?

Question 18.

Comments:

Transparency in data sharing can only arise from the introduction of appropriate
mechanisms covering data-holding institutions, data users and the development of
political bodies and economic incentives necessary to support it. All requests to link data
from distinct institutions should be submitted to a legitimate independent authority. A




formal review process should be followed to decide on whether the linkage should be
permitted. The review should cover individual dataset characteristics, linked dataset
characteristics, re-identification possibilities in relation to the recipient of the linked
dataset, ethics, etc., and result in a formal, public process specification for the
construction of the linked dataset. The process is then executed by the relevant
institutions. (See Q28 for further discussion)

» Offering individuals access to their data does not help them or others assess what is
being done with these data. Access to the process descriptions and output descriptions
of the data sharing mechanism would allow the public to directly experience how
organizations use and share their data.

Question 19.

Comments:

Section 5: Technology

Question 20.

Comments:
* The following technologies have advanced the ability to share and protect data:

Availability of high bandwidth networks (share)

Secure network transmission protocols (protect)

Platform independent formatting such as XML (share)

Platform independent programming methods such as SOA (share)
Coding systems and ontologies (share)

O O O O O

The maintenance of privacy cannot be solved by technology; this is a matter of system
architectures and institutional organisation and authority.

Question 21.

Comments:

Question 22.

Comments:

* Anonymisation / pseudonymisation does not guarantee privacy of data, and data so
prepared should still be viewed as personal information. The use of anonymisation
techniques does however make the re-identification of a dataset non-trivial. It therefore
helps to enforce formal rules forbidding re-identification, and these should be developed.
The preparation of anonymous or pseudonymous data should not take place in an stand-
alone manner, but must be part of a wider data-sharing mechanism.

Section 6: International comparisons

Question 23.

Comments:




Question 24.

Comments:

Question 25.

Comments:

Question 26.

Comments:

Section 7: Additional questions

Question 27.

Comments:

Question 28.

Comments:
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