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Data Sharing Rev iew Secretariat
5.26 Steel House
I i Tothiil Street
London
SW1H 9LH

I5 February 2008

Direct Line: 020 7951 4965
e-mail: gwatkins@?uk.ey.com

Dear Sirs

Draft Data Sharing Review Consultation Paper, February 2008

INTRODUCTION
1, Ernst & Young LLP is grateful fix the opportunity to comment on the questions posed in

relation to data sharing in the UK.

2. \Ve recognise the importance of this paper and 'A·'Clcome the decision to undettake an
exercise to gather both public and private sector input on data sharing. \Ve hope that \\'e
vvill get the chance to review the results of this paper and \\iotdd vvelcome the
opportunity to provide input on any proposed changes to the legal framev\"ork that arise
frOlH the responses to this paper.

3. \Ve have noted below our observations and have ans\vered the questions in the
consultation paper, \-\,!thin the context of our to ensure that \eve

our client V,;e have not subrnitted a response to
quesilC"lS where there is a risk that our response may be attributable to our cI ients.

4. \Ve have included detailed COlnments
response as fC)f

on of the
and ease of reference

draft in the attached

5 "vVe the '~\iet

aCH1SS the v/orld and the associated
data \vithin dcve':oped rnarket:>

and beneHts thar rna) be derived"

cmnn1crce LHld

the t10\V

!1jeasures could be [iencile;ial, ulclueling
rW':JfC ccmuols

assessment {)f the need to balance the benefits
financial. and economic costs of·

"",1;1,nu po\;;/ers: stricter "breach notifkation
tl()WrVnL these v/(mld all need to be Cil'CIUii) {"nSlilerc" \'lith
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and
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7. It is our considered ViCVl that as companies, governments and individuals seek to share
ever gnhving levels of personal data, the laws and regulations that govern the sharing of
this data are becoming widely recognised as a key method for helping to protect
individuals' rights in the global economy, We believe it is important that legislators
consider the practical implications of the legislation they are proposing, to help ensure
that whilst individuals may he adequately protected, it should not be at a level that
cunails the competitiveness of the economy in \vhich the companies that may be
required to comply with the legislation operate.

8. The current UK DPA legislation is principles-based, which allows businesses to
interpret its requirements in the context of their own particular business circumstances
and respond appropriately. On balance our view is that the principles enshrined within
the UK DPA are not unreasonable at the current time given the need to protect and
maintain the rights of individuals.

9. From a societal pefspective~ \ve are not convinced the impacts of ineffective control over
and inappropriate use of personal data are wel I enough understood by the general
population. If they were, then there might be greater expectations and pressure from the
population on companies to implement effective controls and a greater awareness and
feeling of responsibility arnongst individual employees (as citizens themselves) to

consider data protection issues in performing their job roles and function.

10. Ne\v technologies keep introducing new opPOliunities for protecting and exposing
personal data. technologies such as e-rnail, CD, and rnedia. \vhich are no
longer considered nove!, have contributed as a leading factor in the inappropriate
protection and sharing of personal data. Some of this is inevitably down to a lack of
[l\-vareness of individuals of the risk associated \\/itll processing, storing, and sharing
persona! rather than the particular technologies used to do so. user
(l\\iareness campaigns should therefore fiJrm a key of the launch of new data
collection I and te(:lll]iqu0S.
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j .. 'vVe our in this letter and In our response, arc

further clarification on any.' of the raised contact 1'ne,
success ,;viill this consultation and look fOf\Vard to
t{}Pl/ard.

jf you \vould like
\Ve \s/ish )'Otl every

in this process

Y(}urs ""th:uil)

()iles \Vatkins
{)anner



Our involvement in data sharing falls into four broad eategones:

• as an employer we eollect, store and process nf""",nnl

a way that is compliant with the UK's Data IJn)tel~tH}n

jurisdictions

• a mix of specialist teams who will, from urne··m··mnc,
transfer methods), store (eleetronically and nnVSlcallV
(e.g. employmcnt contracts, performanee rer:ords,

• a professional services firm (audit, assurance,
organisations and companies across business sectors

Q1. Please explain what your interest in
data sharing is.
If you have an aetive involvement in
personal data sharing, we would be grateful
lilr the following information:
• What kinds of personal data do you
eollect, hold and sharc?
• How do you collcct, hold and share such
personal information?
• For what purposes do you collect, hold
and share such personal infonnation?

• professional scrvices network of firms, flU ",'U", intenlHtiollll
across relevant parts of the network at a ('.nmll?"le orglllllsat

• ability to access and/or receive "personal"
insurance; travel; leisure; health care; edllcation;

a) We believe the key benefits to individuals

We are aware of our responsibilities in relation to
various mechanisms including internal policies
These are supported by technical and proeess COlltro
data strictly in accordance with our legal

of authorisation
Q2. What in your view are the key benefits
of sharing personal data to a) individuals
and b) society? Pleasc providc examples.

• 0
to eonsume and



to our speeific needs at a time, quality and cos! 0111' / ()r rneans

• opportunities for employers to support the nelrson,,1
employees.

b) We believe the benefits to society include:

• the formulation, implementation and enlt()l"Cernell1t
central and loeal government

• new and enhanced products and services develojJ1od
behaviours of individual consumers

gal hercd on

• advancements in medical science, with an
population, and a corresponding decrease

• greater surveillance of citizens to support
terrorist aetivities

n1.anner lsa corefor many organisations, the sharing of personal
In a

In our view the key risk with sharing personal data is
eOlmp,onent parts of a person's personal identit:y

whose data is misappropriated and
prevent unauthorised access to it (in part or whnl"

eOlnvt,ve,,1 by some other means/third party. In "ri,lit"""

the individual owner or someone else lor

Q3. Q3. What in your view are the key risks
sharing personal data to a) individuals
h) soeiety? Please provide examples.



Fmihermore, whilst an individual's identity
lost data may enable individuals to infer data,
individuals may not wish to become public,

not be

The consequences tor the individual whose

• the quantity and quality of the data

• whether the loss and/or misappropriation was ac(;\d,ental or nPlr'nl'lnlil,d

• their awareness of the loss and ability to take rerneclia!
data (e,g, to aequire goods and services),

b) In our view the key risk tor society, wheu pCI'sonal
organise and/or commit (in some cases remotely
individuals, Further privation may arise tiJr

to or

groups

• hanks and insurers cover these losses

• governments add more complexity and cost to
conceived regulation

use

• security agencies increase the intensity of

~--j-'~'- -,--, "'~'-'--"-"~lir;;-,:;:jl;t;;,;~~;;;;;-;'ht,~;;;;'-;;t'~i;;;;;fi;:;;;;;-':;~l~~~;;;;;;;;:;;;';;h;;;;,~;;;:;:~~;;;;t~f;I'JT~;j;;;;;;,j;;;;;~i;i;;;;;;;;i';j;;f;;,;,711Q4, Q4. As mentioned in the introduction, there In relation to "scope", the most significant risks
are wide variations in the scope and organisational and/or geographical boundaries. aud
methods of personal data sharing, What In these circumstances the greatest risk of access ;mellnr

sco ~,_m_d-':VJ1atl11I.'t~h0cl",inY(),u_r_vie~1~,_,JJ[l£l:S<'>1l,<J,L<l::itllJ1:l~~lb)~e:~{P5J,s,e:clJt.<J0~,lUJ~n~,al~uJ!t!lho()rrli"s,ce,d,i"rill:ll,d~li'IJv~k,~lluJ1allJ,s.s illlcl!'J!.ill1\J!:1111\jllll'I",',llcl,ll1iJ2!,11(ltlilllY,1Ip[lI"CIIllC ,j



or

nnvaI'c sector
maHer.not to comment

a

matter.

use

the level of proteetion itsensitivity and

our view it is diflieult to say, with any degree
little data. For this reason we prcfe.r not to comment 011

increased use of techniques, sueh as "aIHll!Il;

also present opportunities to manage more ,'H"rl1VI'!V

Hn,w"w" these opp0l1unities need to be C0I1S1ll1er·e<.j

In our view it is diffieult to say, any degree
organisation holds too mueh or too little data.

terms of "methods", the greatest risks lie
be inappropriately disclosed to unauthorised individwlls,

exarrlpl,e, transporting sensitive personal
m"m"rv 'stieks' or emails.

are undoubtedly opportunities to utilise teclmical
to reduee many of the risks associated with ""'fi",,, nercn,,"1

is often dependent upon a high level of awareness
sh'trln.g and processing. Therefore the risks and opportunHles

what purpose.

pose the greatest opportunities or risks?
Please explain the reasoning behind your
response.

Q6. Please provide examples of where, in
your view, private see tor organisations
hold too mueh personal data or not enough
personal inf(Jrmation, and the reasoning
behind

Q5. Please provide examples of where, in
your view, the public authoritics hold too
much data or not enough personal
information, and the reasoning behind your
res onse.

Q6.

Q5.



11'1atter~not to comment on
In our view it is difficult to say, with any degree
shared between two or more bodies. For this reason we

Q8. Please provide examples of cases
where you believe that personal data is
being shared between two or more bodies,
but where this should not be taking place.
Please describe the inf()rmation·sharing
concerned and why you believe it should
not be talking place, including the risks
involved in such inf()rnlation·sharing.

Q7.l·CQJ'77.•··.II» llce:aassee·pc'rn;;)v;';'ilcdlee:,ec';xc'[alrnl]1pollce:ss (o;if'(c;'[alsseess ···················r jA\~cc·;c;·'o;.1r:ddliin;;g!' tt(o;·;;rce·~c;·(e;lnrtt·tp;lreesS:·s;rr(e;·p;Co;lrtt;s~oo;nnaaTIlleeggBedd·ff:iraiilj uurrce~ss ialcc;rr«(,;ss;SJ' ::;;(;e;;I[~eTl~ l:e';s!,~r):i(~(;sTt
where you believe the sharing of personal collation, storage, and shared access of individual case
data between two or more bodies wonlel be apparent fact that the various agencies implicated
beneficial, but where it is not currently probation services, GPs and hospitals) appeared not to
taking place. on suspected abuse victims. In our view it is to
Please explain as fi.Illy as possible why data where personal data shonld not be shared two or more (}Oelle's
is not being shared, detailing what the comment on this matter.
barriers to the sharing of personal data are

e.g. legal, cultural, flnancial, institutional
and how these barriers can be overcome.

Q8.

to

are as Inllnn.,Some of the specific strengths and wcaknesses we see

Strengths

In our view the DPA achieves its purpose by
those who use it.

Q9. Section 3: The legal framework
The Data Protection Aet (DPA) rcgulates
the processing of information, including its
obtaining, holding, use and disclosure.
The second principle of the DPA is as
follows:
"Personal data shall be obtained only for
one or more specified and lawful purposes • it is in line with Generally Accepted Privacy
and shall not be further processed in which helps to standardise and simplify

L...~....L.mann~.inc(}mp,:t~bLe.with tIltH purp(}s"e,<J,r;r.~L rr<:ed<!l}uc~,e,,'. !!!'~..2Q'il~JCt..~I11.J.:~!Sl!~!l\I(~."<:<l.'lI.ltll (;(·'Il1JP.JJ:i.l3~{:C:Pll(·h.J.llJ.l1l1llLII11c:re(IS",.sthe.lll<eJ!IJ(l(l(1 (II.................. i
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• it is 'principles-based', whieh allows scope
procedures that arc 'lit for purposc', depending
imposing 'one-sizc-fits-all' rules that cumllcrSOlme

'" it makes provisions to ensure the usc of pClrsonal

those purposes."
Q9.
In your view, how well does the DPA
work? Please outline the DPA's main
strengths and weaknesses and proposals
lor changes you would like to sce madc,
including suggestions lilT their
implementation.

• it focuses on, and protects the rights
to data that relates to them.

access

Other areas what we considered as strengths include:

'" cross-regulator working (e.g. lnlormatioo

• the evolution of a data protection framework

• the use and development of supporting tools

Weaknesses

There are opportunities to enhance an individual's
of the consent they provide, specifically: the
and for how long.

'" the effects of the DPA - creating appropriate helhmllOurs

is enloreed,
users - dCllcnd 011 it



consent requirements; more controls on the
powers; stricter 'breach notification' pn)Cc:dllre:s;
would all need to be carefully considered a (tetall(:Cl ec,,,nv,,,,,

the benetlts of greater protection and control, llnamv!a!
compliance and potentially negativc eHect5 on

view is that the second principle is weI! intended, sn(:cl1,c~lIv

individuals should have the right to provide

Some of the technical solutions can bc prohibitively eXIPerlSI'Je
current legislative penalties resulting from a [)"0<1<;"1.

within many organisations may lead to the
andlor retention of personal data.

it aims to provide the public with confidence
trusted.

do not believe there is extensive or systematic
of organisations, and the inl')fmation SY:Slcms

stored in many places, potentially making it avaliatlile
with the second principle would sccm to

""",tnl1"V of the data they may be accessing; the '1"'<;U.lV, n:'lltireme:nts
the data was originally collected; in addition to uOidet'sta:nding

or opt·out). This may result in individuals wlihm orgall1sa!.l:om
benetlcial purposes, but unwittingly bn:achir

QIO.ln your view, how well do public
authorities and private organisations HUUC' C

to the second principle of the DPA?
valuable do you believe the second
principle is? Please provide examples
the reasoning behind your response.

. What technical, institutional or
socie:tal barriers stand in the way of the

ver,e" of the DPA? Please



We are not convinced that the issues and effects
If they were, there might be more pressure on
more consistently. There may be various
costs and benefits this

Fnrther protection and enforcement measures
consent requirements; more controls on the How
powers; stricter 'breach notification' procedures;
would all need to be carefully considercd a detmJ(:d "11111VSI'

the benefits of greater protection and control 8",·,;n5r
complianee and potentially negative impact on i!1(jivkhJals, commeree

Consideration of other potentiallactors, as
stakeholder confidence, may make the case more ei>lrnn"lli

per our answer to questions 9:
What further powers, safeguards,

sarrctiion or provisions do you helieve
'UUCHU be included in the DPA.

Further protection and enforcement measures
requirements; more controls on the now and use

per our answer to questions 9:

are not aware of specific instances where other '''('';LI"

data sharing or data protection. are. hOWf:veL
be considered in the context of data

nn,vc,nrjon1dc,te(:ti(Jn, financial services and taxatl,on.

. Are there any other aspects of UK
law (such as EU Directive 95/46/EC)
impact positively or negatively on

or data protection? Please

Are there statutory powers
u""v""aUl\: tbat would enable better and

secure sharing of personal
inf~ot11tlationl- for example for identity

between



,--._,--------------------------
public authorities and b) puhlic authorities
ami private organisations? If so, what are
they?
Please provide examples and steps you
believe eould be taken to improve matters.

to be earefully considered with a detailed and assessment
greater protection and control against potential (manI;Ial
potentially negativc impact on individuals, commerce

The current UK DPA legislation is principles-based,
the context of their own particular circumstanccs.
retains its applicability to the varied Llse of data
although we accept that "reasonableness" will depend on

If or when refinements are made to the eurrent legal trame,w()t!, ref:uLators
detlnitive rules or principles-based legislation.
clearly the obligations on business and apply equally to
regulations is that they provide more opportunities hilS!""s-"""

-------cc-:-----c--~-

Q15 Q15. Are there any parts of the legal
framework that plaee an unreasonable
burden on business? Please provide
examples.
Please outline your proposals for
streamlining the legislation to ensure that
sueh burdens are minimised.

1101

The requirement to gain eonsent is explicitly provided \X!!1I1m

eonsent notiees provided by organisations can vary
or opt-out). Whilst they may be appropriate to meet
provide the data subject with sufficient clarity or a
understand what they are consenting to.

Q 16 Section 4: Consent and transparency
Q16.
Is it clear whether and when you need
individuals' conscnt to share data about
them? Are you clear about the form that
consel1t should take? Please provide
examples.
Please provide details of initiative you
have been involved in that has been based
on eonsent.

Q1 if any, barriers would a
,in-m,"nf '''"11111,1> eonsent create to

A fOffilal reqltirement to gain consent in all



to nut

costnOJ!c'vmalctrs on

most appropriate means to developIn our view,

• conduct rigorous impact assessments. to
proposed policy.

• consult the public and business organisations
the issues that need to be managed

• consider other actions (guidance, education
legislation

• assess how other jurisdictions legislate on
different types and levels ofregulation

• determine whether. or to what extent, new or

Q19. Q19. ean we best ensure that data
sharing policy is developed in a way that
ensures proper transparency, scrutiny and
aceountability?
For example:
In your view, how valuable is the data
Commissioner's recently published
Framework code of practice tl)r sharing
personal data (http://www.ico.gov.ukl
upload!documcnts!library/data_protection!
detailcd,special ist ..guides!pinfo­
framework.pdf)?
In your view, how valuable are privacy
impact asscssments along thc lincs
aI1ll0unccd by thc data Commissioner on

L..._.~ .....LL.IL.l_=t~e.sember:i\'lww.ico.:.£':)\'c-Llk-=)L.?~~

'-~'~", -"~--~~~~, -,~-"~,~~~- ···"~_·~'~-~·~·--~r-:;rii1COOsun1e~~~an;jcUSiK;-mel·s:thlol;gh~co~IrrpiexjtSr;rl;~;;;;dregiS!lla;;;;nPlr;CeS;;es(;!g ;;pl: intll;l;r)!;;:rll;t)the sharing of personal information? I with consumers and customers, complex
Please explain your reasoning. But again, this needs to be considered the context

their personal data will be used tl)r and by whom, as

I-cQ~clc-8cc-.+-:Q:-rif-I5~0~yo~u~h~a~ve anY~s~u~g~ge~stions-o~n~h~o;;w-;;-Dtt~'o~'~~n~:~·~~~~~~t~i'.r"~er;at~e~'r~>t~ra~n~s~p;~a;re;>n~e~y~,rp~oJliicc~y;;;ll;ulllllk(1.e;[rss··lnn1<ll1yy-;j~tocc,rrsidr!rlj;;';;;';pj,en;;:;;;a;i;;;;;;f;l;jrls;;l;;;;ai;;i;,i~ j
to make the sharing of data more the minimum standards and guidelines required
transparent? should be encouraged to take a pragmatic approach to
For example, should individuals be given putting unrealistic obligations on entities required to '''''"PIY
strengthened access ri ghts? And if so,
how? Should organisations be expected to
do more to explain their use and sharing of
personal data to the public? And if so,
how?



~~ ~~~~---~--~----T------~-----~~~~~~~c~ ~~~---~--~~~ ---~~~-~~~~~~~~~~~~ ~~~ -~~~~-~~ ~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~ ~~~~ ~ ~~ ~

Q20. Q20. What impact in your view have
technological advances had on the sharing
and protection of personal information?
Please provide examples.

advances have made it easier (quicker,
amounts of data globally. But as organisations
dispersed, along with bigger data flows, it is to beCOJ11e
organisations to effeetively manage the collection. use retention

However, whilst new technologies (e.g. Mobile
introduce new opportunities and risks proteeting
beeome more aware ofthe risks, the current challenges aS1SOC'I[I1:eO
user awareness eampaigns should, therefim'. form a

'hcrelime. on hnjnnr'p we

~'--'--~'---~-----'--'-~rlW~~~~~~fe~~~a~d~:t;;-d-;;cJmI;~j~~f~g;;;r~I~;;;;ed;ltl~assl;ssiI~lypl;i;fij;;I;rT;;;;;~~ 1Q21. Q21. Should the law mandate specifie The eonsideration and seleetion of mandated technical
technical safeguards for protecting personal shared, when, where, hy whom aud with what means~
infonnation? single technology or standard to cover all eircumstance. It is
For exmnple, should there be an explicit standard chosen would need to be frequently to
requirement that personal data held on the capability and sophistication of threats to pel.sonal
portable devices be encrypted to a would be practieable fc)r the government to mlllndate
partieular standard?

Q22. Q22. How, in your view, eould 'privacy
enhancing teehniques', such as the
anonymisation or pseudonymisation of
personal infi)rmation, help safeguard
personal privaey, whilst facilitating
activities such as performing medical
research?
Is sufficient adviee about the deployment
of sueh techniques available? Arc you
eonfident about What are the

Privacy enhaneing teehniques may be an element
helping to protect an individual's privaey. In addition, if nel,!ormNl
anonymised" data may be of significant value to entltlf" p,erl;DlTnill,g
However, it is important that careful consideration is
the data is held. In praetiee, many organisations
anonymisation or "pseudo anonymisatiol1" is "V, ""'''''1



to using them?

6: International comparisons
23.

you aware of any jurisdictions wnose
framework lor sharing and pnlteeting

n",c<nnn I data contains features that
useful in aUK context? Please nril,v"I"

24. Do you have any international
of good practice in thc sharing

n,,,,,nn,,1 data that could or should be
ad(lpt,;c! by the UK?

25. Do you have knowledge of
oU'~"'JUc' that have adopted a

pennissive or restrictive
aOnf()ac:h to sharing persona]

have the conseqnenccs of this

26. Are you aware of significant
lerelH;es in public attitudes to the

""'W'l' of persona] data in other
provide examples and an

on:,l,n,n for why you believe this to



Q27. Q 27. Are there any additional issues on the
sharing of personal data and protection of
personal data that this review should be
considering?
Do of these issues apply speeifically to
your seetor?

~;:-j--;c;-::.~-·::,-C _ .. _- -···~-··~··-·-·~+n;';:;:;:;~~~~~i;:'·h~:;;:,·;-;~;;;;tj:~;,-i·;:;:;:'rlc~:;:;-';;:;il~h,;;:;~;~;i;;t;;-;;;{TtJ:;ri;;j~;;;i';j;;:T,;rli;i;i;,;,i;;;,;,:;;;,;,:;, IQ28. Q 28. Please set out any additional I There is an ongoing debate over the frt,edom and
suggestions or observations you have that Clearly, this is a critical balancing act. It is important
you believe may be of assistance to the of the legislation they propose, to help ensure that
reVIew. protection does not unneeessarily curtail the openness


