GUIDANCE TO STAFF ON DEALING WITH SUBJECT ACCESS REQUESTS UNDER THE DATA PROTECTION ACT 1998

What is a subject access request?

It is a request from an individual for information, known as personal data, which is being held on computer or in a relevant filing system and relates to themselves. 

Therefore, information about a deceased insolvent can never be personal data, nor can information which one director of a company or one partner of a business seeks about a fellow director or partner.

To be classed as personal data the information must be about the individual and will include any expression of opinion about them and any indication of the intentions of the data controller or any other person in respect of the individual.

The data subject does not have to be a bankrupt or a company director; it could be a relative or associate of theirs, a creditor in the estate or an insolvency practitioner.

Who should deal with a request?

Subject access requests to the Official Receiver from bankrupts and directors of companies in compulsory liquidation will be handled by the Official Receiver who holds the main file on the proceedings.  Within Headquarters, requests are dealt with by the Section Head of the Headquarters Section which holds the data.

The Secretary of State is the data controller for Insolvency Service Headquarters, so a request made to Headquarters will cover information held throughout Headquarters and the Department of Trade and Industry. Official Receivers are separate data controllers, so requests made to an Official Receiver will cover only the information which he/she holds.

What should the Data Controller do when a subject access request is received?

An initial approach may be made in correspondence or by telephone and in such cases a check should be made to see whether any information is held about the individual and, if no information is held, the person should be advised accordingly. 

If information is held, forward a copy of the initial letter (DPA1) with a copy of the relevant request form (DPA2). Guidance on making a subject access request, including copies of the request forms, has been added to The Service’s website. Therefore individuals with internet access should be referred to that site, www.insolvency.gov.uk.   
When the completed request form has been received, check that the two forms of identification have been provided. If not, return the form and explain what is missing. 

The Service has 20 working days in which to respond to the request and this will start running when the form and adequate identification are received.   

What can be disclosed?

The data subject is entitled, with certain exceptions, to be advised what information is being held about them, the purposes for which it is being processed and the persons to whom it is or may be disclosed and, also with exceptions, to have copies of the information. 

Forms DPA3 and DPA3.S should be used to reply to a subject access request. It is not necessary to list every item that is being disclosed, especially where many documents are being released and copies of that information are being provided. Similar documents can be batched together under descriptions such as LOIS printouts, correspondence, minutes, telephone notes etc. Any acronyms or abbreviations should be explained.    

A decision will have to be made as to what information may be disclosed, having regard to the exemptions available for not disclosing information under section 29 (crime and taxation) or section 31 (regulatory activity) of the Data Protection Act 1998. Details of these exemptions are given in the Technical Manual at paragraph 81.36.  

Access does not have to be given or even the existence disclosed of personal data where it would be likely to prejudice any ongoing investigations or enquiries (paragraph 81.45 of the Technical Manual).

It may be that complying with the subject access request would involve disclosing information relating to another individual who could be identified from that information. If so, and it is not possible to conceal their identity by blanking out parts of the document, then the consent of the third party to disclosure should be sought. If they do not consent, a decision must be made as to whether it is reasonable in all the circumstances to disclose the document without their consent. If in doubt, guidance should be sought from Technical Section.

When can I refuse to deal with a subject access request?

· If adequate identification is not provided by the person making the request.

· Where complying with the request would involve disclosing information about a third party who has not given their consent and it is not considered reasonable to disclose without that consent.

· If the information requested is subject to an exemption.

· Where an identical or similar request has previously been complied with, unless a reasonable time has elapsed since the previous request.

· There is no obligation to provide the information requested if the cost of supplying copies of the documents would exceed £600 for data in an unstructured form (see paragraph 81.19 in the Technical Manual for details of this term and Annex D in that chapter on calculating the costs). 
Can an individual visit the office to look at files?

No. The DPA does not entitle an individual to inspect or have personal access to a file. It could be very time consuming to weed a file to prevent the enquirer seeing documents he is not entitled to. Subject access requests should be dealt with as described above. Files are still considered to be confidential and requests to visit the office to look at a file should be resisted.

