
DATA PROTECTION ACT – SUBJECT ACCESS REQUESTS

GUIDANCE NOTES FOR OFFICIAL RECEIVERS STAFF
All subject access requests received by official receivers must be notified to Technical Section by copying to FOI@insolvency.gsi.gov.uk
Where any information is to be refused, in part or in full, the response sent out by the official receiver must be copied to Technical Section by copying to FOI@insolvency.gsi.gov.uk
Any complaint arising from a response, or any correspondence received from the Information Commissioners Office must be forwarded to Technical Section by copying to FOI@insolvency.gsi.gov.uk
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1) Data Protection Act  - effect

The Data Protection Act provides a framework to ensure that personal information is handled properly.  It states that anyone who handles personal information must comply with a number of important principles and also gives individuals certain rights over personal information that is held about them.
The Data Protection Act applies to all individuals and organisations that process personal data. The official receiver is registered as a data controller under the Act and determines the purpose and manner in which personal data is processed. The official receivers staff are data processors in relation to the personal data they work with on behalf of the data controller. Any individual who’s personal data is being processed is referred to as the data subject.
Anyone who processes personal information must comply with eight principles, which ensure that personal information is:

· processed fairly and lawfully;
· processed for limited purposes;
· adequate, relevant and not excessive;
· accurate and up to date;
· kept for no longer than needed;
· processed in line with an individual’s rights;
· kept secure; and
· not transferred to other countries without adequate protection.
The Act provides individuals with important rights, including the right (subject to certain exceptions) to: 
· find out what personal information the data controller holds about them; 
· obtain copies of that information;

· find out how the information is being processed;

· find out why it is being processed; and

· find out to whom the data has or may be disclosed.

2) What is a subject access request
A subject access request is a written request from an individual requesting details and copies of personal information about themselves that is held by the data controller. This will include personal information in  a manual file or on any type of computer storage. 
An individual can be any of the following:

· Bankrupt

· Director

· Business partner

· Creditor

· Insolvency practitioner

· Relative of a bankrupt or director

· Associate of a bankrupt or director

· Customer/client of a bankrupt or company

It is not necessary for the individual who makes the request to use the term ‘subject access request’, or to refer to the Data Protection Act in their request.

When a request for information is received consideration should given as to whether it falls within the subject access provisions of the Data Protection Act by considering the following:

· Is the request from an individual?

· Is the information they are seeking personal information about themselves?

· Could the information be provided other than as a subject access request?

If a bankrupt or director asks for specific piece of information or document it is not always necessary to treat this as a subject access request. For example a bankrupt may ask for copy of his narrative statement or copy of a letter sent to a bank to release funds. These can be provided as normal business practice.
3) What can be disclosed
NB It is important to note that a document need not be disclosed if it would prejudice an ongoing enquiry or it contains information about another individual (unless consent has been given or it is reasonable to disclose without consent). In all cases of doubt Technical Section should be consulted.
	Documents which can always be disclosed (subject to the above points)


	Petition; Bankruptcy Order; Gazette Notice; Advertisement; Inspection Report; PIQ; Questionnaire; Narrative Statement; Statement of Affairs; Records Schedule; CARA; Meetings Notice; Proofs of Debt; Disclaimers; Trustees Record Book; IPO/IPA papers; PE papers; Closing notices.



	Other documents which may be disclosed subject to case status


	Document
	Comment

	CARB and CARC.
	May be disclosed when enquiries on the case are completed – see flow chart

	Third party correspondence.
	May be disclosed unless it is with an individual, in which case consent of individual to be sought and if refused refer to Technical Section.

	Internal minutes e.g. between OR and CBS or the Regional Director.
	May be disclosed once any enquiries and investigations which the correspondence relates to is concluded. Must be considered case by case and withheld only if disclosure would prejudice the ORs functions.

	Information provided by BIS or OGDs or regulatory authorities.
	Information obtained through statutory disclosure gateways should not be disclosed without consent of the body concerned. The guidance in chapter 47 of the Technical Manual should be followed.

	Third party statements.
	May be disclosed if any investigation actions are concluded, but only with the consent of the statement giver. If consent is refused refer to Technical Section.

	Land Registry and DVLA searches.
	Disclose, but only after any ongoing enquiries about the asset is concluded. Refer to examiner if in doubt.

	BRO, Disqualification or Statement of Facts (draft or abandoned cases)
	Refer to Enforcement Technical Team. 

(If Proceedings have been issued the individual will have copies already)




4) Third party information
If complying with a subject access request would lead to disclosing information relating to another individual who could be identified from that information (or from that information and other information which is in the possession of, or likely to come into the possession of, the requester), the following action is required.
1) Consider redacting (blanking out) the name or other identifying features.

2) If this is not sufficient to conceal the third party’s identity, seek the consent to disclosure of the third party.

3) If consent is not provided the data controller must consider whether it is reasonable in the circumstances to disclose without consent. Factors such as the potential prejudice to the third party and any grounds given in any refusal should be considered.

4) If there are remaining doubts seek advice from Technical Section.
5) Grounds to refuse a request

There are various grounds where a request can be refused in part or in full. 
1) Where complying with the request would involve disclosure of personal information about another individual – see above.

2) Where disclosure would be likely to prejudice an ongoing enquiry or investigation. Where this can be demonstrated you do not even need to disclose the existence of such information.

3) If the information requested is subject to one or more of the exemptions in the Data Protection Act – see chapter 81A of the Technical Manual for details of exemptions and refer any cases of doubt to Technical Section.

4) Where the data controller has previously complied with an identical or similar request, unless a reasonable interval has elapsed between compliance with the previous request and the new request.

5) If providing documents would involve disproportionate effort or expense. If this is the case the data subject must be informed what information is held, the source of the information, the purpose it is being processed and who it may be disclosed to. The form #4 below can be used for this purpose.

What is disproportionate effort?

Disproportionate effort refers to the time and cost of complying with a request and this must be balanced against the effects on the individual requesting the information of not supplying the information. In practice this situation should seldom arise.
Can a bankrupt or director inspect the official receivers file?

No, the Data Protection Act does not entitle an individual the right to inspect or have access to any file held by the data controller which contains personal information about them. 
It would be impossible to enable such inspection without the enquirer seeing documents to which they have no entitlement and time consuming weeding of files cannot be undertaken to accommodate this. The official receivers files are confidential and request by individuals to visit the office to look at bankruptcy or company files should be refused.
6) How to deal with a subject access request
1) Carry out an initial search to see whether any information is held about the individual on computer or in a manual file. If no information is held inform the individual accordingly.
2) If it is not possible to identify the case from the information the individual has provided request further identifying data e.g. date of birth, NI number, all addresses used.

3) If information is held by The Service send the individual forms #1 Response to initial request and #2 Subject access request – available below.
4) When the completed Subject access request and two forms of ID are returned and are sufficient to satisfy the data controller as to the identity of the requester the time limit is 40 calendar days in which to respond under the Act will start. NB - The Service’s guideline response time is 20 working days.

5) If the request is for all the individuals personal data any stored files must be recovered immediately to ensure the deadline is met. Copy or obtain screen prints of all personal data held on computer - as detailed in section 3) above.
6) Once you have collected all the personal data for the data subject the data controller must decide what information can be disclosed, refused or must be redacted before disclosure.

7) Copy all the documents that are to be disclosed and list these in table #4 Schedule of information provided - available below. The documents listed are examples of what may be discloseable and is not an exhaustive or complete list. Delete and/or add to the list as required.
8) In form #4 indicate for each information item the source e.g. court file, creditors, other government dept etc; the purpose for which it is being processed e.g. bankruptcy administration, statutory requirement etc; and possible disclosure e.g. other parts of IS, BIS, regulatory authorities, OGDs etc.
7) Forms and letters   
(#1) – Response to initial request

(#2) – Subject access request (to official receiver)

(#3) – Subject access request (to support services)

(#4) – Schedule of information provided

(#5) – Covering letter when providing information

(#7) – General form of authority to disclose DPA

(#10) – DPA refusal - personal information of 3rd party
All subject access requests received by official receivers must be notified to Technical Section by copying to FOI@insolvency.gsi.gov.uk
Where any information is to be refused, in part or in full, the response sent out by the official receiver must be copied to Technical Section by copying to FOI@insolvency.gsi.gov.uk
Any complaint arising from a response, or any correspondence received from the Information Commissioners Office must be forwarded to Technical Section by copying to FOI@insolvency.gsi.gov.uk
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Request for information received in old cases or where there is any 

doubt as to the identity of the person making the request

When a request is received, send the applicant form(#1) enclosing 

either form (#2) or form (#3) as appropriate, explaining how to make 

a subject access request and requesting for 2 forms of identification.

Is there a likelihood that files are held by other parts of The Service, 

i.e. because advice has been asked from Technical Section or 

another part of CBS?

Advise the applicant that a separate subject access 

request must be made to the appropriate section 

head. This can be included in letter #1 when 

requesting evidence of ID.

Once the formal request with suitable ID is received, it must be dealt 

with within 20 working days

Consider whether any exemptions apply, (see chapter 81A of 

Technical Manual for information). For example, is the case subject 

to an investigation of a possible offence or misconduct? 

For enquiries related to cases where offences or 

misconduct is alleged contact Enforcement 

Technical Team in IES for advice.

Are there ongoing enquiries related to asset recovery or undisclosed 

assets. Is the request an asset related matter?

yes

no

In this case seek guidance from the examiner

yes

no

yes

no
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some time in the 6 months preceeding the current request?

Inform the applicant that it is a repeat request and 

that the official receiver is not obliged to comply

Is the data in an ‘unstructured ‘ form (see chapter 81A..13 of 

Technical Manual)?

The applicant must expressly describe the 

information requested. Have they done so?

The applicant must be informed 

that the data will not be supplied, 

and they must be informed of the 

reason

If the information  is in a ‘structured’ form (see  

chapter 81A..14 of Technical Manual)  such as a 

case file, it must all be provided, unless it is 

exempt

Forward a copy of the relevant data to the applicant using forms (#4) 

and (#5), ensuring that any third party personal data is concealed

Place copies on the case file of  all data that has been provided 

All requests and responses sent out, plus  any correspondence 

from the ICOs office  must be copied to the FOI/DPA Liaison 

Officer in Technical Section at FOI@insolvency.gsi.gov.uk

yes

no
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no
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no
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8) Subject access request - flowchart


Request for information received in old cases or where there is any doubt as to the identity of the person making the request


When a request is received, send the applicant form (#1) enclosing either form (#2) or form (#3) as appropriate, explaining how to make a subject access request and requesting for 2 forms of identification.


Is there a likelihood that files are held by other parts of The Service, i.e. because advice has been asked from Technical Section or another part of CBS?


Advise the applicant that a separate subject access request must be made to the appropriate section head. This can be included in letter #1 when requesting evidence of ID.


Once the formal request with suitable ID is received, it must be dealt with within 20 working days


Consider whether any exemptions apply, (see chapter 81A of Technical Manual for information). For example, is the case subject to an investigation of a possible offence or misconduct? 


For enquiries related to cases where offences or misconduct is alleged contact Enforcement Technical Team in IES for advice.


Are there ongoing enquiries related to asset recovery or undisclosed assets. Is the request an asset related matter?


In this case seek guidance from the examiner


no


yes


yes


no


yes


no
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Has the applicant received substantially the same information at some time in the 6 months preceeding the current request?


Inform the applicant that it is a repeat request and that the official receiver is not obliged to comply


Is the data in an ‘unstructured ‘ form (see chapter 81A..13 of Technical Manual)?


The applicant must expressly describe the information requested. Have they done so?


The applicant must be informed that the data will not be supplied, and they must be informed of the reason


If the information  is in a ‘structured’ form (see  chapter 81A..14 of Technical Manual)  such as a case file, it must all be provided, unless it is exempt


yes


yes


Forward a copy of the relevant data to the applicant using forms (#4) and (#5), ensuring that any third party personal data is concealed


no


no


Place copies on the case file of  all data that has been provided 


All requests and responses sent out, plus  any correspondence from the ICOs office  must be copied to the FOI/DPA Liaison Officer in Technical Section at FOI@insolvency.gsi.gov.uk


no


yes



