Local Authority 

Customer Information System Guide

                                                                              Version: 3

IT Information Flows for LAs Project

[image: image1.png]Department for
Work and Pensions





Contents











         Page No

Amendments
4

Abbreviations
5

1
Introduction








6


1.1
Background







6

1.2
LA CIS Guide






6

1.3
Who should use this Guide





6

1.4
Access to DWP Personal Information



6

2
Security








7

2.1
Manager’s Operational Procedure and Responsibilities
7

2.2
Advice for Managers





7

2.3
Access Control






7

2.4
Access Advice






8

2.5
Revoking Access






8

2.6
LA Staff Responsibilities





8

2.7
Prohibited Password Practices




9

2.8
Security Incidents






9

2.9
Types of incidents






9

2.10
Identifying Security Incidents




10

2.11
Security Incident Reporting




10

2.12
Document Retention Periods for Security Incidents

10

2.13
Visiting Officers






11

3
Government Gateway






12

3.1
Introduction







12

3.2
LA registration on the Government Gateway


12


3.3
Government Gateway Roles




12

3.3.1
User Role






12

3.3.2
Assistant Role





13

3.4
Government Gateway Helpdesk




13

3.4.1
Helpdesk Contact Number




13


3.5
Deleting Government Gateway Users and Assistants

14

3.6
Change of Government Gateway Roles



14
4
Customer Information System





15

4.1
Summary of CIS Screens





15

5
Management and Audit Checks





17

5.1
Audit








17

5.2
Generated Management Checks




17

5.3
Management Check Warning Message



17

5.4
Managers Management Check Responsibilities


18

5.5
LA Staff Management Check Responsibilities


18

5.6
Checking Officers Management Check Responsibilities
18

5.6.1
Specific Risk checks




19

5.6.2
Lack of Supporting Evidence



20

5.7
Investigations






20

5.8
Secure Print Officers Responsibilities



21

6
Live Support







22

6.1
LA Support Team






22

6.2
Roles and Responsibilities





22

6.3
Availability







22

6.4
CIS System Fault






22

6.5
CIS Known Data System/Data Faults



23

6.6
CIS Data Errors






24

7
Business Continuity 






25

7.1
Background







25

7.2
Action








25

7.3
Exclusion







25

7.4
Roles Responsibilities





25

7.4.1
DWP CIS






25

7.4.2
LA Support Team





26

7.4.3
LAs







26

Amendments
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	01 


	January 07
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Abbreviations

AA

Attendance Allowance

ADI

Adult Dependency Increase

AIF

Assessed Income Figure

AIP

Assessed Income Period

ATAS

Audit Trail Analysis System

CA

Carers Allowance

CDI

Child Dependency Increase

CIS

Customer Information System

COD

Contracted Out Deductions

CTB

Council Tax Benefit

DCI

Department Central Index

DLA

Disability Living Allowance

DOB

Date of Birth

DOD

Date of Death

DWP

Department for Work and Pensions

e-SEF

External Standard Enquiry Facility

ETD

Electronic Transfer of Data

GG

Government Gateway

GMP

Guaranteed Minimum Pension

GSI

Government Secure intranet

HB

Housing Benefit

IB

Incapacity Benefit

IS

Income Support

ISCS

Income Support Computer System

IT

Information Technology

ITIFLA
IT Information Flows for LAs Project

JSA

Job Seekers Allowance

JSA (Conts)
Job Seekers Allowance (Contributions Based)

JSA (IB)
Job Seekers Allowance (Income Based)

JSAPS
Job Seekers Allowance Payment System

LA

Local Authority

MOU

Memorandum of Understanding

NINO

National Insurance Number

PIN

Personal Identification Number

PDCS

Personal Details Computer System

PRF

Pro Rata Fraction

PSCS

Pensions Strategy Computer System

PUGMPIS
Payable Uprated Guaranteed Minimum Pension Increments

RAT

Remote Access Terminal

RP

Retirement Pensions

SDA

Severe Disability Allowance

SDP

Severe Disability Premium

SLA

Service Level Agreement

SP

State Pension

SPO

Secure Print Operator

STB

Short Term Benefits

1
Introduction

1.1
Background

The Department for Work and Pensions (DWP) have provided Local with access to the DWP Customer Information System (CIS). Local Authorities (LA) are being provided with web-based access (either by an Internet or Government Secure Intranet (GSI) connection) to CIS via an external Standard Enquiry Facility (e-SEF). 

1.2
LA CIS Guide

This guide sets out the procedures to follow to minimise security incidents and provide procedures should an incident occur. The guide also provides details of:

· How LAs will access the system,

· How to use the system;

· What security procedures must be followed

The Senior Responsible Officer(s) for the LA with responsibility for the secure handling of DWP information and the secure operation of access to CIS must ensure all relevant LA staff read and follow this guide.  It must be used in conjunction with the CIS/e-SEF Memorandum of Understanding (MoU) between DWP and LAs and the CIS training material. 

1.3
Who should use this Guide?

This guide is to be used by:

· LA Managers

· LA staff

· Local Authority Support Team in DWP

The term LA staff is intended to cover a range of people who require legitimate access to CIS to administer Housing Benefit and Council Tax Benefit. Housing Benefit (HB) and Council Tax Benefit (CTB) (See 2.6 of the MoU for all definition.)  
1.4
Access to DWP Personal Information

Access to DWP information is given on the condition that the LA will:

	1
	Act lawfully in the use of the information obtained from DWP

	2
	Comply with both the letter and spirit of all relevant enactments

	3
	Meet common law duties of confidentiality

	4
	Carry out required checks on all users of the system before registration to the Government Gateway


NB. Any LA staff that have not undergone the basic checks will not be given access to the system. LA staff must be made aware that unauthorised disclosure of information obtained from DWP is a criminal offence under section 123 of the Social Security Administration Act 1991. Unauthorised disclosure can never be justified.
2
Security

2.1
Managers Operational Procedure and Responsibilities

Managers are responsible for ensuring that LA staff with access to CIS are made aware of and have signed the confidentiality agreement set out in the MoU between DWP and LAs. 

It is mandatory for all LA staff to undergo security and technical training. Training must be given to Secure Print Officer (SPO) before they run reports from the system. 

Managers must ensure:

· That access to CIS information is controlled on the basis of business requirements and that LA staff only have access to the information systems and services for which they are authorised 

· There is security infrastructure in place, which is capable of promoting, implementing and monitoring compliance with the DWP security policy.

· That there is a process in place to inform LA staff that they are required to change their password every 30 days.  For example an e-mail reminder.   

· Carry out a Quarterly Validation review on the 1% of management checks generated during that quarter.

Managers must complete the LAST 6 to inform the LA Support Team of the details of staff who carry out the various roles when using CIS for example, the Checking Officers (CO) and the SPO.  A LAST 6 should also be competed when a change occurs. 

2.2
Managers Advice

This guide sets out general protocols and guidance.  LAs should develop their own specific policies and procedures in respect of use and security of the system, this may include: 

· Formally documenting instructions and procedures for the safeguarding of all information 

· Clearly stating security responsibilities of staff in job descriptions

· Publicising a whistle –blowing policy.
· Implementing a clear desk policy to protect DWP information.

2.3
Access Control

Managers at all levels must ensure that:

· Allocation of work and responsibilities is organised to minimise the opportunities to misuse or compromise of DWP information

· CIS access is only for the purpose of administering Housing Benefit and Council Tax Benefit (HB/CTB) claims. In this context “administration” includes activities necessary to investigate overpayments, fraud and error as well as entitlement to benefit.
· A System Access Log (LAST 2) is completed for any accesses where there are no supporting documents such as a mistake or telephone call.
· LAST 2 should be retained securely on a weekly basis as it could be used to legitimise an access at a later date. 
2.4
Access Advice

	Advice
	Example

	There are some duties which should not be done, or managed, by the same employee
	· A Checking Officer must not check own test checks.

· LA Staff who are using CIS to process HB/CTB must not also have secure print responsibility.


LAs are required to take stringent action against anyone who is found to have deliberately disclosed information or misused the system in any way.

Any user who access CIS should be made aware they must not access or obtain official information for purposes that are not business related to their job.

2.5
Revoking Access

Where any of the following changes occurs, the access level must be reviewed and access may be or revoked:  

	Step
	Action

	Staff have taken on new duties
	Access level must be reviewed and amended or deleted as appropriate 

	Staff’s employment is terminated
	Revoke access via the Government Gateway

	Actual/suspected misuse 
	Revoke access immediately until investigation is completed.

 If the officer is found to have misused the system revoke access permanently


2.6
LA Staff Responsibility

Prior to accessing CIS, it is the responsibility of LA staff and their managers to ensure that they have completed the training and read and signed the confidentiality agreement contained in the MoU.  

When CIS access has been approved, LA staff are responsible for protecting CIS data by ensuring:

· Access to or sight of the data is not being provided to unauthorised persons, 

· They do not access or obtain official information for purposes that are not business related or within their job required.

· Access is only for the purpose of administering HB/CTB, HB/CTB overpayment recovery or fraud investigation

· Accesses are as a result of a telephone call, reception caller, keying error are recorded on the LAST 2 form

NB. It is recommended that for long- term absence from terminals, staff should always log out and switch off the equipment.

2.7
Prohibited Password Practices

Staff should not:

	1
	Write their password where it can be accessed by others

	2
	Access the system on behalf of colleagues unless through an auditable process for business reasons. (See MoU)

	3
	Disclose their password to anyone

	4
	Share access control – i.e. allow others to use your use their Government Gateway ID or password


NB. All staff must change their password every 30 days. 
2.8
Security Incidents

This section details how security impacts on the users of the CIS and highlights: 

· Examples of security incidents;

· How to identify security incidents;

· What constitutes a security incident,

· How to report incidents;

· Monitoring mechanisms; and 

· Support.

2.9
Types of incident

There is no precise definition, which clearly identifies a security incident however the table below provides some examples:

	
	Security incident
	Example

	1
	Accidental or deliberate disclosure of information to someone not authorised to receive it.
	· Disclosing information to a third parties who is not authorised to receive it e.g. friends, debt agencies etc 

	2
	Unauthorised access to data when information is accessed without a valid business reason but the information is not disclosed to other persons. 
	· Accessing records to obtain information for personal use

· Inappropriate access to own records

· Sharing access control – allowing a colleague to use your ID and password to access the system.

· Accessing the system on behalf of a colleague (but see visiting officers below para 2.13). 


2.10
Identifying Security Incidents

These can be identified by: 

· System generated Management Checks.
· Observation of password sharing.
· Observation of staff leaving a screen unattended and allowing others to use/view. 
· Random Access checks
· Whistle blowing.
· A customer complaint.
2.11
Security Incident Reporting

It is imperative that security incidents are reported in every instance.  The manager responsible for reporting security incidents to Local Authority Support Team (LAST) in DWP should follow the process below:

	Suspected security incident identified


                                                        

	Investigation into alleged incident begins.


	The Manager responsible for reporting security incidents completes LAST 4 and faxes to LA Support Team



	Paper Audit Trails should be kept of all action taken and the LA Support Team copied into any further documentation and the outcome of the investigation


DWP has in place processes to record and monitor the number of any security incidents. Information gathered is used to identify potential process weaknesses and identify where there is a need for additional or enhanced controls    

2.12
Document Retention Periods for Security Incidents

           General Retention

           The information below provides document retention recommendation. 

           Personal data obtained from CIS must not be retained for longer than necessary in relation to the purpose(s) for which it was gathered.

           However, in certain circumstances LAs may retain CIS data for longer            than recommended only where there is justification and this period cannot exceed 6 years. 


On closure of investigation:

	1
	If incident was reported centrally DWP Security Group must retain all records securely for 5 years following date of closure and dispose of it securely after that period.

	2
	Incident log must be retained for 14 months and disposed of securely after the closure of the last entry.

	3
	LAST 4 forms must be retained for 14 months and disposed of securely after the test check was generated.

	4
	System Access Log Records should be retained for 14 months and disposed of securely after that period. 


2.13
Visiting Officers

CIS access is not available to visiting officers; further guidance will be made available once a solution is in place. 

If properly controlled and recorded, it is acceptable for LA staff to look up information for visiting officers who are employed in the administration of HB/CTB processors however Managers must ensure that clear and auditable processes are in place to track such usage.     
3
Government Gateway

3.1
Introduction

The Government Gateway (GG) provides LAs with the registration and enrolment facilities required to access CIS.  

GG authentication and authorisation functionality is embedded within the CIS e-Sef.  This provides the “log on “ facility to ensure only LA staff registered (by their LA) for use of CIS can achieve access. 

3.2
LA registration on the Government Gateway

Before any LA staff can be registered on the GG, the LA has to be enrolled for LA services.  The LA individual that registers their LA on the GG will become a GG User (see below).

To initially register on the GG each LA was provided with a unique Departmental Activation Token (DAT).  This is a one-time activation PIN or ‘Super Known Fact’ which is under the control of that particular LA.  A DAT will enable the enrolment of the LA CIS services and will also be used by the GG User when liaising with the GG Helpdesk (see para 3.4)  

The DAT should be kept by the GG Users and should NOT be disclosed to the GG Assistants

3.3
Government Gateway Roles

Staff can be registered at one of two levels –

3.3.1
Government Gateway User Role

Allows staff to:

· Register other GG Users and GG Assistants 

· Delete other GG Users and GG Assistants 

The User is responsible for:

· Maintaining a log of all the GG Assistants allocated to them including their ID but not their passwords

· Liaising with the GG helpdesk to request new IDs and passwords

· Issuing reminders to GG Assistants to change their password every 30 days

· Liaising with the LA Support Team 

· Receiving and distributing communication on GG to LA staff

3.3.2
Government Gateway Assistant Role

There are a variety of services an assistant can be enrolled for.

DWP CIS LA View  
This will allow the LA staff to view the specific CIS screens, which contain the DWP benefit information

DWP CIS LA Update
This allows staff to update the Business Interests (HB/CTB Indicators).  This level cannot be given in isolation; staff must also be given the “DWP CIS LA View” level.

DWP CIS LA ETD 
This is for staff that requires access to the ETD reports

DWP CIS LA SPO  
This is for staff that will be responsible for the printing off the daily Management Check reports.  Staff are allocated this level in isolation.

3.4
Government Gateway Helpdesk

The DWP e-services Helpdesk are responsible for resetting a GG Passwords and if necessary GG ID’s (GG Users should keep a list of all IDs so the help desk should only be contacted for resetting IDs in exceptional circumstances).  The DWP e-services Helpdesk cannot assist with any other enquiries.  Any other GG issues should be raised to the LA Support Team (See section 6 of this guide)

The passwords and IDs are system generated and will therefore not be visible to the Helpdesk staff.  The GG Users should contact the helpdesk on behalf of the assistants they have registered.   Assistants should not contact the Helpdesk themselves. 

Any other GG issues should be raised via the GG User with the LA Support Team (see section 6)

When requesting a password or ID from the helpdesk the GG User will be required to provide the following

· Department ID (as in the DAT)

· Office ID (as in the DAT)

· Security Code (as in the DAT)

· User/Deputy/Assistant Name

3.4.1
Contact Number
DWP e-services Helpdesk: 0845 6018040
New GG User IDs/Passwords will be generated and posted back to the LA addressed to the “CIS Administrator”, not a named person (this can take up to 7 working days).  LAs should notify their post opening teams who their “CIS Administrator” will be.  Usually this would be one of the Users

New GG Assistants IDs/Passwords will be posted direct to the GG Assistant (this can take up to 7 working days).   These letters are not marked confidential or personal so LAs must ensure that the post opening team are aware of these letters and the need for them to be given to the named person.  The GG assistant will need to notify their GG User when the new ID is received so the GG Assistant Log can be updated

3.5
Deleting Government Gateway Users and Assistants

GG Assistants should only be deleted if they leave the LA or there is no longer a requirement for them to have access to CIS.  If there are any other circumstances that an LA wishes to delete a GG Assistant they should contact the LA Support Team for advice.

Only the GG User who manages the GG Assistant is able to delete them.  When the deletion has taken place the GG User should update their GG Assistant log recording the details as to the date deletion has taken place and the reason why.  

3.6
Change of Government Gateway Roles

There maybe circumstances where LA staff change duties and are required to have a different GG role for example the change of duties may require a GG User to have access to CIS so they need to become a GG Assistant.  The processes for changing GG Assistants to GG Users and GG Users to GG Assistants are listed below:

GG User to GG Assistant

· Another GG User within the LA should delete the GG User that is becoming a GG assistant  (see Deskaid 01)

· The GG Assistants that are linked to the deleted GG User will become unassigned and will need to be linked by another GG User (see Deskaid 02)

· The deleted GG User can then be set up as a GG Assistant (see Deskaid 02) their ID will appear on screen at the end of the set up process.

GG Assistant to GG User

· The GG Assistants User deletes the GG Assistant The GG User records on the GG Assistant log the reason for deletion and the date they were deleted.

· The GG User registers the new GG User on the GG (Deskaid 01) 

· The new GG User must wait for the ID to be received via the post before they can take responsibility for any assistants.

4
Customer Information System

4.1
Summary of CIS Screens 

	Screen Title
	Brief Description

	OGD Login
	Enables LA staff to login and access CIS data.

The screen prompts entry of User ID and password. When successfully entered, they will be taken to the front screen.



	Front Screen
	This screen allows the processor to enter either a NINO or Corporate Organisation Reference Number to retrieve the appropriate record from the CIS database.  It has two separate modes, one for Person records and the other for Corporate Organisation records.



	Trace
	Enables people and organisations to be traced from the CIS database. It has two separate modes, one for person tracing and the other for organisation tracing.

A set of trace parameters can be entered in order to perform a trace against the CIS database. Depending upon the scope of the parameters entered, results will be displayed in the bottom half of the screen.



	Account Summary
	This presents a summary of DWP customer information for the NINO entered on the Front screen or a NINO traced using the trace functionality.



	Maintain Interests
	This allows CIS users to Register a New Interest, Transfer an Existing Interest or End an Interest on the CIS database.  This is how LAs can check and correct the HB/CTB indicator.

	Interests History
	The screen will retrieve and display the following information:

· Interests History Details

· Interested Parties History



	Verify
	Displays a person’s Known Facts

Information e.g.

· DOB

· NINO

· Postcode


	Name History
	Displays the current and historical data of a person’s name details.



	Address History
	Displays the current and historical data of a Person’s address details.                   


	Contact Details
	Displays details of a person’s contact details.



	Relationship History
	Displays the current and historical data of a Person’s Relationship details.         



	Award History
	Displays a summarised benefit award history.



	Full Award Details
	Displays the full details about a specific benefit award.  You can access this screen from the Awards section in the Account Summary Screen and from the Award History Screen.



	Breakdown of AIF
	The Breakdown of AIF screen shows a detailed breakdown of a customer’s Assessed Income Figure.  This screen will only be accessible if the customer has a benefit type of Pension Credit (Savings Only).

	Corporate Organisation
	Displays the Corporate Organisation details from a supplied Corporate Identifier.  

The Corporate Organisation Details consist of:

· Corporate Organisation Identifier

· Corporate Organisation Name

· Corporate Organisation Address

· Corporate Organisation Contact Details. (The contact details may include such details as fax number and email address).  



	LA Data
	Displays information about the customer, their partner and any associated non-dependants in the household.



	LA Notes
	Shows details of the notes made by DWP staff on the DWP Job Seekers Allowance Payment System, Income Support Computer System and Pension Strategy Computer System legacy systems. 




5
Management and Audit Checks

This part contains information on aspects of Management and Audit trail checks.
5.1 
Audit

	1
	CIS will log attempts to access screens the user is not permitted to see on the basis of his or her assigned role.

	2
	The system will audit all successful attempts to logon.

	3
	The system will audit all unsuccessful attempts to logon.


5.2 
Generated Management Checks

      
Management checks will be carried out at the entry points of the CIS application. These entry points include:

	1
	Trace Screen

	2
	Account Summary Screen

	3
	Verify Screen

	4
	Corporate Organisation Details Screen


CIS will produce a 1% system generated check. These checks together with all access logons will form an electronic audit trail. System generated checks will be carried out in the following scenarios:

	1
	Management Checks will be randomly generated for accessing a CIS account via e- SEF. Each account will be subjected to random Management Checks.

	2
	Management Checks will be randomly generated for using the CIS Trace Functionality. Each trace action will be subjected to random Management Checks. 


The System Management Checks apply to specific criteria and are mandatory. These criteria are:

	1
	Customers over 82 years – Management Checks will occur when a request is made to access a customer’s information that is over 82 with no DWP benefit in payment. 

	2
	Death Record Checks – 1in 3 Management Checks will occur when a request is made to a person’s account that has a date of death that is more than 12 months old.

	3
	Sensitive cases - some customer’s records are set up in the system so that only certain authorised users can access their records. These are sensitive cases. 


5.3
Management Check Warning Message

On accessing an account that is to be checked, a message will be displayed to the user that this transaction is subject to a management check.

The screen will display an ‘alert’ box with similar words to this 

 “Warning test check! Refer papers to the Checking Officer”

The top of the account screen and subsequent screens will be highlighted in ‘pink’.

The system will not permit you move away from the screen until you acknowledge the test check warning message.  

5.4 Managers Management Check Responsibilities

           Managers will be required to carry out random checks; these should be at least 1% of all accesses although we would recommend a higher level of checks. 

           LAST will provide LAs with a schedule listing10% of all accesses made in each LA.

           Further guidance will be issued once, this is resolved will cover:

· What will be delivered? 

· How it will be delivered

· Frequency of deliver and

· Checking process       
5.5
LA Staff Management Check Responsibilities

      
When LA staff receives a system generated check, they must complete a LAST 1 form and pass to the Checking Officer along with the relevant supporting documents. 

When LA staff receives a system generated check for accessing CIS as a result of a telephone call or reception caller etc, the supporting document will be the entry on the System Access Log (form LAST 2).            
NB: The user will receive a constant reminder that the case is subject of a test check until the record is exited.
5.6
Checking Officer’s Management Check Responsibilities

     
The Checking Officer’s responsibility is to ensure that: 

· The use of the CIS is for legitimate business purposes

· Access is supported by properly authenticated documents

· Access is within the user’s needs and authentication.

In order to carry out the checks you must have:

	1
	Supporting documentation, this could be the LAST 2 (if appropriate)

	2
	A LAST1 form completed by the user.


 
Once the Checking Officer has verified a check, the check can be cleared on the printed Management Check Report for the corresponding day.  The Secure Print Operator obtains the Management Check Report from CIS.

NB. The time on the test check report is the time taken from the CIS/SEF mainframe and not the time access was made; therefore, a slight difference on CIS and the Management check report should not be classed as an error and should not prevent the checking officer clearing the check. 

5.6.1 
Specific Risks Checks

     
The Checking Officer must be aware of the following risks:

	1
	Unauthorised access to obtain information for personal use.

	2
	Unauthorised access to obtain information for a third party.

	3
	Unauthorised access to obtain information for financial gain.

	4
	A user might use legitimate enquiry to browse through records, or, to cover their tracks, fabricate an enquiry with a ‘near miss’ and scroll to locate the target record.


NB. The information contained in this table is to assist you in deciding whether or not the evidence is adequate.

	Step
	Action

	1
	Check the form LAST 1 against papers submitted to you to ensure a) the details and form has been completed correctly;

b) The access to CIS was for a legitimate Government business reason.

	2
	Examine the evidence submitted

	
	Consider: 

· The type of access or business event which is the subject of the check

· Whether you are confident that the access is for a valid reason

	3
	Record your decision on LAST 1 by ticking the appropriate box. 

· Evidence supporting legitimate access


Where a management check is generated when accessing CIS as a result of a telephone call, a record of the call should have been made on the LA Staff’s System Access Log – LAST 2.   Where the LAST 2 is the supporting document the Checking Officer should make the following checks on the LA system: 

	Step
	Action

	1
	Where the customer lives.

	2
	The customer’s circumstances coincide with the user’s work responsibilities.


Where the test check is on account that holds a Date of Death more than one year in the past the Checking Officer must also check:

	Step
	Action

	1
	Where the access was generated from an enquiry from a customer claiming to be the deceased or someone purporting to represent the customer, consider whether identity checks/corroboration or investigation is required.


Where the test check is on an account that is inactive the Checking Officer must also check: 

	Step
	Action

	1
	Check that the user had reason to access an inactive account. Consideration should be given to further investigation, e.g. where the access was generated from an enquiry from a customer claiming to be the owner of the account, consider whether identity checks/corroboration or investigation is required. In addition, consideration could be given to investigating the customer’s circumstances during the period the account was inactive. 


5.6.2 
Lack of Supporting Evidence

Where the Checking Officer is unable to verify that access was for legitimate business use, the checking officer must complete following process.

	Step
	Action

	1
	Check the form LAST 1 against papers submitted to you to ensure a) the details and form has been completed correctly

b) The access to SEF was for a legitimate Government business reason.

	2
	Examine the evidence submitted

	
	Consider: 

· The type of access or business event which is the subject of the check

· Whether you are confident that the access is not for a valid reason

· Whether the evidence supplied supports reason for access

	3
	Record your decision on LAST 1 by ticking the appropriate box.

Evidence does not support legitimate access complete LAST3 form - Inappropriate Access form and forward to the LA Support Team

	4
	· Do not forward papers to SPO

Initiate internal investigation following LA procedures


NB. An audit trail of this action must be kept and forwarded to the LA Support Team after the investigation has been cleared irrespective of the outcome.

5.7     Investigations

LAs will be expected to conduct internal investigation of all actual and suspected security breaches. The person responsible for taking such action must refrain from: 

	1
	Discussing the case with anyone else internally unless it is with a senior manager for guidance.

	2
	Take action which might prejudice an investigation; e.g. interview the suspect without been properly advised.


     
The person investigating the suspected breach must notify the LA Support Team of any suspected abuse by completing the LAST 4.

           An audit trail of evidence of the incident and provide a report to the LA Support Team.  The report must demonstrate that the person had been questioned about the incident(s) and advice of any action that has been recommended as a result of the investigation.

LA’s are required to take stringent action against anyone found to have leaked, deliberately disclosed information or misused the system in any way. (See MoU for guidance on actions to take.)

It is recommended that LAs use information from security incidents to inform awareness needs in the office.  

5.8 
Secure Print Officer (SPO)

The Secure Print Officer is responsible for printing the daily management check reports.  They must ensure that the report is removed from printers as quickly as possible information.   (See DA11 - Secure Print Operator).  

The management check reports will display the following information: 

	1
	The user ID. 

	2
	The user display name.

	3
	The opening Unit (fraud, processing etc).

	4
	The office ID.

	5
	The NINO of the account being accessed.

	6
	The system ID (CIS).


· The SPO in liaison with the Checking Officer will check the printed schedules against the completed checks (e.g. LAST 1 form and supporting documents) and ensure that there are no outstanding checks.

· The SPO must ensure that the Management Check Reports are safely locked up at all times and kept for a period of 18 months for Data Protection purposes after which time they must be destroyed.

· The SPO will be the point of contact for the LA Support Team who will conduct a 10% check of all LA Management Checks.  LA Support Team will request a copy of the completed LAST 1 and any supporting documentation.

6
Live Support
6.1
LA Support Team

The LA Support Team as part of DWP will provide support to LAs with their use of CIS.

6.2
Roles and Responsibilities

The Roles and Responsibilities of the LA Support Team are:

· To monitor/report CIS faults/incidents

· To Investigate CIS data errors following LA clarification of correct information by DWP

· To monitor management checks (See section 5 of this guide)

· To monitor security issues/incidents (See section 2 of this guide)

· To act as Business Continuity coordinator for LA users of CIS (see Section 7 of this guide)

· To update/amend LA training and guidance for CIS

· To provide/forward CIS communications to LAs

6.3
Availability 

The LA Support Team will be available:

Monday to Thursday 
8.30 to 16.30 

Friday 


8.30 to 16.00


Contact details for the LA Support Team are available on the DWP website (http://www.dwp.gov.uk/housingbenefit/rat/)

6.4
CIS System Faults 

There will be circumstances when a system fault is identified with CIS when all staff cannot gain access to CIS, the site keeps crashing etc.  In these instances the LA staff will need to follow the process below

 













There are contingency action plans in place, which will be invoked if the system is down for a specific period in particular for ETD provision; these details are covered in section 7 of this guide. 

The LA Support Team will maintain contact with the LA GG Users as notified by the LA on a LAST 6.  The GG Users must ensure that their email accounts will accept emails from the LA Support Team and in their absence that their emails are forwarded.  This will ensure that all LA staff are kept up to date with any problems.

6.5
CIS Data Queries

If LA staff need clarification or have a query on the data held on CIS they should:

1
Consult the training and guidance

2
Check the known faults log, the hints and tips and the FAQs on the website (http://www.dwp.gov.uk/housingbenefit/rat/) 

If the query is still not resolved then;

3
Contact their local DWP in line with local Service Level Agreements

If DWP check the legacy system and CIS and identify that CIS is showing incorrect data then the LA should complete the LAST 5b and fax it to the LA Support Team for further investigation.

6.6
CIS Data Discrepancies

If LAs identify CIS data that does not correspond with the information that has been provided to them by the customer, LAs should notify their local DWP office in line with their local Service Level Agreement.  

7
Business Continuity

7.1
Background
DWP has a robust disaster recovery strategy to protect the e-SEF system in the event of any incident that causes CIS to fail.  If the Business Continuity Plan is invoked the LA Support Team will be notified.  LA Support Team will then notify the LAs that the Business Continuity Plan has been invoked.

The Government Gateway could also fail.  This could be identified either: 

· By LA staff who would receive a message when trying to access CIS.  In which case the LA would raise an incident for investigation with the LA Support Team, or 

· By the Government Gateway who would notify DWP and LA users there was a problem.  

In both instances the LA Support Team would notify the LAs that the Business Continuity Plan has been invoked. 

7.2
Action

When the plan has been invoked LAs will liaise with their appropriate DWP office (eg Jobcentre Plus or Pension Centre) and their contingency arrangements, as agreed under their local Service Level Agreements (SLA), will be implemented. 

7.3
Exclusion

This plan does not cover the arrangements for LA internal IT failure or the failure of the LA Internet connection.  It is expected LAs will have their own Business Continuity Plan to cover these instances, however LAs are asked to notify the LA Support Team if their own Business Continuity Plan is invoked.

7.4
Roles and Responsibilities
7.4.1
DWP CIS 

(Contact will be made via email, telephone, fax or pager depending on circumstances) 

· Notify LA Support Team if Business Continuity Plan has been invoked

· Provide LA Support Team with regular updates

· Notify LA Support Team when the system returns to normal functionality

7.4.2
LA Support Team

(Contact will be made via email or telephone depending on the circumstances)

· Own the Business Continuity Plan and have responsibility for monitoring, reviewing and amending

· Monitor existing live support issues and invoke the Business Continuity Plan if necessary

· Notify LAs that the Business Continuity Plan has been invoked

· Notify HB Strategy Division/LA Performance Division of the situation 

· Provide LAs with regular updates 

· Notify LAs when steady state has been resumed

7.4.3
LAs 

(Contact will be made via telephone, fax or by correspondence depending on local service level agreements circumstances)

· Notify LA Support Team if their Business Continuity Plans are invoked

· Contact their appropriate DWP offices to clerically to obtain DWP information under terms of their SLA

LA Support Team will notify the LAs when the problem has been resolved and will update the website (if appropriate)





LA Support Team will provide regular updates to the LA in line with the communications strategy.  





LA Support Team record fault and refer to DWP CIS Service Management – Application Team or the E Services Support Team or BT 1st Line Live Support (if network fault)





Government Gateway User completes the LAST 5a form and faxes it to the LA Support Team 





Government Gateway User determines that it is a CIS fault not a local IT issue





LA Staff reports the fault to their Government Gateway (GG) User 





LA staff identifies there is a system access fault
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