Chapter six: unsolicited commercial communications – automated calling systems, fax, phone, e-mail and SMS
The requirements in the Directive

· Article 13

· Recitals 40 – 45

The Directive retains existing controls on unsolicited direct marketing by means of automated calling systems without human intervention, fax, and phone.  It also introduces new controls on unsolicited e-mail and SMS marketing.  In the case of automatic calling systems and faxes, Member States are required to ensure that individual subscribers have prior consent or opt-in rights.  The opt-in rule also applies to e-mails, which the Directive defines as including SMS, except where the conditions set out in Article 13.2 apply.  This part of the Article (the “soft opt-in” exemption) specifies that e-mails may be sent on an opt-out basis in the context of an existing customer relationship, where:

· the sender obtains the addressee’s contact details in the context of the sale of a product or service and in accordance with the data processing rules in the Data Protection Directive; and

· the sender is marketing its own similar products or services;  and 

· the addressee is always able to opt out of future marketing, in an easy way and free of charge

Recital 41 makes it clear that the “free of charge” condition does not include any basic transmission costs (e.g. the addressee would be expected to cover the cost of e-mailing the sender, but they must not be charged any kind of fee for opting out).

Article 13 also specifies that e-mailers must not conceal their identity.

As with subscriber directories, the rights in Article 13 apply to subscribers who are natural persons (e.g. individuals) although Member States may extend them to legal persons (e.g. corporate subscribers). 

Approach to the Regulations

· Regulation 18 (automated calling systems)
· Regulation 19 (faxes)
· Regulation 20 (phone calls)
· Regulation 21 (e-mail and SMS messages)
· Regulation 22 (information to be supplied by direct marketers)
Issues

What is a customer relationship for e-mail marketing purposes?

Implementation of the new rules on unsolicited commercial e-mail and SMS raises a number of questions.  Firstly, should customer relationship for these purposes be confined to situations only where the e-mail addressee has previously bought something or should it apply to prospective customers as well (e.g. where someone has registered an interest in a product and allowed their e-mail address to be recorded for future marketing use but under an opt-out rather than opt-in process)?  The text of the Directive does not make it wholly clear what is intended but this is an issue that is clearly going to be of concern for businesses who may have legitimately obtained an e-mail address (through a promotional campaign, for instance, or by providing a quote to a prospective customer) without actually selling its products or services. 

Our view is that the most important safeguards here are that contact details are fairly collected and subscribers are clearly informed of, and given a chance to object to, use of their data for direct marketing by that same business.  As long as these conditions are met, and there is a direct relationship of some kind between the two parties, it does not seem necessary to insist that there must have been an actual purchase for this exemption to apply.  Regulation 21 has been drafted on this basis.

How should the “similar products” rule be interpreted?

The Directive’s condition that opt-out e-mail marketing must be of similar products was intended to reinforce the principle that opt-out consent should only apply to targeted marketing where the products and services concerned will be of interest to the addressee and they already have a relationship with the sender.  The exact interpretation of “similar” in this context is not clear, however.  Could a supermarket, for example, only e-mail its online customers about special offers on baked beans if that is what they have bought before or should it be able to direct market its whole range of food and other products or services?  

We think the way forward on this should be based on existing rules and guidelines under the Data Protection Act 1998.  These would restrict a business to direct marketing the kind of products the addressee would have reasonably expected it to market at the time they gave or agreed to use of their contact details   i.e. a business could market the products available at the time, but not necessarily those of a business that it took over, or a substantively new product range.  The key safeguard here is that addressees’ contact details are fairly obtained in the first place – given that if in doubt, they have the right to opt out in any case (and businesses will have an incentive to monitor their own marketing practices in order to avoid this happening) it seems sensible to give a broader, rather than a narrower, interpretation to the “similar products” restriction. Regulation 21 (3) (b) specifies that for the purposes of this provision, the marketer must take reasonable steps at the time the addressee’s contact details were collected to ensure that the addressee is aware of the kind of products they deal in.

What other solutions are there to unwanted e-mail marketing?

E-mail marketing can be a powerful tool when used in a targeted and responsible way;  when used without respect for addressees’ privacy rights or preferences it can cause serious offence and nuisance.  Bulk untargeted e-mails or spam also generate problems for internet service providers (ISPs) whose networks can be blocked or slowed down. The new rules on unsolicited commercial e-mail will bolster the rights available to individuals and will reinforce good practice in e-mail marketing.  Industry bodies like the Direct Marketing Association and the Advertising Standards Authority already promote their own rules on e-mail marketing through their codes of practice – further information about this is available from their websites (http://www.dma.org and http://www.asa.org.uk)

Regulation is only part of the answer, however, particularly given the volume of spam that comes from outside the EU.  Internet Service Providers (ISPs) will cut off senders who breach their acceptable use policies by sending spam;  they can also offer advice to their customers on how to avoid spam, and the spam prevention and filtering systems available.  Further information is available from the Internet Service Providers Association:  http://www.ispa.org.uk/html/consumers/spam.html
Should individual or corporate subscribers be given further opt-in or opt-out rights against phone, fax, SMS or e-mail marketing?

Although there are harmonised opt-in requirements for unsolicited commercial fax and e-mail (including SMS) messages to individuals, the Directive continues to allow Member States the choice between opt-in and opt-out rules in relation to direct marketing by phone to individual subscribers.  It also allows Member States discretion over what level of protection should be extended to corporate subscribers in relation to all forms of unsolicited commercial communications. 

Currently, the UK applies opt-out rules to direct marketing by phone to individual subscribers, who can opt-out either by registering on the Telephone Preference Service, or by instructing individual marketers not to ring again.  Corporate subscribers do not have the right to register on the TPS but they do have some rights under the current Telecommunications Act licensing regime to opt out on a case-by- case basis.   Corporate subscribers do have the right to opt out of fax marketing by registering on the Fax Preference Service or on a case-by-case basis.  In terms of e-mail corporate subscribers have case-by-case opt-out rights under the Data Protection Act 1998 where their e-mail address incorporates personal data (i.e. an individual’s name).  There is no current global opt-out scheme with statutory backing, although the DMA’s e-mps opt-out register is backed by industry codes of practice, and is open to both individual and corporate subscribers. The e-mps database is held in the United States and personal ata is not therefore covered by UK data protection legislation.   SMS messages are currently treated in the same way as phone calls so corporate subscribers have no global opt-out rights. 

See the table below for summary of individual/corporate opt-in and opt-out rights.

	
	Individual subscribers
	Corporate subscribers

	Telephone selling
	Member States allowed to choose between opt-in and opt out – UK rules give both individual opt-out rights and the right to register on the TPS
	Not entitled to register on the TPS 

	Fax selling
	Opt in rule applies but current regulations allow individuals to register on the FPS as an additional protection
	Corporate subscribers may register with the FPS under current regulations

	E-mail
	The Data Protection Act gives the right to opt-out on an individual basis where the e-mail address includes personal data (e.g. an individual’s name).

There is a non-statutory, US based preference scheme to opt-out on a global basis (e-mps). Privacy Directive will introduce new opt-in right
	Corporate subscribers may register on the e-mps and can also exercise individual opt-out right under the Data Protection Act where their business address incorporates personal data (e.g. an individual’s name). Privacy Directive allows but does not require further rights


Options for change

Individual subscribers

The only area where individual subscribers could be given stronger statutory rights would be in relation to telephone sales, where they could be given a prior consent/opt-in right.  In favour of the status quo, experience of the TPS suggests that this is a reasonably effective protection for people who do not want to receive cold calls.  It is easy and cheap for direct marketers to comply with and arguably allows them to target campaigns more effectively because it saves them the cost of phoning people who do not respond to this form of marketing.  

Some aspects of commercial phone use cause particular problems:  one of them is the use of power diallers (often but not exclusively for direct marketing) which can cause silent calls when used without enough operators being available (see also below on automatic calling systems). Another emerging issue is the difficulty of regulating calls made by overseas call centres which are not subject to EU controls.  It is not clear that an opt-in right would impact on these problems, however, and it would cut back on the marketing opportunities now available to businesses;  this would undoubtedly carry a cost for businesses.  Against this, however, there is a body of opinion (supported by Oftel) that individuals should in principle have opt-in rights and that there is a case for re-opening this option.

Corporate subscribers

There are three broad options in relation to corporate subscribers – leave things as they are,  give corporate subscribers further opt-out rights, or go the whole way and give corporate subscribers exactly the same rights as individuals (including opt-in rights in relation to fax, e-mail and text messaging).

In defence of the status quo, businesses as a group are arguably better placed to deal with direct marketing communications than individual subscribers at home may be. Any new restrictions on business-to-business marketing would undoubtedly carry a cost, especially for new entrants trying to build up a client base who would have to attract interest by other, more expensive forms of advertising where they could not use direct marketing by phone, fax, or e-mail.  This is most true of opt-in consent requirements but registration with the TPS, for instance, will prevent all marketers from making the initial contact with that subscriber by phone, regardless of the kind of products they are promoting and the interest they are likely to generate.

Against this, corporate subscribers (particularly small ones) can suffer a real loss from badly targeted communications. Corporate subscribers already have opt-out rights in relation to fax marketing because of the cost of receiving faxes.  Phone calls also carry a cost, however – it can be a real bone of contention with small shops, for example, when staff find they have to leave customers to answer direct marketing calls which are of no relevance to their own business activity.  The way that the split between individual and corporate subscribers works under UK law (see Chapter two)  can throw up some anomalies – sole traders and partnerships (except in Scotland) can register on the TPS because they count as individuals, limited companies, however small, cannot.  Many register anyway by simply not declaring their status and have to be subsequently removed from the list.  

The picture on e-mail including SMS is more complex;  there is no existing statutory opt-out scheme which corporate users could rely on although they are able to register with the DMA’s voluntary e-mps scheme. Because e-mail is an international medium, and because individual subscribers here must in any case now be given opt-in rights, there would be little point trying to establish a statutory opt-out register only for corporate users, and only for the UK.  Another option would be to grant statutory recognition to global registers like the e-mps although this would mean effectively backing a scheme outside UK control.  It is not clear how much value this would add to a scheme which is already built into DMA and other codes of practice. Corporate subscribers already have the right to opt-out of e-mail from particular senders where their e-mail address incorporates personal data (e.g. an individual’s name).  This protection will not apply to SMS, however,since they are sent to a phone number.

The most radical option would be to extend all the rights available to individual subscribers to corporate subscribers, including an opt-in right in relation to fax and e-mail, including SMS.  This would have the benefit not just of giving corporate users rights against unwanted advertising but would ensure that no-one could direct market individuals on the pretence that they thought they were corporate subscribers.  Against this, it would have a significant impact on business-to-business marketing – the opt-in consent would be a much costlier option, particularly for new market entrants, because it means that they could not make an unsolicited approach by phone, fax or e-mail/SMS, to any corporate users, even those who might potentially have been receptive to their marketing – they must instead use other forms of advertising to attract clients’ interest and consent to further marketing.

Regulations 17 to 21 have been drafted on the basis that we should:

· Maintain the existing opt-out right for individuals in relation to phone selling

· Give corporate subscribers the right to register on the TPS or opt out on a case by case basis, in line with their rights to opt-out of faxes

We would welcome the views of consultees on these and on all the other options available.

What are automated calling systems and how should they be regulated?

The Directive maintains the existing requirement for prior consent to unsolicited direct marketing by automated calling systems without human intervention, also referred to as automatic calling machines.  This term is not defined, however, and there has been some debate in the past over exactly what systems are covered by this term in the Telecommunications (Data Protection and Privacy) or TDPP Regulations.  Our understanding is that this provision in the Directive was designed to target systems which automatically deliver a recorded voice message;  the prior consent requirement was needed because of the potential nuisance of a pre-recorded advertising message in this form and the danger that this form of bulk communication could overload networks.  Regulation 18 has now been drafted to apply specifically to systems which deliver a pre-recorded message.

Grey areas under the current rules include the status of systems which send SMS automatically and power dialler-type systems which dial numbers automatically but are designed to establish a voice link with a live operator rather than a pre-recorded message.  Lack of certainty about the application of the TDPP Regulations has made it harder to deal with the problems that these kinds of systems can cause.  Power diallers, for instance, can cause problems to subscribers where they are used without enough call centre staff available to answer the calls being dialled, resulting in single or repeated silent calls, or calls which cut off after a few rings, in addition to any annoyance caused if they are used to ring subscribers who have registered on the TPS. 

Limiting the definition of automated calling system does not mean that these areas will be unregulated.  The sending of unsolicited SMS for advertising purposes is now explicitly covered by the Privacy Directive which treats them in the same way as e-mail messages.  The use of power diallers and similar systems is also currently regulated under the Telecommunications Act licensing regime.  Ofcom will have new powers to regulate this kind of system under the Communications Act, which creates a new offence of the persistent misuse of communications networks.  This will enable Ofcom to take action against anyone who uses systems in a way which causes avoidable nuisance, annoyance or anxiety.

Questions for consultees

How should “customer relationship” and “similar products” be interpreted for the purposes of unsolicited e-mail and SMS marketing and do you agree with the approach adopted in the draft Privacy Regulations?

Should individual phone subscribers be given opt-in or prior consent rights in relation to phone marketing?

Should corporate subscribers be given the right to register on the Telephone Preference Service, as proposed?  Should corporate subscribers have stronger rights in relation to fax, e-mail and SMS marketing?

Is the new definition of automated calling system right? 
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