Joint statement on International Anti-Spam Cooperation

At the Asia-Europe Meetings on eCommerce (ASEM) of 22 February in London,

The participants recognised:

· that the convenience and efficiency of electronic mail and the Internet are threatened by the extremely rapid growth in the volume of unsolicited commercial communications (often referred to as ‘Spam’), which can contain deceptive content or material that many recipients may consider offensive in nature, 

· the urgent need to address international spam enforcement cooperation and spam‑related problems, such as online fraud and deception, so-called ‘zombie’ computers, phishing, and dissemination of viruses;

· the challenges posed by the proliferation of unsolicited commercial communications in each (Participant’s) country and the enforcement of the relevant laws in each country while also recognising the importance of freedom of expression; 

· that governments alone cannot effectively tackle internet issues, and therefore that global cooperation and public‑private partnerships are essential to ensure the effective enforcement of laws on unsolicited commercial communications, as recognized in various international fora;

· that the relevant Laws and enforcement mechanisms need to be supported through awareness raising, industry self-regulation, technical solutions and partnerships between governments and the internet community;  

· that there is a need to ensure that appropriate local, regional and/or national enforcement authorities have a high degree of coordination and understanding of the problems created by unsolicited commercial communications and of the available remedies; 

· the need for all to take appropriate security measures to protect their networks and personal computers; 
· recent efforts in organisations like the Organisation for Economic Cooperation and Development (OECD) and the OECD Spam Task Force, the International Telecommunications Union (ITU), the European Union (EU), the International Consumer Protection Enforcement Network (ICPEN), and the Asia-Pacific Economic Cooperation (APEC), 

The participants

· Agree to engage in regular discussions and actions through their policy and enforcement officials with the aim of combating spam, 

· AGREE that anti-spam efforts should not only include legislation and enforcement, but also awareness raising, industry self-regulation, technical solutions and partnerships between governments and the internet community;  

· Encourage communication and coordination among the different international bodies, public and private, who are developing cross-border policy, regulatory, technical, and other tools to combat spam, 

· ENCOURAGE in particular all countries to set up appropriate structures to fight spam nationally, as a first step towards international cooperation, 

· Encourage dialogue between public authorities and appropriate private sector representatives to promote ways in which the private sector can support governments and enforcement agencies in bringing spam cases and pursue their own initiatives to fight spam, 

· Reaffirm their aim to work together to advance international cooperation in the fight against spam in relevant international fora such as ASEM.
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