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Response by Paul Pedley (p.d.p@lineone.net)

Hyperlinking is fundamental to the way in which the internet works. It isn’t something exclusive to businesses, and therefore any legislation in this area has the potential to affect large numbers of people whether in a personal or a professional capacity.

Page 17 says "the person seeking redress will almost always pursue the party responsible, not the service provider". 
That is not necessarily the case. If the person responsible has no money; and the service provider is a profitable company, who is the person most likely to seek redress from?

In cases of defamation, it is quite clear that in many cases people deliberately go to service providers as tactical targets rather than to the person responsible. Article 14 says “the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the information”, and therefore even if removal is not justified, the ISP is worried about their liability and immediately acts to remove the information. It threatens free speech. There have even been surveys done where people have tested this out by asking ISP’s to remove perfectly innocuous information, and these have shown that even where there is no good reason to remove the information, the ISP’s have usually acted on requests to remove information.
Page 18 says "where a hyperlink or location tool service provides a link to copyright material the provider of the service will not be reproducing the copyright material itself". 
Search engines do not bother to ask permission before indexing websites. A site will normally have many links to other pages within the site. These are in effect deep links created by the website itself, but by picking these up and indexing them, the search engines are then getting their users to follow millions of deep links. 

There are a number of issues here:

a) they didn’t ask permission before going ahead and creating the links

b) they often create a cached version of the page. If that page is a pdf, for example, they have copied an entire pdf document

c) it is not straightforward to find out what content on your own site has been copied and by whom, and so if you want at a later date to ensure that all versions of that content have been deleted it is a nightmare

d) asking the search engines to remove content is not straightforward. They don’t go through any bureaucratic hoops before indexing your content, but they put plenty in your way if you want to have content removed

Search engines should be required to give clear instructions on what to put into the metadata of a site to ensure that the site/ a page within the site/ or a directory within the site are not indexed, and this should preferably be consistent across the search engines.

What about hyperlinks that link to documents in formats such as powerpoint, MS Excel, MS Word, or Adobe PDF. Rightsowners have an exclusive right of communication to the public by electronic means. There might be a note on the website containing the ppt/xls/doc/pdf document about the terms of use, but people following a deep link wouldn’t see that text.

Page 18 of the consultation paper says that there is a view that "…anyone who posts information on the internet must assume that others will provide links to it and implicitly consents to such linking"

I disagree with this view.

Example: a website has some useful reports which the webmaster is willing to let people download, but only in exchange for them completing a registration form. On completion of the form, the user is taken to a page with the reports available for download. The page is not password protected, and so it would be technically possible for people who had completed the registration form to then create a deep link to the downloads page, obviating the need for anyone following the deep link to complete the registration form in order to reach the page with the downloadable content on it.  Can it really be argued that this constitutes an implicit licence to link to the page?
Recently I was told of a situation where someone asked if they could link to the home page of a website, and were refused on the grounds that the site wanted people instead to use their RSS feed. Can it be made explicit in law that there is absolutely no problem whatsoever with linking to the homepage of a website.

Page 18 says  "copyright notices on a site may operate to negate any such implied licence". 
This begs the question of enforceability. Would such a notice represent an enforceable contract? Would a copyright notice stating that people cannot deep link be an enforceable contract in all circumstances? Would it have to be placed prominently on every page? Would it only be enforceable if users are required to scroll through the legal notice on the site and click an “I agree” button?

There are all sorts of issues around legal notices on websites:

Example: Someone wants to create a deep link to some useful content on a website. They are diligent about this, and check through the website’s legal notice which is silent on the issue of deep linking. They therefore go ahead and create deep links to sections of that website. However, the website later changes its legal notice to say that deep linking is no longer permitted. Anyone following those deep links is unaware that the terms and conditions of use of the website state that deep linking is not permitted, because by following a deep link they are circumventing those terms and conditions. Should anyone who deep links be expected to check on a regular basis to see if the sites they deep link to have changed their terms and conditions.

Page 21 of the consultation paper states that "the lack of reported cases on the liability of hyperlink and location tool service providers in the United Kingdom also raises the question as to whether there is a need to legislate in this area". 
Surely it is precisely because of the lack of UK case law in this area that there is legal uncertainty. There is plenty of case law on this topic around the world, but the outcomes of cases differ from one country to another. Even where the same parties have brought the same issues to court in two different countries, they have resulted in two totally different judgments.
A significant amount of time is being spent by staff within organisations trying to get permission to deep link to websites. In commercial organisations, for example, there are situations where no deep links are put onto their site until the in-house legal department has written to the website owners and has obtained their formal permission. And this creates a huge burden of staff time and resources. Here is an example form of words used for getting permission:
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Deep linking should not be permitted without the explicit consent of the site owner in cases where this has financial consequences that are to the detriment of the site owner.

Example: a website is created on a topic of interest to a wide audience. The site is updated many times a day. Lots of search engines and others create deep links to the website. In many instances, people set up automatic checking of the website every so often throughout each and every day; whether by use of bots or otherwise. This generates huge amounts of traffic to the website; and the site is unable to cope. Is it fair to expect the website owner to have to upgrade their technology hardware/software in order to cope with the demands being placed on it by others who are paying nothing for the privilege of using that site.

Example: a site creates draws on the resources of many different websites to alert users to new content on topics of interest to them, and makes a charge for the service. They do so without having asked permission to use any of the content from the individual sites that they link to, and they don’t pass any of the money on to the rightsholders. (see the Dutch “Newsbooster” case, for example).

Where people create deep links, they shouldn’t confuse the user. It should be clear to the user exactly what is happening. Use of framing, for example, should be avoided unless it is absolutely clear what is being done; that its clear to the user that they are going to an external site etc.
I didn’t see any reference to database right in the consultation paper. The definition of “database” would cover many websites, and in some instances deep linking could be regarded as resulting in systematic extraction of content from the “database” or website.




Obtaining permission to deep link





XYZ university provides its students with links to useful websites. It is our practice to link to the home page of other websites using a text link, providing full acknowledgement and opening the link up in a separate browser window.





Sometimes it is more useful for our students if we are able to make a deep link. We are therefore writing to you in order to request permission to make a deep link to the URL listed below: 


� HYPERLINK "http://www.abc.com/directory/subdirectory/document.html" ��http://www.abc.com/directory/subdirectory/document.html�


 


In order to avoid the need to contact you for each individual link, please indicate below if you are  willing to give us blanket permission to make further deep links to pages on your website if we wish to add further links from our site?





Yes,     but only if the links are added to an intranet or other networked resource which is not accessible externally


Yes, � regardless of whether the links are placed on an internally or externally accessible site





Many thanks for your assistance.











