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29th September 2005

Dear Nigel

Consultation Document on the Electronic Commerce Directive: The liability of hyperlinkers, location tool providers and content aggregators

ISPA welcomes the opportunity to respond to the DTI on the above consultation.

The Internet Services Providers’ Association (ISPA) UK is the trade association for companies involved in the provision of Internet Services in the UK.  ISPA was founded in 1995, and seeks to actively represent and promote the interests of businesses involved in all aspects of the UK Internet industry.  Its membership includes Internet service providers (ISPs), cable companies, web design and hosting companies and a variety of other organisations.  ISPA currently has over 130 members, representing around 95% of the UK internet access market by volume.

A full list of members is available at: http://www.ispa.org.uk/html/about_ispa/ispa_members.html
This response reflects views of ISPA members on a number of  the specific questions posed by the DTI.   In summary, ISPA supports an extension of the limitation of liability to hyperlink and location tool providers by means of an extension of Article 12 of the E-Commerce Directive and to content aggregators of Article 14 of the E-commerce Directive.  Our full answers are set out below.

Question 1 – Do you agree with the EU Commission conclusions in their ‘First

Report’ on the application of the Directive concerning Articles 12 to 14? Please give

your reasons for your answer.

ISPA agrees with the conclusion of the European Commission in its 2003 Report that the extension of Articles 12 and 14 of the Electronic Commerce Directive to cover hyperlinks and location tool services would be desirable to develop legal certainty. 

The implementation of the E-Commerce Directive in the UK has provided a successful framework for the development of vigorous competition by creating the legal certainty of limited liability for intermediaries.  The importance of this legal certainty cannot be underestimated.  Currently the uncertain state of the law in the UK on liability in this area means that all ISPs and other providers of hyperlinks and location tools services face uncertain and unquantifiable risks.  

In particular given that hyperlinks and search engines constitute some of the basic building blocks of the Internet and facilitate in particular the navigation of the vast amount of information on the Internet, providers of these services should also benefit from similar legal certainty.  Further reasons for this are outlined below.

Question 3 – With other Member States transpositions in mind, which of the liability limitations in Articles 12 to 14 (if any) should apply to each of the following intermediary service providers if the UK were to go ahead and provide legislative cover?

i) Hyperlinkers;

ii) Location tool providers; and

iii) Content aggregator providers.

Please see our answer to question 4.

 

Question 4 - Do you think that providers of hyperlinks and location tool services

need the extension of any of Articles 12 to 14? If so, what liabilities would be

limited? And how significant are the problems currently caused by the lack of this

extension? Please explain your reasons, examples would be helpful.

Hyperlinkers and Location tool providers

Providers of hyperlinks and location tool services do need the extension of Articles 12 to 14.  
Fear of potential liability has several important consequences.

It interferes with the development of online services to a material and detrimental extent because it impedes the use by intermediaries of hyperlink and location tool services as they behave cautiously.  Providers are inevitably cautious in the way they manage these services as it is in practice impossible for the provider to monitor whether the content linked to is in breach of copyright or defamatory, or contains any other illegal content.   Given that hyperlinks and search engine results constitute some of the basic building blocks of the Internet, which enable end users to navigate the Internet with ease, any interference in their use has serious consequences.  

As an example, there are many links to information on third party websites such as, for example, the bbc.co.uk website – this information ranges from text, photos, brands, through to audio-visual content containing musical performances. Each type of information content contains different intellectual property rights, from a simple copyright in a literary work through to the complex bundle of rights present in a musical performance. If the information linked to infringes the intellectual property rights of a third party, then any liability must attach solely to the provider of the relevant content on the website as it is they who publish the content on the web.

Websites which link to content have no control over whether the intellectual property rights in the content have been licensed correctly or whether the content is defamatory.  Furthermore, the content being linked to could be licensed on one day but not on the next; or removed the day after it has been linked to. In either case, only the operator of the site has control over it – the provider of hyperlinks has none.  Hyperlink and location tool service providers are unable to carry out clearance work either in the areas of copyright, defamation or contempt for the entire Internet.

The caution of hyperlink and location tool providers, of which many are also ISPs,  therefore harms consumers by reducing innovation and the easy use of the Internet.  It is unlikely that the Internet would be the widely used and useful tool it is today if these links and in particular the results of search engines, were not freely available and unimpeded by concerns about liability.

It is the content provider’s responsibility to remove infringing content from websites it controls and any complainant should focus their efforts on the operator of that website.  It would be inappropriate for there to be an obligation on third parties to remove links from their websites as this would in many circumstances be disproportionate, for example where the link is to a large site (say the BBC) and the complaint is about one page on that site.

If the provisions of articles 12 and 14 are extended, ISPA believes that ISPs themselves would need further clarity given that they may be hosting websites that provide hyperlinks and possibly search engines and location tools. If for example an allegedly infringing hyperlink exists on a website, which is not hosted on the ISP’s server, the ISP would benefit from mere conduit status.  However, it would need to be clear that, where the provider of the hyperlink or search engine results is not liable following an extension of Articles 12 and/or 14, the ISP’s position as mere conduit remains unchanged.  Any notice in the context of a Notice and Take-down process would need to be served on the website owners controlling the content, not the ISP/online intermediary.  

Content Aggregators

ISPA also believes that the protection offered by Article 14 of the Directive should also be extended to cover content aggregation providers.  This is because the role of a content aggregation provider is in essence the same as a hosting provider's.  The content is provided by a third party, and is automatically displayed on the web site of the content aggregator.  The role of the content aggregator is limited to hosting content and even the editing of the layout and presentation of the content is done in an automatic way.  In those few cases where it is not, the manual editing relates only to improving presentation and layout; the content itself is not substantively modified.

Content aggregation can be implemented in different ways, but most of the methods share a common element, namely the hosting of content from third parties on the content aggregator's site.  Via an automated feed the sites receive articles from different sources the provider has partnered with, and host these articles on their site.  Users can then read the articles from the provider's page, but the content itself is provided by the news source, and merely hosted by the provider.  The process is largely automated, and thus not controlled by the provider.  However, even though the service consists of hosting content provided by others, it is highly unlikely that providers are not protected by the immunity offered by Article 14 of the E-Commerce Directive.  This is primarily because Article 14 refers to “storage of information stored provided by a recipient of the service” and that the information is “stored at the request of a recipient of the service”
. 

This is regrettable, because it places content aggregators in state of great uncertainty, as they might be held liable for material produced by someone else, whose illegality or otherwise they can have no knowledge.

The lack of control the provider has over the content becomes even more evident when one considers the example of modern content syndication technologies employed by most of the major content aggregators.   If the content aggregation is done through for example RSS,
 which enables users to syndicate content from any site on the web supporting the technology, the user of the site often himself selects the sources he is interested in without having to choose from a list of sources compiled by the content aggregation service provider.
  Thus the provider has no control over the content the user wants to see.  In fact, in an increasing number of cases, there is no contractual relationship of any kind between the source of the content and the aggregation service provider.  The lack of control and knowledge makes it unjustified that the provider can still be held liable for any potentially illegal or unlawful content.  
Question 5- Alternatively, would an extension of any of Articles 12 to 14 of the

Directive be detrimental to rights-holders and individuals? Please explain your

reasons, with examples if possible.

ISPA does not have a view on this question.

Question 6 – If you think there is a need to extend limitations on liability to

hyperlinkers and location tool providers, should this be achieved by an extension of

Article 12 or Article 14?

Any extension of the exclusion from liability needs to take into account the nature of the providers of hyperlinks and location tools.  The solution is more complex than just extending one or other of Articles 12 or 14.  An Article 12 type exclusion should protect both the provider of the links and the ISP hosting that link.  Given that the mischief of concern is perpetrated by the content owner and not by the hyperlink or location tool provider, nor by the ISP hosting the relevant site, a notice and take down process, with its possible imposition of liability, is inappropriate.  Consequently the preferred option is an Article 12 type exclusion with clarity surrounding the ISP’s exclusion of liability in hosting a site.

Question 7 – Is there any action that would give providers of hyperlinks and

location tool services the protections they seek, other than through the extension of

Article 12 to 14 to these services? Please explain your answer.

The diversity of content, which may infringe such a diverse range of law means that the only way to provide suitable protection is to extend Article 12. Without this, hyperlinkers and search tools will face the same problems as ISPs do with hosting.

Question 8 – What (if any) would be the detrimental consequences caused by the

extension of Articles 12 - 14 to providers of hyperlinks and location tool services?

I.e. would it seriously impact on your profits/ viability or provide a major irritation?

Please explain your reasons, with examples if possible.

If Article 12 is extended then ISPA cannot see any detrimental consequences for the search tool services.

The Electronic Commerce Directive

ISPA acknowledges the note on page 9 of the consultation document that the E-Commerce Regulations do not have a “prospective effect”.

However, ISPA is pleased to have assurance from the DTI that they are currently seeking to amend the existing Electronic Commerce (EC Directive) Regulations 2002, so that they are granted prospective effect. 

If you have any questions regarding this submission, please do not hesitate to contact us.

Yours sincerely

ISPA Secretariat

Internet Services Providers' Association�23 Palace Street�London SW1E 5HW





Tel: 020 7233 7234


Fax: 020 7233 7294


Email:secretariat@ispa.org.uk


Web: www.ispa.org.uk











� Article 14, e-Commerce Directive (2000/31/EC)


� Really Simple Syndication, arguably the most common technology used to syndicate articles from one source in another location.


� RSS is a good example of the legal uncertainty that content aggregators are faced with. It could be argued that RSS type services fall under the current scope of Article 14 of the E-commerce Directive, as they are requested by the “recipient of a service”. However, it could also be argued that they fall outside the scope of Article 14 and that RSS services are analogous to content aggregation and therefore not covered by the liability provision of Article 14. This uncertainty reinforces the need to provide a clear legal framework that covers all forms of content aggregation.  





