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Federation Against software Theft

Response to the DTI Consultation on the Electronic Commerce Directive (2000/31/EC): The liability of hyper linkers, location tool services and content aggregators 

(the “Consultation”)

The Federation Against Software Theft (the “Federation”) was set up in 1984 by the British Computer Society's Copyright Committee and was the world’s first anti-piracy organisation working to protect the intellectual property rights of software publishers.  Initially concentrating on lobbying parliament to revise the Copyright Act 1956, achieving success with measures in the Copyright (Computer Software) Amendment Act 1985, and in the Copyright, Designs and Patents Act 1988, it soon expanded its remit to provide an extended range of services to Members.

The Federation works on many fronts to combat software piracy and to defend its Member’s digital rights, through enforcement, prevention by education, lobbying initiatives and continuous consultation with like minded bodies committed to protecting members' intellectual property.

The Federation is a member of The Alliance against IP Theft (the “Alliance”) and broadly supports the Digital Content Forum
 submission on this Consultation. However in this paper, the Federation wishes to make certain points independently.

Federation membership includes over 20 leading law firms practising in the converging areas of IP, IT and e-commerce. Those members are known as the “Federation Legal Advisory Group (FLAG)”. In responding to the consultation, the Federation has prepared this document in discussion with its FLAG membership.

The Federation notes that the Department of Trade and Industry is seeking the views of UK business, consumers and other organisations on whether Articles 12 to 14 of the Electronic Commerce Directive should now be extended to providers of hyperlinks, location tool and content aggregation services. Articles 12 to 14 limit the liability of intermediary service providers where they act as mere conduits, caches or host of information.

We note from the Consultation paper that the DTI in response to the public consultation on the Electronic Commerce Directive (EC Directive) Regulations in 2002 stated that it did not propose to limit the liability of providers of hyperlinks, location tool and content aggregation services, but to review at a later date to see if they needed the liability limitation provisions extended to them. In accordance the DTI seeking such views now, the Federation submits as follows:

· There is no demonstrated need for extension of the EC Directive to protect hyper linkers, information tools and content aggregators from liability.  The "safe harbour" for mere conduits was enacted to deal with the problem that technical infringements can occur on the facilities of an ISP that merely provides facilities for the communications of others.  This is not the case with hyper linkers/information location tools.  Any liability for these entities would have to be based on authorisation or joint tortfeasor principles, and these principles allow the court flexibility to judge the conduct of the entity before imposing liability. 

· There is no evidence that decided case law in imposing liability unfairly on hyper linkers/information location tools.  For example, a recent case from Australia imposed liability on the basis of authorisation for a party that operated a website containing hyperlinks to infringing MP3 files, and the hosting ISP, because of the particular knowledge and conduct of those parties.  Further examples include the IFPI case in Belgium where there was liability for a directory of hyperlinks.  

· There are two main dangers in enacting a safe harbour for these parties.  One is the risk that "pirate" sites will become exempt for activity that would otherwise be infringing.  An example is the Australian case above.  Further, guidance can be obtained from the US which, when enacting its safe harbour for hyper linkers, noted the problem of "pirate directories" and legislated so that if the ISP/other entity has knowledge of the infringement, or ought to have known from obvious signs such as the name of the website (e.g. www.mp3s4free.net) there is no exemption from liability and the usual judge-made rules apply. 

· The other main danger is that an exemption will destroy the incentive for legitimate information location tools and content aggregators to take steps to police their facilities and assist copyright owners with enforcement.  The Internet Enforcement Group (IEG) 
 has made significant advances for example with eBay for example, in achieving co operation regarding take-down of infringing material.  An argument is that if eBay, for example, were given a blanket exemption from liability, this would remove eBay's incentive to cooperate with copyright owners. 

· It is also dangerous to legislate in relation to a particular technology, since the evolving nature of the technology can quickly render the legal rules unfair or even irrelevant.  The structure of hosting material on the internet today is more distributed than it was in the early days of the internet, and structures such as peer to peer, delivery from offsite FTP servers and other forms of delivery that depend on hyper linking are far more common.  It therefore does not necessarily make sense to exempt conduct based on the fact that it involves hyper linking, since the form of delivery can be irrelevant (for example in the Australian case mentioned above - the court found there was little difference between hosting the files and linking to them since the conduct was the same). 

· If there is to be any legislation to protect content aggregators/hyper linkers, it must be appropriately tailored so as to ensure that pirate hyper linkers cannot take advantage of that protection.  A model of one way to do this is in the US DMCA, which includes disqualifying conditions for entities that knew or should have known of the infringement or that gained a direct financial benefit from the infringement.

Conclusion

The Federation therefore submits that the Government must maintain the status quo as there is no technical infringement which requires the extension of the mere conduit limitation of liability. Furthermore, the Federation submits that extending mere conduit may create a legal loop hole and erode the permissions-based approach on which copyright is built allowing infringing content to proliferate in a digital world where copyright owners may become unable to control unauthorised exploitation. A reasonable balance exists between rights holders and users within the existing framework of Articles 12 to 14. If Government moves to extend mere conduit, then disqualifying conditions must be included to protect the legitimate interests of the UK’s Creative Industries.
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