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Setting up an Indemnity Scheme

Accreditation - Notes on Security Aspects for Museums &   Galleries
Background
These notes are written and distributed in support of workshops undertaken to assist those involved with the MLA accreditation process.

Threat of Criminal Activity 

Works of art, antiquities and books are still being stolen from museums, galleries and reference institutions.   Given the existence of established markets for stolen items and the fact that such objects usually retain their value, thefts will continue to take place.   

Compared to domestic and some commercial situations, museums and the like are at a tremendous disadvantage by virtue of the nature of their business.   The attention of the criminal can be drawn by publicity to the material on display and every opportunity is afforded for him to make his reconnaissance.   During open hours this can lead to a smash and grab type of attack in some institutions, but more often advantage is taken of inadequate protection arrangements to lever open display cases or remove from open displays.   

For libraries and archives theft is more often committed by those who take advantage of being able to have ‘hands on’ access to the collection.

During closed hours it is not uncommon for the criminal, having recognised the existence of an intruder detection system and with the prior knowledge gained of the precise whereabouts of the items he seeks and physical security weaknesses, to make a rapid attack and then escape with the proceeds well before the police attend in response to the alarm system.   Increasingly these attacks take place through upper floors and roofs following improvements made over the years. 

Regrettably, in any institution sometimes the thief can be a member of the staff, but a contractor or plausible researcher can also take the opportunity to steal. 

While extraordinary events will draw intensive media attention, it should not be forgotten that day to day criminal activity, which attracts far less publicity, is a more common threat.

Assessing the Level of Threat from Criminal Elements
Before policies and procedures can be defined for any individual institution, it is important to identify the potential scale of the threat.   Identifying this is very much influenced by the attractiveness, value and portability of the collection, although the nature of the institution’s surroundings and any history of crime or incidents will also play a part.

Because circumstances will vary so widely the application of some form of scale is not easy, but by taking the factors identified during the workshop into account it should be possible to say in broad terms whether the threat is high, medium or low.   An institution that has suffered a burglary or robbery with the loss of some masterpieces from a collection that has other similar works must consider the potential level of threat to be high.   In such circumstances the success of the criminal has demonstrated to others that there are rich pickings to be had and there are weaknesses in the security.   For a comparable institution with a similar collection, but possibly not with the same bitter experience or security weaknesses, it would be right if it put itself in the medium category.   The institution with a far more modest collection, but possibly with the good fortune of having a particularly strong building with a good investment in security over the years could put itself in the low category. 

Risk Assessment for the Threat of Crime
In assessing risk account needs to be taken, as relevant, of:

Buildings and Site

· Any perimeter to grounds
· The shell of the building and its apertures
· Any presence of security staff for 24 hours

· Any staff in residence

· The requirements for an intruder detection system

· How security lighting might be used 
· The impact of commercial functions or any mixed use

· Zoned areas (including temporary exhibition galleries and stores), internal doors and the need for access control

· How CCTV can be effectively applied 
· Arrangements for key management and operating procedures

Collections on Display
· The method of display 
· Invigilation levels
· The use of CCTV
· Arrangements for readers

Collections in Stores, Offices and Off-site
· Concentration of material in stores

· For off-site stores the relevant points made above under ‘Buildings and Site’

· The need for collection material to be in offices

Security of staff and visitors
· Opening and closing of building

· Lighting at point of exit and to means of transport
· Lone working

· Conflict management

· Alarm system
· Evacuation

Countering the Threats
By paying attention to the areas listed above there is much that can be done to reduce risk.   Competitive insurance premiums for museums compared to commercial activity and the steadily reducing incidence of crime over the years are indications of success, but it would be very wrong to be complacent. 

The aim should be to have:

· Buildings with strong physical security

· A means of detecting any unauthorised intrusions 

· Secure arrangements for displays and exhibitions 

· Monitoring of the collection during open hours

· Well-defined security procedures
It may not always be possible to achieve the ideal for all of these elements.   For example, the listing of the building as being of architectural merit may inhibit the type of physical security measures that can provided.   In such cases compensation will have to be sought in other elements of the security equation.
Security Measures
Perimeters

A well-designed and well-maintained perimeter fence or wall provides a first line of defence.   It can also serve as warning of approach to the premises, especially if monitored by alarms and CCTV.   The presence of bright security lighting, particularly if it is triggered by PIR detectors, provides a cost-effective deterrent in these defined areas.
Building Protection

An efficient intruder detection system will quickly identify an intrusion into a building and cause a message to be passed for the police to respond, but it provides no form of resistance to the intruder.   This can only be done by physical means, which can deter and often defeat the intruder, or at least buy time for police to attend in response to the activation of the alarm.   
The nature of the collection, its value and its portability will influence the degree of protection provided, but the shell of the building must in all cases be of substantial construction.   Brick, stone or concrete materials generally provide the best resistance to forcible attack.   Openings in the shell, such as doors, windows and skylights, must be reduced to the absolute minimum and those remaining strengthened to deter and delay entry.
Door Defences*
A variety of different degrees of protection can be provided to doors and their openings.   To be sufficiently strong to withstand a fairly forcible attack an exterior door must at least be made from solid hardwood or of solid hardcore construction.   Further strength to meet higher risk can be provided by using steel doors of varying thickness or ones with a steel sheet insert.     A doorframe must always be capable of carrying its door and be of at least equal strength.   Security doors and frames are available in their own purpose-made sets.
Glazed doors to the exterior must always be regarded as weak, and therefore need to be supported by a secondary system such as steel roller shutters, expanding steel gates or high quality laminated security doors fitted inside the primary door.   If designed and installed with care, these can be cost-effective and aesthetically acceptable.
Window Defences*
The options for the protection of windows are: security glazing, bars, grilles, roller shutter and sliding collapsible gates.   Where possible secondary devices should be fitted internally in order that they may be monitored on the intruder detection system.
Intruder Alarm Systems*
An intruder alarm system is limited if entry to and escape from the building can be effected before the responding authority arrives on the scene, but if it can give an early signal of an attack as the burglar attempts to defeat the building’s physical defences and this gives the appropriate authorities the best opportunity to respond effectively.

It is imperative that the signal is safely transmitted to a monitoring agency.   Reliance cannot be put on systems that cause an external sounder to activate in the hope that the thief will be frightened off.   Even if a member of the public should alert the police of an alarm operating they will not respond unless there is some other indication that a burglary is taking place.   An automatic system using a monitored telephone line (e.g. BT RedCare) to an alarm-receiving centre, which in turn alerts the police, is essential.   An automatic system is now so crucial where valuable collections are involved, that if the system is temporarily lost for any reason then a human presence must be provided in its place.
Access Control*
There will always need to be some form of control to prevent visitors moving freely into restricted areas.   In most museums this can take the form of digitally operated locks

Protecting and Monitoring the Collection during Open Hours
Display Cases*
Wide range available from those just to keep the dust off to ones with high attack resisting capabilities.   
Other Means of Securing Objects
Paintings generally do not lend themselves to being displayed in casing, but there are securing systems, the most commonly used being mirror plates and security screws.   The placing of furniture and barriers can also assist and the use of non reflective glass in difficult areas is another option.
Small objects not in cases can sometimes be secured by wire, but distancing from reach can also be useful.

Invigilation*
Without doubt the most effective means of achieving the purpose, but the availability of resources will usually mean that the ideal is never achievable.

Alarms*
There is a wide range of alarms now available that can monitor paintings, display cases, areas protected by barriers and even free standing objects.   Sophisticated systems that use alarms in conjunction with CCTV are now available.   
CCTV*  

CCTV is not the panacea to the threat of crime as is often perceived, but it is an effective aid, especially if its application is thought through very carefully.     Detailed guidance is available on the MLA website.   However, it would be right to say that as it is now so commonly used that any premises with valuable property not having such equipment could become particularly vulnerable.   A more than useful aid to invigilation.   
Collections in Store, Offices and Off-site
Collections in store can form a concentration with a higher level of risk than elsewhere.   This will usually mean a corresponding higher level of protection carrying over many of the principles established above.   In general offices are not appropriate areas in which to keep collection material.   If this is the case then similar means of protection to collection areas will be appropriate.

Security of Staff & Visitors
Conflict Management
In general conflict with those attending these institutions is low, but where experience dictates otherwise employers should consider conflict management training that is available from specialist companies.

Lone Working

In general lone working by staff is not desirable, not only from the risk of crime but in case of illness.
Locking and Unlocking
These can be vulnerable times.   Where possible two members of staff should be available, points of exit and areas leaving the building should be well lit and staff should know about operating the alarm system to indicate duress.
Visitors

In the main the safety of visitors is accounted for by arranging the collection in a safe manner, by ensuring that the dangers from fire or properly minimised and sometimes through the control of numbers.    

* See specific advice given on the MLA website at www.mla.gov.uk
Note: Every effort has been made above to include the key points in relation to security, but more detail is also to be found in the publication Security in Museums, Archives and Libraries - A Practical Guide, which is on the MLA website.

FIRE PREVENTION AND DETECTION

Although the threat of fire was not covered fully in the workshop it is a major threat and those who attended the workshop might find the following points useful.
Risk Assessment for the Threat of Fire
Over the years there have been numerous examples of collections being destroyed by fire.   So often collections are housed in buildings constructed when far less was known about fire prevention and detection than is the case today.   Without detection several hours can pass before a fire becomes apparent in an unoccupied building, which can lead to a large-scale loss.

As places of public resort all premises should have been the subject of professional assessment, but so often the advice is not followed, as should be the case.   Self-assessment can take the form of checking that the points previously advised by the Fire Officer or set out in any fire certificate.   These will include the maintenance of fire extinguishers, keeping exit routes clear, keeping fire doors closed as well as identifying any risks arising from smoking, old wiring, electrical installations of unknown standard and the unnecessary or unprotected storage of inflammable materials.
Reducing Risk by Design 
Buildings should be designed or adapted to minimise the risk of fire and to prevent its spread.
Fire Precautions

Reducing the risk of fire by good housekeeping, as promoted by fire prevention officers in their training schemes, can bring major benefits.   Regular cleaning and removal of waste products and an inspection system to check that the building is safe when locked up at night are essential.   Many fires are caused by the misuse of electrical appliances such as heaters and the careless disposal of cigarette ends.   These potential causes of disaster can be easily eliminated if daily inspections are instituted as part of a good housekeeping regime.
Hand-held Fire Extinguishers

The local fire prevention officer will advise on the appropriate types of hand-held fire extinguishers for areas where different types of fire are likely to occur. 
Detection*
Without early detection, entire collections and buildings can be lost.   It is therefore absolutely essential to have an automatic fire detection system that will give an early indication of the presence of fire.   These systems that detect smoke and/or heat will cause a local audible alarm to sound to cause an evacuation, but can also cause an activation to be sent over the telephone line to an alarm receiving centre for a response from the local fire service. 
Contractors

The presence of contractors can bring additional hazards.   Specialist advice should be sought before dangerous work (e.g. with hot materials) is undertaken to ensure the safety of personnel and property is taken into account.
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