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From: The Chairman, The Rt. Hon. Paul Murphy, MP

INTELLIGENCE AND SECURITY
COMMITTEE

70 Whitehall
London SWI1A 2AS

ISC 231/2007 4 December 2007

Rt. Hon. Gordon Brown, MP
Prime Minister

10 Downing Street

London

SWIA 2AA
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I enclose the Intelligence and Security Committee’s Annual Report for 2006—-2007.
In producing the Annual Report, we have examined and taken evidence on
matters within our general oversight remit. This includes the policy,
administration and expenditure of the three intelligence and security Agencies;
the work of the wider intelligence community; and the ban on the use of intercept
as evidence in court.

The Committee has held 49 formal sessions and 19 other meetings since we last
reported in July 2006. In addition to this Report we have also spent a significant
proportion of the year conducting a detailed inquiry into Rendition and our
Report on this matter was published in July. We have also, since May this year,
been carrying out a thorough investigation into the links between the CREVICE
plotters and the 7 July London bombers, in the light of evidence that emerged
from the CREVICE trial. We hope to report on this matter next year.
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The Intelligence and Security Committee (ISC) was established by the Intelligence
Services Act 1994 to examine the policy, administration and expenditure of the Security
Service, Secret Intelligence Service and Government Communications Headquarters.
The Committee has developed its oversight remit, with the Government’s agreement, to
include examination of the work of the Joint Intelligence Committee and the Intelligence
and Security Secretariat, which includes the Assessments Staff in the Cabinet Office. The
Committee also takes evidence from the Defence Intelligence Staff, part of the Ministry of
Defence, which assists the Committee in respect of work within the Committee’s remit.

The Prime Minister, in consultation with the leaders of the two main opposition parties,
appoints the ISC members. The Committee reports directly to the Prime Minister and
through him to Parliament, by the publication of the Committee’s reports.

The members are subject to Section 1(b) of the Official Secrets Act 1989 and have access to
highly classified material in carrying out their duties. The Committee takes evidence from
Cabinet Ministers and senior officials — all of which is used to formulate its reports.

The Committee is required by the Intelligence Services Act to produce an Annual Report
on the discharge of its functions, which the Prime Minister is required to lay before
Parliament. The Committee can produce other Reports on specific topics. When laying a
Report before Parliament, the Prime Minister, in consultation with the Committee, excludes
any parts of the Report (indicated by the *** in the text) that would be prejudicial to the
continuing discharge of the functions of the three intelligence and security Agencies. To
date, no material has been excluded without the Committee’s consent.
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INTRODUCTION

1.  There remains a serious and sustained threat from international terrorism to the
UK and its interests overseas, the most significant being from al-Qaeda and associated
networks. The period since we last reported has seen an exceptional workload for the
intelligence and security Agencies, whose focus has been, of necessity, on countering this
threat.! The Agencies and police have successfully disrupted a number of terrorist plots,
including the alleged airliner bomb plot in August 2006, and the alleged plot to abduct
and murder a British Muslim soldier in the West Midlands in February 2007. This year
has also witnessed the successful convictions of five men involved in a plot to detonate
a fertiliser bomb in 2004, seven men involved in attack planning associated with Dhiren
Barot, four men who attempted bomb attacks on the London transport system on 21
July 2005, and three men for incitement to murder (the first convictions of this type for
internet-based extremism). These plots serve to underline both the seriousness and the
scale of the terrorist threat the UK is facing.

A. We would like to record our thanks and praise to the staff of the intelligence
and security Agencies, as well as the police and our overseas partners, for all their
hard work.

2. Recent attempted attacks have shown that, despite the hard work of the Agencies
and the increased resources at their disposal, there is no guarantee that attack planning
will be detected, or that attacks will be prevented. To give an idea of the scale of the threat,
there are approximately 200 extremist networks currently under investigation, some of
which have both the intent and capability to carry out attacks against the UK or UK
interests overseas. There will be still others about which little or nothing is known.

3. The Committee recognises the need to focus on the terrorist threat. We note, however,
the proportionate reduction in resources dedicated to tackle other areas. These include:

PR TT
*#* (in the case of the Security Service);
PR T

*#% (for the Secret Intelligence Service (SIS)); and
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*#%  (in the case of Government Communications Headquarters (GCHQ)).
The Security Service told the Committee:

[ think the scale of the international terrorist threat at the moment is such, and the
consequences if we are unable to manage it successfully nationally I think are so
severe, that we have not had any choice but to prioritise [over other] areas.

! The Committee last reported in July 2006. This Report covers matters up until October 2007.



Some of the changes I suspect probably will not quickly reverse. I suspect we will
be quite slow to get back into serious crime work, for instance... [On areas] such
as counter-espionage, I think we have to continue to look at this on a fairly regular
basis.?

B. We are concerned that aspects of key intelligence and security work are
suffering as a consequence of the focus on counter-terrorism priorities. We believe
consideration may need to be given to separate, additional funding to maintain the
Agencies’ capabilities in these areas.

Work programme

4.  The Committee has held 49 formal sessions and 19 other meetings since we last
reported in July 2006. During this time, we have conducted three major strands of work:

® A significant proportion of the year was spent conducting a detailed inquiry into
Rendition — our Report on this matter was published in July.

® In May this year the Prime Minister asked the Committee, and the Committee
agreed, to examine the links between the CREVICE plotters and the 7 July
London bombers, in the light of evidence that emerged from the CREVICE trial.
We are carrying out a thorough and wide-ranging investigation, re-examining
earlier evidence and holding new evidence sessions.

® We have also examined and taken evidence on matters within our general
oversight remit. This includes: the policy, administration and expenditure of
the three intelligence and security Agencies; the work of the wider intelligence
community; and the ban on the use of intercept as evidence in court.

5. Those we have taken evidence from in connection with the above include the
Foreign Secretary, the Home Secretary, the Attorney General, the Independent Reviewer
of Counter-Terrorism Legislation, senior members of the West Yorkshire and Metropolitan
Police Services, and senior officials including the Cabinet Secretary, the Permanent
Secretary, Intelligence, Security and Resilience, the Heads of the Agencies, the Chief of
Defence Intelligence and the Head of the Serious Organised Crime Agency (SOCA). The
Committee also held a seminar to consider radicalisation and ***. We also held informal
discussions with the Interception and Security Services Commissioners.

C. We wish to note that whilst the Agencies themselves handle the Committee’s
requests for information promptly, our work this year has been hampered on occasion
by government departments failing to keep the Committee formally informed of
changes relevant to its work.

6.  Aspart of the Committee’s programme of reviewing different oversight systems, we
attended:

e the International Intelligence Review Agencies Conference held in South
Africa;

2 Oral evidence — Security Service, 16 January 2007.



e the Conference of the Parliamentary Committees for the oversight of intelligence
and security services within the European Union held in Romania; and

e the International Symposium on intelligence oversight hosted by the
Netherlands.

In terms of bilateral discussions, we visited the United States and hosted visitors from
Argentina, Australia, Canada, Slovenia and Switzerland.

7 skksk
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Proposed reform of the Intelligence and Security Committee

8.  The Prime Minister’s Green Paper on The Governance of Britain contained
suggestions as to how this Committee might be strengthened to maximise the effectiveness
of its scrutiny role, whilst reinforcing its relationship with Parliament. Extracts from the
Green Paper and relevant statements in Parliament are included at Annex A.

9.  We welcome moves to improve accountability of this Committee to Parliament.
The work of the Committee has grown and developed since its inception in 1994; after
13 years it is right to take stock and consider whether the legislation accurately reflects
the remit and powers of the Committee, and whether change is now needed in the new
post-9/11 and 7/7 world. We have formulated our proposals to ensure that the Committee
continues to provide effective oversight of our intelligence and security Agencies, and
have submitted these to the Prime Minister.

10. One of the areas under discussion is that of access to sensitive documentation.
The legislation currently allows for the most sensitive material to be withheld from the
Committee at the discretion of the Heads of the Agencies or the Home Secretary or Foreign
Secretary. We note that, since the Committee was formed in 1994, there has only been one
case in which access to papers has been requested and refused. This has been detailed in
Annex B to this Report. The Committee believes that, particularly in light of its recent
enquiries into Rendition and the links between the 7 July bombings and the fertiliser
bomb plot, it is vital that it can have access to relevant documentation, where necessary.



THE AGENCIES

Single Intelligence Account

11.  2006/07 saw a further increase in the Single Intelligence Account (SIA), from which
all three Agencies are funded. This was in addition to the £85 million made available over
three years (2005/06 to 2007/08) by the Chancellor in his 2005 Pre-Budget Report.

12.  In his Budget Report to the House of Commons on 21 March 2007, the Chancellor
announced a further £86.4 million for the Agencies to accelerate the development of
their counter-terrorism capabilities. It is hoped that the extra resources will strengthen
partnerships between the Agencies and the police, and improve data exploitation
capabilities.

13.  The Chancellor announced the outcome of the 2007 Comprehensive Spending
Review (CSRO07) in October 2007. The settlement for the CSR07 period provides a total
Departmental Expenditure Limit (resource plus capital net of depreciation) for the SIA
of £1,855 million, £2,009 million and £2,147 million for 2008/09, 2009/10 and 2010/11
respectively. This represents a substantial real-terms increase in budget and demonstrates
a commitment on the part of the Government to continue efforts to build counter-terrorism
capacity in the Agencies.

14. The chart below illustrates the real-terms growth in expenditure for the Agencies
over the decade since 9/11 (based on 2006/07 prices).?

£m SIA real-terms growth since 2001 (2006/07 prices)
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3 The chart shows actual expenditure up to 2006/07, predicted expenditure for 2007/08 and planned expenditure for 2008/09 to
2010/11 (as agreed at CSR07). The high capital figure in 2003/04 reflects a one-off spend on new accommodation. The figures
have been adjusted to 2006/07 prices to enable a more appropriate comparison.



15. The following table shows the actual and predicted expenditure for the period
2005/06 to 2008/09.*

Expenditure in millions (£) Actual Actual | Predicted Planned
2005/06 2006/07 | 2007/08° | 2008/09¢

SIA Resource 1,251.2 1,405.5 1,570.3 1,765.0
total’ Capital® 204.1 221.8 297.3 310.0
SIA level Resource - ek ek ek
adjustments’ Capital _ ok s ke s e3¢
GCHQ Resource s L s s -
Capltal seskosk koo sk sk

SIS Resource skskosk skskosk keskosk kskosk
Capltal skesksk sk skesksk skesksk

Security Service | Resource okow okow rox rox
Capltal okosk okosk koksk ek

D. We welcome the increase in the Single Intelligence Account for the next three
years: it responds to the increased scale of the threat, and the growth of the work
needed by the Agencies to counter it. The Committee intends, in the coming year,
to investigate the allocation of the increased CSR07 settlement between the three
Agencies and the associated spending plans.

Security Service

16. The Security Service Resource Account for 2005/06 was agreed by the Comptroller
and Auditor General in July 2006. The Service increased its spend during 2005/06 by
nearly 29% against 2004/05, spending around £*** against £*** the previous year.

Counter-terrorism

17. The Service received £*** over three years from the November 2005 Pre-Budget
Report and a further £%** from the £86.4 million announced by the Chancellor in March
2007. These additional funds will be used to strengthen counter-terrorism capability and
to sustain the current intensive operational effort. It will also fund intelligence collection
and surveillance improvements, including *** against difficult targets.

* The Committee considers in detail the approved accounts for the Agencies. Due to the timing of Reports, the Committee always
considers the previous year's accounts. Therefore, for this 2006—2007 Annual Report, the detail is given on the 2005/06 accounts.
The table shows actual expenditure up to 2006/07, predicted expenditure for 2007/08, planned expenditure for 2008/09, and
includes the Pre-Budget Report 2005 settlement.

> Funding in 2007/08 includes additional counter-terrorism funding announced in Budget 2007.

¢ The planned expenditure figures for 2008/09 include the CSR07 settlement. Individual Agency allocations for 2008/09 are provisional.

7 SIA totals include funding for the ***.

8 The capital figures refer to net cash expenditure on fixed assets.

Y The SIA “level adjustment” in 2006/07 is an end-of-year accounting adjustment on consolidation. The level adjustment for
2007/08 includes central funding for SCOPE, Information Assurance and BBC Monitoring.



18. In March 2006, the Service was allocating 53% of its operational effort (around
£#** of resource) to international counter-terrorism (an increase of 11% on the previous
year), and 14% to protective security (largely related to international counter-terrorism
work). Subsequently, the former Director General updated this, saying:

We have agreed a package of measures that will increase [international counter-
terrorism] to around 80% of our total (currently 70%) effort through the reallocation
of over 100 existing and newly recruited staff. This will be achieved through a
reduction in [other areas of] work... [which is not] welcome, but the *** OVERT
and its strategic significance compels us to make hard choices..."°

19. The Committee recognises the scale of the challenge the Service is facing (the
Service currently has around 200 networks — some 2,000 individuals —under investigation)
and agrees on the need for additional funding. It is, of course, important that the funds
are spent in the right way and that they are maximising the Service’s capability. When
questioned on the impact of the budget increase, the former Director General said:

sk
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Administration

20. The former Director General told us “my main concern has been, and still is, we
do not have enough people to do the job”.” Therefore, with these increased resources
at its disposal, the Service has run an ambitious recruitment programme. At the time of
publication, the total number of staff in the service is around 3,200, with a further 690
individuals (including in Northern Ireland) due to be recruited over 2007/08.

21. There are a number of risks associated with significant expansion programmes. One
of these is the possible reduction in the overall quality of personnel — a case of quantity
rather than quality. The former Director General was, however, clear that standards must
be maintained:

[Maintaining standards] is incredibly important because people get access to secrets
and responsibility and the capacity to make a major [mistake] very early on.

That is always a strain upon faster growth. When I am criticised for not growing
faster than we have, there is a balance to be struck here. At the moment we are able
to attract very high calibre recruits and I hope that will last. We can be extremely
choosey about who we take and good people are joining us."

22. One of the results of the ambitious recruitment programme is an increased demand
for training. The Service launched its training academy in January 2006 to boost levels

10" Letter from the Security Service, 16 October 2006.
" Oral evidence — Security Service, 16 January 2007.
2 Ibid.

3 Ibid.



of learning and development activity and improve the quality of training provision. The
academy delivers a structured and flexible curriculum that ensures training is tailored
to the skills requirements of the Service and its business. A formal mentoring scheme
has also been introduced to facilitate the smooth introduction and development of newly
recruited staff into their teams.

23.  Another risk of expansion on which we commented in our last Annual Report is
the possible inability of corporate services to keep up with the growth of the organisation
as a whole. The Service has recognised this risk and has embedded project management
capabilities in its capacity-building projects to ensure that this risk is minimised.
Capacity-building projects taken forward during 2006/07 include: improving support
to the surveillance fleet; overhauling the Service’s secure communications network; and
further developing the Service’s ability to exploit information in support of operations.

24.  Further administrative improvements include a major new £*** software application
project to overhaul the Service’s human resource, finance and reporting functions. Based
on existing, off-the-shelf software, the programme will offer a computer and database
management facility on which much of the Service’s administrative, corporate, and
financial planning will depend. The former Director General said:

[1t] is a project that we believe is overdue to help us run all the things to do with a
much bigger workforce; in other words, using it to map skills, promotions, transfers,
expenses, etcetera. We have systems for all of that but they are old systems. They
make it difficult for a senior manager to pull all that information together. '

E. The Committee is reassured that the Security Service is managing to minimise
the risk that inevitably accompanies a rapid growth in staff numbers.

25.  We note, however, that the Service used significantly more consultants during
2006/07 — spending around £*** on work on information technology (IT) development
and buying in project management skills. The former Director General acknowledged
that this was not ideal but said there had been no other option to ensure that the Service
delivered the capabilities required to meet the threat:

Faced by a very significant gap between the scale of the problem we are addressing
and the people to address it, we have used consultants to do some things which might
previously be done by staff. This is expensive, but we have done this consciously
because of the requirement really to do a great deal of energy on the operational

side.”

The Service told the Committee that it intends to provide greater detail on spending on
consultants, and what they have delivered, in next year’s accounts and we will return to
the matter then.

" Ibid.
> Ibid.



Northern Ireland

26. On 10 October 2007, the Security Service assumed the lead role for national security
in Northern Ireland (as part of the process of normalisation of policing and security with
the rest of the UK). The Service’s new headquarters in Belfast (known as Loughside)
was completed on time and within the £*** budget. Loughside is part of the Service’s
regionalisation strategy and also provides an important contingency capability in the form
of a back-up for Thames House.

27. Last year, the Committee expressed concern that funding arrangements for national
security in Northern Ireland had not yet been agreed between the Service, the Northern
Ireland Office (NIO), the Ministry of Defence (MoD), and the Treasury. Since then,
negotiations have been successfully concluded. The NIO has agreed a transfer of £%** per
annum and the MoD a transfer of £%** per annum. The CSR07 settlement for the Security
Service includes these sums. The Committee has also been told that formal agreements
are now in place between the Service and its partners in Northern Ireland and that these
cover the provision of staff, funding, surveillance support, and other resources to the
Security Service.

Regionalisation

28. The Service has continued its regionalisation programme this year. Its presence in
the Midlands, North East, North West, South, East and Scotland grew in 2006/07 and new
offices were opened in the South East and Wales during this period. By 2008, regional
stations will house three times the number of staff originally planned.

29.  We have been told that close liaison with police forces has enabled the stations to
make a significant contribution to counter-terrorism work. The nine arrests in Birmingham
at the beginning of February 2007 are an example of where the regional capability of the
Service has greatly helped police to carry out counter-terrorism operations. The former
Director General said during the case:

It is clear to me that having an established station in [the West Midlands] that is
able to work very closely with both the Special Branch and the CT unit in [the West
Midlands] on this case is extremely helpful for coordination which involves also the
Met. So having that sort of coordinating function... is of real value.'®

F. The Committee has been impressed by the speed at which the regionalisation
programme has been carried out and the clear benefits it has brought.

Secret Intelligence Service

30. The SIS 2005/06 Resource Account was agreed by the Comptroller and Auditor
General in July 2006. SIS spent £*** of resource over 2005/06, an increase of 3.6% over
the previous year. (This contrasts sharply with the Security Service whose expenditure
increased by nearly 29% over the same period.)

15 Ibid.
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31.  Much of the £#** additional funding allocated to SIS in the 2005 Pre-Budget Report
was used to enhance front-line counter-terrorism operations overseas — particularly in
*** — and to develop the capacity of liaison services in priority countries. This work
has continued through 2006/07 and has included projects in % ks stk ko ook
and *** with further capacity-building work planned in key areas of the *** region and
the *** The funding has also enabled SIS to put more personnel on the ground in areas
where British forces are operating. The Service’s £%** share of the further £86.4 million
announced by the Chancellor in March 2007 will be used to improve the intelligence
picture of the links between overseas and UK-based terrorist networks.

Counter-terrorism

32. SIS reprioritised its resources after the London bombings in July 2005 to provide
a greater focus on the international dimensions of terrorism. Operation OVERT (the
summer 2006 alleged airliner bomb plot) — with which SIS was heavily involved — led
to an acceleration of this work. Changes have included a reduction in *** work in ***;
a reduced number of operations in the *** region; the closure of two stations in ***; the
transfer of serious crime work to SOCA; and the suspension of operations directly related
to economic wellbeing.

33. The resource released by these changes has enabled SIS to strengthen its coverage
and operational capability in key aspects of international counter-terrorism:

We are now engaged in a range of counter-terrorism work; direct pursuit of terrorists,

*E% capacity-building with key [countries,] and — this is an absolutely vital point
skskok

skesksk

*#% So put like that and defined like that, this takes up about 56 per cent of our
effort... and it is rising."’

34. SIS has improved its *** and its understanding of the factors that have the potential
to affect radicalisation and extremism in the UK. The Chief of SIS told the Committee
“we have to think creatively”.'® He said that a specialist operational team had been created
within SIS:

to illuminate... the interface between al-Qaeda and radicalised British Muslims,
essentially to catch the connection between... the domestic aspect of the threat and
the overseas aspect of the threat ***1

35. A further change is the increased proportion of SIS’s total operational front-line
staff now working in joint operational teams with the Security Service. This has increased
by a further 4% against 2005/06.

7" Oral evidence — SIS, 23 January 2007.
8 Ibid.
" Ibid.
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36. SIS’ greater focus on counter-terrorism has led to a significant increase in the
number of direct “disruption operations” against terrorist targets throughout the year.
The total number of these operations has increased by almost 50% compared with the
previous year, and the number of these operations judged to have caused “significant
disruption” to the terrorist targets has almost doubled.

Non-counter-terrorism work

37. With the formation of SOCA, SIS has been able to withdraw from some of its non-
counter-terrorism responsibilities. One of the areas in which SIS has retained a significant
interest is counter-narcotics work —both in areas where it is closely linked to SIS’s counter-
insurgency work (for example, in ***), or where it is of such political value to partner
countries that withdrawal could undermine SIS’s wider relationships with the intelligence
and security services of those countries (for example, in ***),

38.  Where operations are linked to counter-insurgency, SIS has continued its levels of
activity and investment, with very limited involvement from SOCA. Where SIS judges
that withdrawal would have political consequences for wider relationships, SIS is aiming
to maintain the overall political management and control of the more sensitive operations,
whilst transferring day-to-day practical management to SOCA, the police or HM Revenue
and Customs (HMRC), thus lowering the investment but maintaining a strategic interest.
Speaking of this latter type of operation, the Chief of SIS told the Committee:

We have had a heavy SIS investment... and remarkable success for that investment.
We have become deeply involved in the setting up and management of quite complex...
operations. Now these have been established, there clearly is an argument for saying
“well, the management and running of these is not something which naturally falls
to SIS. It is certainly something which could in theory be done by SOCA.”

At the same time, they are so important, they achieve such results, they have such
a strategic impact, and therefore they have such a political profile that they are not
just police operations. They have real political and strategic significance. For us to
Jjust pull out of them would risk, first of all, undermining the bilateral relationship
quite seriously... and secondly, cause them maybe to lose their strategic focus...

If you succeed in taking down a major figure or a major network or a major... agro-
industrial combine which is at the centre of massive money laundering and drugs
related activity, then you can begin to think that you are having some strategic

effect.”

39. SIS is also maintaining and reinforcing its work on other non-terrorism-related
threats to British interests. The Chief of SIS told the Committee:

On *** that has been effective and it is a good story. On *** it is getting better
but we need to do more. Again, it is a key point in terms of the management of the
Service. We are able to identify and resource, although not always as much as 1
would like, major intelligence issues and targets which are separate from the drive
on CT...

2 Ibid.
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The *** have reminded us *** we need to worry about *** too. I do not need to
argue that case anymore in the way that I had to in the past... In fact we manifestly
need to reinforce our efforts against these sorts of issues.*!

Administration

40. In SIS’s 2005/06 accounts, the National Audit Office (NAO) had highlighted two
cases where there had been errors in the reporting of payments made to agents (this
problem had also been uncovered by SIS’s own internal audit procedures). The problem
was associated with incomplete “contact reports” which should record, amongst other
things, any cash or benefits provided to the Service’s agents from public funds. The Chief
of SIS told the Committee:

It is that the audit trail that lay in place was not as good as it should have been
because payments made to agents, which should have been recorded in substantive
contact reports, were not, because the contact reports were not completed...

So in effect, we had an incomplete record of dealings with agents and a compromised
audit trail in an area where we really do not want it. Clearly, we have got to
be completely confident in that particular area that we have got the trail really
tied up.

41. In response to questions as to what was being done to resolve the problem and
ensure that it did not happen again, the Chief of SIS told the Committee:

We have made quite an issue of this internally. We have... republished the standing
instructions and we have re-emphasised regularly in all operational training
courses and briefings the absolute importance of ensuring the contact notes are
always completed... We have also got budget managers carrying out regular checks
of contact reports to confirm that the payment details are correctly reported. So we
have a checking system in place.**

G. Payments from public funds, including payments to agents, must be properly
managed and recorded. We are pleased that steps have been taken by SIS to correct
this problem and will monitor compliance and accuracy levels in the future.

42. During 2006, SIS has made some changes to its organisational structure, which was
in danger of becoming outdated as the challenges it faces evolved. SIS has realigned its
internal “Controllerate” divisions to reflect new priorities. In some areas, this will involve
a *** These changes build on the new arrangements for the recruitment and management
of operational officers (discussed in our 2005-2006 Annual Report) which have generated
a larger and more flexible pool of operationally deployable staff. The forthcoming year
will be the first test of these new arrangements.

2l Ibid.
22 Ibid.
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43. SIS currently has around *** permanent staff, with a projected growth of about
5% per annum.?® Although the Service is not growing as dramatically as the Security
Service, the changes discussed above — and the increasing ratio of new to experienced
staff — still pose a risk to the corporate culture of the organisation. The Chief of SIS told
the Committee:

Any growth carries risk, particularly to a sensitive sort of delicate structure and
system like ours... at the end of, let’s say [the next] five year period, a substantial
proportion of the Service's staff will be quite inexperienced... and there will be a
disconnect between that inexperience and then the ability of the more experienced
part of the Service to manage that and to control it and to direct it. And obviously
a Service like ours cannot afford to flip-flop around with weak management,
particularly middle management, which is where the risk is likely to be most
intense...

I have to say, I am less worried about it this year than I would have been last year...
And that is based upon what I have seen of our ability to grow and absorb staff in
the intervening period. We are getting better at it... So I am more comfortable about
that than I was, but we have to watch it very carefully.

In terms of the actual culture of the Service... again, I think that we can manage that.
The culture in the Service is extremely strong and I find that most people coming in
are very ready to take much of it on.**

44. A staffing issue that remains concerning, however, is that of retirement ages. The
Civil Service retirement age is due to increase to 65 over the coming years. The Committee
touched on the issue last year and returned to it again this year, asking the Chief of SIS
about the implications of this for SIS staff. We were told that, should this change be
implemented in SIS, it could pose problems in terms of overseas deployment of staff and
effective intelligence gathering, but that the matter would be kept under review.

45. Another issue the Committee returned to this year is that of business continuity —
in particular, the Committee discussed SIS’s arrangements for backing up its data. The
Committee has been told that the Service’s ***. We last discussed this matter with the
Chief of SIS in January 2007 and, at that stage, a more secure and modern solution to
these — in our view — unsatisfactory arrangements had still not been implemented.

H. We conclude that there has been a lack of progress regarding the business
continuity of SIS system back-ups. We also note that issues surrounding SIS’s
retirement age and pensions policy appear to have not yet been resolved. The
Committee recommends that these matters are now given a greater priority.

2 This number includes ***.
2 Oral evidence — SIS, 23 January 2007.
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46. In2005/06, GCHQ’s net operating costs rose to £*** — an increase of 11.7% against
2004/05. Its Resource Account was agreed by the Comptroller and Auditor General in
July 2006, and the NAO has noted that GCHQ continues to build its track record of
accounting excellence. GCHQ was also allocated an additional £*** in the 2005 Pre-
Budget Report.

47. GCHQ’s £%** share of the further £86.4 million announced by the Chancellor in
March 2007 will be channelled predominantly toward additional recruitment in key areas.
Reflecting the need for ever-closer working on counter-terrorism operations, the funding
will enable GCHQ to deploy more analysts into the Security Service and other partners
working on counter-terrorism. The additional funding will also be invested in enhancing
their technical capabilities in areas such as target discovery and the internet.

Counter-terrorism

48. Recognising a need to strengthen its counter-terrorism capabilities, GCHQ
reallocated resources throughout 2005/06 to cover terrorist targets. This work was often
manifested through direct support to key Security Service investigations —notably OVERT,
for which GCHQ temporarily diverted significant resources to support the operation. The
Director explained the close correlation between GCHQ’s work and that of the Security
Service:

How much we need to grow will depend more or less on how much ministers decide
to grow the Security Service. So our CT capability will need to keep pace so we
can support the number of operations there that they are running... By 