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To: IT Strategy Project Team
Subj ect: Transfornati onal CGovernnent

Identity cards

What the Governnent needs to be able to do is identify *citizens*
and, where a person is able to create a "bionetric" card ... another
person is alnpst certainly able to create a *fraudul ent* one

What the Governnent needs to do is to create a database and be
extrenmely careful about the data entry methods and proofs of identity
provi ded before a person is given the "markers" in the database
(levels of citizenship? Such already exist ...) that allow access to
the various services that will be nanaged by reference to the data in
t he dat abase

The nonent an identity card society is created there arise
requirements for persons to carry that card at all times, to provide
that card to "authority" at any tine denmanded ..

to be at risk of deprivation of liberty for failure to carry that
card, to be at risk of deprivation of service through the failure to
carry that card ... to be at risk of crime (theft of the card) that
wi Il carry huge personal problems far outside the scope of the crine
itself both in tine and in personal difficulties.

Peopl e may *di e* because sone service is refused due to |lack of the
card

At present, service providers use discretion ... once a card is in
pl ace, refusals will take place due to the lack of the card

A conparison with healthcare in the United States nmay be beneficia
reading ...

As an individual, at present, | choose how | shall access services;
there are often many different ways

t hrough personal visit

t hrough an adviser / agent / other 3rd party

through various nmedia (post / internet / tel ephony)
Sonme service providers require various "proofs" before service is
actually given ... and | can choose to provide those proofs or find

an alternative provider whose nethods are nmore to ny Iliking.

I may choose to access a service provider's service in another way
because | find it nmore to ny liking, easier *for ne*

If a card identity is inposed, | suspect that flexibility will be
| ost; gradually for sone services ... instantly for others.



An identity *card' s* data identifies *the card* ... since it wll be
possi bl e for determined organisations to create fakes the *card*
cannot be said to identify the individual

The card's *data* may be fraudul ent and conparison with a centra
dat abase nay show that the card is a fake ... but that doesn't prove
the person is a fake, the person may not know the card is fake ... it
is quite possible that, to disrupt a person's life, a nal efactor
m ght substitute a fake card anongst that person's possessions ..

What is needed is a way to rapidly, by bionetrics, identify *persons*
on the street, 24 hours per day. To be able to determ ne, within

m nutes at nost, that they are who they claimto be. A card *cannot*
do this for the reasons | have already outlined

Further, if citizens are identified by biometrics, then non-citizens
can be identified, too. |If bionetric data are stored abroad and nade
avai | abl e then foreigners can be identified absolutely, too.

However, the integrity of the database is paramount ... both the
physi cal and electronic security of the installation and the
integrity of the information within in.

Currently, with many persons in the DFW and ot her departnents
suffering "identity fraud" ... it suggests that the current
Governnment data nmanagenment policies are woefully insufficient to
enbark on a project of this conplexity and size.

| suggest, respectfully, that until the Government can be *sure* it
has data integrity and that it's staff have the integrity to be
trusted with the nonitoring / adding / anending / deleting of the
data in the databases ... this project should be shel ved.

Rex MF Smth



