Sent: 30 January 2006 16: 36

To: IT Strategy Project Team

Subj ect: Response to strategy docunent "Transformational Governnent:
Enabl ed by Technol ogy".

Dear M. Watnore,

| amwiting in response to your strategy docunent "Transfornmationa
Governnent: Enabl ed by Technol ogy"

Al though there is much to commend about nmany parts of this proposal

| have serious concerns about the aspects of the proposal involving
the introduction of identity cards, particularly section 39.1
"ldentity

Managenent ", which states

> | dentity Managenent: Covernnent will create an holistic approach to
> solutions that enable the public and private sectors to nanage risk
>and provide cost-effective services trusted by custoners and

>st akehol ders. These will rationalise electronic gateways and citizen
>and business record nunbers. They will converge towards bionetric
>identity cards and the National ldentity Register. This approach
>Wi Il al so consider the practical and |egal issues of making w der
>use of the national insurance nunber to index citizen records as a
>transition path towards an identity card

| am strongly opposed to the introduction of bionetric identity cards
for the follow ng reasons:

Firstly, IDcards are a threat to civil liberties, and will have a
chilling effect on civil society. The introduction of ID cards woul d
be a profoundly illiberal neasure. This of itself should be

sufficient reason to reject these proposals.

Secondly, if introduced, ID cards would be ineffective at preventing
crine, fraud or terrorism There is no evidence that any of the
recent terrorist crinmes would have been prevented by ID cards.

Indeed, it is likely that crinminals will use forged ID cards to

i ncrease the ease of identity theft, since there is no such thing as
an unforgeabl e docunent or an unsubvertabl e database, and |ID cards
provide a single point of failure for identity nmanagerment. (It may be
relevant that it was reported yesterday that the security of the
Dutch bionetric passport schene, a systemvery close to the proposed
British ID card schene, has been cracked.)

Thirdly, the infrastructure to support bionmetric identity cards

t hroughout governnent would cost billions. Unfortunately it is not
possible to fully estimate the cost of ID cards since the government
has kept the basis of its own estimates secret -- which in itself

sets a new and di sturbing precedent for a civilian governnment project
-- but independent estinmates suggest that the overall cost of the
introduction of ID cards and their related infrastructure nmay exceed
ten billion pounds. This is noney which could be better spent on
schools, public health, or the defence of the nation -- or sinply
handed back to taxpayers, if the governnment has no better use for it.

Finally, the practical problens of introducing such a system have not
been properly considered; since the United Kingdomwould be the first
country to introduce a systemof bionetric identification cards, and
given that the infrastructure needed woul d have to pervade both
government systens and society at |large, the project to inplenent
themwi Il have a high probability of failure.



These are not just ny opinions. ID cards have net with w despread
criticismfromsources as diverse as the London School of Econom cs
and Stella Rimngton, the former head of M5. They are opposed by
civil liberties groups, both main opposition parties, and by nany
Labour backbenchers. Recent votes in the House of Lords have
denmonstrated its opposition to the introduction of ID cards.

Yesterday, Lord Carlisle, the governnent's own reviewer of anti-
terrori sm nmeasures, announced his own change of heart regarding ID
cards. He has now stated that he opposes |ID cards, which he formerly
supported, citing their ineffectiveness against terrorism and
Par|iament's concerns about civil liberties.*//*

G ven such w despread opposition, and such serious flaws in the
proposed schene, it is hard to see how the introduction of ID cards
can logically continue to be supported when its drawbacks so greatly
outwei gh any potential benefits. The government itself, by its
continual changes in its rationale for the introduction of ID cards,
appears to be uncertain why it is advocating them

| hope you can appreciate fromthe above why | consider that the
peacetinme introduction of 1D cards would be a nmistake. | urge you to
reconsi der, and to abandon the plans for use of bionetric identity
cards.

Yours sincerely,

Neil Harris



