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Working assumptions are important because they allow the different stakeholders and groups to work coherently to an 

agreed understanding prior to that understanding being formalised in a PSN programme document

Ç The PSN Programme Board will maintain a list of working assumptions, and be the authority for these working 

assumptions until the PSN Authority can take ownership of them.

Ç A working assumption can be about any aspect of the programme

Ç A working assumption will be deleted when a formal document takes its place. If there is a minuted programme decision 

which supersedes a working assumption, the working assumption will be updated accordingly, identified as a decision  

and the source of the decision referenced. (This keeps all the information together.)

Ç Working assumptions will be shared with other government stakeholders and ïif appropriate ïIndustry

Ç Working assumptions may be challenged ïany challenges will be recorded. Working assumptions may be only be 

changed on the approval of the PSN Programme Board 

Ç With each working assumption, we will record

Á The Impacted stakeholders

Á Any challenges

Á Any links to the Action Register for maintained PSN documents

Á Any statement of closure, pointing to which formal document should be referred to

Á The extent to which the assumption can be shared

Ç Key PSN working assumptions (ie those which have the greatest impact, or any that are new) will be reviewed at each 

PSN Programme Board meeting.

Control of Working Assumptions
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The following provides some context for our working assumptions. Please refer to the Operating Model for a complete 

set of definitions.

Ç A PSN Customer is an organisation that has procured PSN services. A PSN Consumer uses PSN services

Ç A PSNSP is a PSN Service Provider. PSNSPs sell PSN Retail Services. A PSN Retail Service is any technical, 

application, business or outsourced service (included migrated legacy services) authorised by the PSN Governance 

Authority, that may use the GCN, and is available to be purchased, supported by an SLA, by a public sector Customer, 

or their agent. 

Ç PSN Retail Services include:

Á PSN network services (delivered by PSN infrastructure)

Á PSN application services (not currently in use today)

Á PSN migrated services (services and infrastructure in use today adapted to interoperate with PSN)

Ç PSN Core Services are not procurable by PSN Customers, they are: the GCN (Government Conveyance Network), 

provided by GCNSPs (GCN service providers),  plus PSN Central Services, which themselves are:

Á The Service Information Monitor ïthe SIM (to be procured by the Cabinet Office)

Á If necessary, Security Monitoring Services ï(Procurement ïTBD)

Á An Authentication Brokering Service, including central directory services (Procurement - TBD)

Á In future, if required, a Billing and Settlement Service (Procurement - TBD)

Ç An organisation can be a PSN Customer, a PSNSP, or indeed a GCNSP simultaneously

Ç A DNSP is a Direct Network Service Provider: a PSNSP that has a direct network connection to the GCN

First, some definitions and ideas
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Key

We propose a 10-layer architectural model (used successfully with a government department for a similar purpose) 

to articulate clearly where the responsibilities between groups involved in the ICT strategy should ideally fall.

Model for clarifying responsibilities 

10. Business Mission

9. Threads

8. Activities

7. Mission Applications

6. Mission / App Frameworks

5. Enabling Software Services

4. IT Platforms (H/W and S/W)

3. Networks

2. Fibre/ Cable/ Radio Infrastructure

1. Facilities Infrastructure
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An operation in support of a mission objective

Behaviour ïdelivering value chains to the business

People, business processes

Software apps, and data on which  services at a 

lower later act upon

Components conforming to standards used to 

compose an application. Tailored to a business 

activity (eg desktop, bus, broker, data schema)

Software Components provided generically 

across the enterprise regardless of the mission 

objective (eg DBMS, search engine)

4.c: Operating systems

4.b: Virtualisation; SAN

4.a: Physical locations, computers, disks 

Network hardware and software, routers, 

switches, access points, IP; other protocols

Physical cable plant

Facilities: location, space, power, coolingG-Cloud team to set data centre consolidation 

standards?

G-Cloud team to set virtualisation standards & 

other technical interoperability  and 

authentication standards at layer 4, 5 and 6?

G-Cloud transition to move public sector 

architectures from Layer 4 to Layer 5 over 

time?

Identity Management  and application 

namespace standards set by ARB/ CTO council

PSN standards team to follow ID Mgt standards 

and set directory services standards necessary 

to authenticate users to the PSN network.

G-Cloud team to follow ID Mgt standards and set 

standards to authenticate users to apps, and 

map app name space to domain namespace?

PSN standards team (inc GCN Team) to set 

technical interoperability standards

IP name space managed by ARB / CTO council

PSN standards team to set PSN DNS 

interoperability standards

Responsibility  for Standards and governance

Responsibility for Procurement/ Delivery

DNSPs; GCNSPs

Authentication Brokering ïTBC (Upgraded / enhanced EAS)
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DNSPs; GCNSPs
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Root-level DNS: selected GCN provider

GSI and MTS replacement ïPSN procurement team (Auth & Dir services, KN hosted services) 

GSI and MTS replacement ïPSN procurement team  (Mail relay, Web proxy, Telephony) 

GSI and MTS replacement ïPSN procurement team (IP, Ethernet, Intranets, access circuits, 

DNS, Gateways, remote access, 334 and 444 overlays) 

GSI and MTS replacement ïPSN procurement team  (Hosting) 

G-Cloud  to 

set  any 

necessary 

layer 4, 5 and 

6-specific SIM, 

security and 

billing/ 

settlement  

standards

PSN Team to set 

interoperability 

standards for 

SIM, security and 

billing/settlement

GSI and MTS replacement ïPSN procurement team (Service Desk) 

G-Cloud team to set any data centre LAN stds

DNSPs; GCNSPs to set any WAN standards
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PSN Compliance depends on who you are

Ç PSN Compliance for Customers

Ç PSN Compliance for PSNSPs

Ç PSN Compliance for GCNSPs
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Formal authorisation of the Customer to use PSN Retail Services, requiring:

Ç Commercial compliance: supporting the creation of a dynamic marketplace for public sector ICT services by entering 

into commercial arrangements that:

Á Demonstrate VFM; comply with public sector procurement regulations and demonstrate benefits & MI reporting

Á Are ïwhere it makes financial sense ïnot exclusive to a single vendor, and keep the market open to other 

vendors, eg through the maximum use of open standards and open source

Á Are sharable with other parts of the public sector

Á As part of transformation, separate out the services being provided by the GCN and pay for these though PSN 

Retail Services, rather than directly

Á Procure services, not networks: funded by revenue, not capital expenditure

Á The assumption at this bullet point has been removed pending revision

Á Recognise the authority of the PSN Governance bodies

Á Allow Billing and Settlement between PSN service providers to exist and evolve as PSN matures

Á Maximise the degree to which ICT is commoditised, by minimising the tailoring or bespoking of technical 

services, commercial terms and flowdown of terms to other providers

Á Specify  that suppliers comply with the requirements of a PSNSP

Ç Technical Interoperability Compliance: For interoperability with legacy systems, compliance with a set of technical and 

security standards to allow interoperability with other PSN services, eg:

For a PSN Customer, PSN compliance means...

Ç Security Compliance: Compliance with a set of security requirements to ensure behaviours (eg by consumers) that donôt 

impact the network or other services, or give rise to unintended information sharing

Ç Service Management Compliance: Agreement to service management interworking and use of service status 

information from the SIM to enable end-to-end service monitoring.

Ç Agreement to co-operate with affected stakeholders to establish the root cause Incidents that span across service 

providers

Å Settlement Å Consumer VPN ServicesÅ The SIM

Å Directory services for Authentication

Å Security Monitoring
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For a PSNSP, PSN compliance means...

Security Compliance

Ç Compliance with a set of security requirements to provide a PSN Retail Service accredited to the required level, to 

ensure that it does not impact the network on which it is sitting or other services, and to ensure that it does not 

give rise to unintended information sharing

Service Management Compliance

Ç Notifying the SIM and accepting alerts from the SIM to enable end-to-end service monitoring

Ç Informing GCN providers with reasonable notice of the network resourced likely to be consumed

Ç Agreement to own incidents through to resolution, or co-operate with all affected stakeholders to establish the root 

cause of Incidents that span across service providers

Formal authorisation of the service as a PSN Retail Service, requiring.

Commercial Compliance

Ç Agreement to provide services, not networks: isolate and eliminate physical networks/transport elements in what it 

sells to its PSN Customers, except for tail circuits

Ç The assumption at this bullet point has been removed pending revision

Ç If the PSNSP is also a GCN Service Provider (GCNSP), abide by the compliance requirements for GCN service 

providers

Ç Agreement to the PSN governance arrangements, and the evolution of standards as maintained by the PSN 

Authority 

Technical Interoperability Compliance

Ç Core network services are provided by the GCN

Ç Compliance with a set of technical and security standards to allow interoperability with other PSN Retail Services, 

eg for:

Å Settlement Å Consumer VPN ServicesÅ The SIM

Å Directory services for Authentication

Å Security Monitoring
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Formal agreement to provide part of the GCN, through a Deed of Undertakings requiring:

Commercial Compliance

ÇSelling network capacity and connectivity as a service only to DNSPs, and not selling network infrastructure itself, either to 

PSNSPs or PSN Customers

ÇCharging for network services by capacity or usage, or redundancy

ÇAgreement to the PSN governance arrangements, and the evolution of standards

ÇAgreement to the Statement of Fairness

Technical Interoperability Compliance: Compliance with a set of technical and security interoperability standards to create 

a virtual network of networks for the UK public sector with sufficient:

Á Transport capacity,

Á Geographical reach, and

Á Resilience

to be designated as an element of CNI (TBC) and support the PSN Retail Services that run over it

ÇCompliance with interoperability standards at each Peering Point to support agreed:

Á Data Interface Standards 

Á Transport addressing

Á Standard Classes of Service to QoS mappings

Security Compliance through conformance to a Deed of Undertakings showing that:

Á A individual supplierôs GCN network is assured to 224

Á The multi-supplier GCN ïthe virtual network of networks ïis also assured to 224

Á The GCN provides an environment capable of supporting 334 and 444 services

Service Management Compliance

Ç Notifying the SIM and accepting alerts from the SIM to enable end-to-end service monitoring

Ç Agreement to co-operate with all affected stakeholders to establish the root cause of Incidents that span across service 

providers

For a GCNSP, PSN compliance means...
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Initial set of Working Assumptions for PSN Core Services

Working Assumption 2 ïSecurity Monitoring Services

No centrally procured Security Monitoring Service is required to support the replacement of MTS or GSI (TBC by the PSN 

Security Workstream)

In future a centrally procured Security Monitoring Service will be required to capture and manage security monitoring information 

provided by PSN Core Services and PSN Retail Services. 

Each GCN provider will include Security Monitoring Service adequate to protect the GCN network, in support of GCN 

accreditation.

None of the GCN providers standing up GCN services  in support of GSI and MTS replacement will be required by CESG to 

augment their existing Security Monitoring Services

PSNSPs will also provide their own Security Monitoring Service to help secure their Retail Services. Typical information that would 

be captured by such Security Monitoring Services are:

ÅWhether the service is significantly impacting the network on which it is sitting or other services

ÅWhether the service is giving rise to unintended information sharing

Working Assumption 1 ïSIM

All PSN Retail Services and Core Services (including GCN services) must provide information to the SIM thereby providing 

visibility of the status of all these services. Typical information that would be required is:

ÅWhether or not the service is functioning correctly

ÅWhether the service is functioning but is not fully effective. This could be for many reasons all of which are likely to be context 

and service specific 

ÅWhether the service is functioning but is being used in a way that exceeds its agreed capabilities and this is affecting user

experience 

ÅWhether the service is functioning but is prevented from fully effective operation because a service it is dependent upon is not

functioning correctly

ÅWhether the service is currently under investigation, itôs true state is being determined

ÅWhether the service has planned outages, and when these would be

The SIM is not required to undertake any service management function, only a service monitoring function. The Governance and 

compliance agreements will ensure that all GCN and PSN service providers co-operate in a timely manner to resolve Incidents 

that span across service providers
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Initial set of Working Assumptions for PSN Core Services

Working Assumption 3 ïAuthentication Brokering

An Authentication Brokering Service is not required for the replacement of MTS

An Authentication Brokering Service is not required for the replacement of GSI (TBC)

Working Assumption 7 ïPSN Central Services and the existing GSI and MTS

None of the services available today through GSi and MTS will become PSN central services. PSN central services need to be 

created because of PSN

Working Assumption 5 ïSingle Instance Network Services

The following ñSingle Instance Network Servicesñ will be provided by nominated GCN providers 

ÅRoot-level DNS

Working Assumption 6 - GCN

The GCN is used for transport only, and consists of: IPv4 or IPv6, MPLS, Ethernet and the Physical network

The GCN will form part of the UKôs Critical National Infrastructure (TBC)

Working Assumption 4 ïBilling and Settlement

The creation of a PSN billing and settlement regime, the governance of billing and settlement and the commercial details of billing 

and settlement arrangements is a matter for Industry. However, Government will require that the arrangements are fair and not

anti-competitive.

Initially, no central service will be required to support Settlement. Current peer-to-peer agreements will suffice until the use of PSN 

services has grown to the extent that suppliers themselves seek a more efficient method

It is intended that the SIM could, if required, be used to support the settlement process ïin the event of dispute or to support 

service credit regimes.

Work in progress to clarify who is providing this
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Initial set of Working Assumptions for PSN Retail Services

Working Assumption 8 ïPSN Retail Services required to create a virtual network

The following will be offered by suppliers (through PSN Services frameworks) as PSN Retail Services, at each of the impact levels 

224, 334 and 444, and as such they will conform to common integration and consistency standards, interoperate with any central 

services of a similar type) such that they create the virtual network

ÅAuthentication and Authorisation Services 

ÅDirectory Services and Directory portal

ÅIntranet, Extranet and VPN Services, including appropriate security measures. To access a particular Intranet or Extranet 

Service, a PSN Customer will be able to use any supplierôs VPN service

ÅDomain Name Services 
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Initial set of Working Assumptions for PSN Retail Services

Working Assumption 9 ïOther Replacement GSI expected to be provided by PSN Services Frameworks

The following are expected to be offered as PSN Retail Services through PSN Services Frameworks, at 224, 334 and 444:

ÅAccess circuits, eg 10MBb and 100Mb

ÅRemote working; including through open WiFi and 3G

ÅMail Relay within PSN, including appropriate security measures such as antivirus, anti spam, image control and content control

ÅHosted mailboxes 

Å Internet Mail, including appropriate security measures such as antivirus, anti spam, image control and content control

ÅUnmediated Internet access (unproxied) and Internet proxy

ÅSecure connectivity to PSN Customers existing networks (onsite, offsite, network to network interconnect)

ÅGateways to existing networks and off-net services, namely N3, CJSM, JARD, CJX (PNN) and S-TESTA, connectivity to the 

Government Gateway

ÅConnectivity to legacy GSI customers and services until migration of customers is complete

ÅNetwork Time Source and Transport 

ÅHigh capacity, uncontended Ethernet (ie there is no contention with other customers for the bandwidth specified)

ÅHosting & data services, including fully managed, co-location and managed co-location, & professional services, up to the OS

ÅKnowledge Network (KN) services, eg OMIS and LION, including hosting, development and service desk 

Working Assumption 10 ïReplacement MTS services expected to be provided by PSN Services Frameworks

The following are expected to be offered as PSN Retail Services through PSN Services Frameworks, at 224, 334 and 444:

ÅReplacement of existing TDM service with a TDM service (NB. This is not a PSN Service)

ÅReplacement of existing TDM service with a full VOIP Telephony service (full migration to PSN VOIP)

ÅReplacement of existing TDM service with a TDM service onto a VOIP Gateway (partial migration)
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Initial set of Working Assumptions for PSN Retail Services

Working Assumption 12 ïAccreditation

The PSNSP will assure the security functionality of its services using the CESG CTAS scheme for services up to Impact Level 

334 and above,  and CCTM for services up to Impact Level 224. 

Accreditation will not be required for systems at impact levels (224) for confidentiality, integrity and availability. These will be 

authorised based on compliance with the appropriate Next Generation Network (NGN) standard

For higher impact levels, the accreditation process for PSN Retail Services is the same as it is for HMG systems today, with the

following differences:

1. The HMG Sponsor may be a third party, such as a Framework Authority, rather than the end customer.

2. Accreditation must take account of the potential for different groups of users (in different buildings) using the services, and 

remote and mobile working

Although there will be eventual elimination of duplication as many customers share the same accredited and authorised services, 

CESG should plan for a ramp up of accreditations and authorisation requests as PSN rolls out initially

Working Assumption 11 ïPSN Compliance

The PSNSP will bear the cost of achieving PSN Compliance (which includes accreditation) of the PSN Retail Services it offers 

and it must maintain them at this level for the duration of any contract to supply these services. However the PSNSP is not 

required to bear the cost of PSN Customers meeting their CoCo requirements


