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TODAYôS AGENDA

0900-0930 Coffee

0930-1000 Programme Update

1000-1100 Governance

- Code of Connection

- Code of Inter-Connection

- Code of Practice

- Deed of Undertaking

- Timescales

Working Assumptions 

1100-1115 Break

1115-1145 Procurement 

1145-1230 General Q&A

1230-1240 Wrap-up 



PSN Programme Update

Martin Gould



Å Programme planning

Å Codes development

Å Government Conveyance Network

Å Transition guidelines

Å Compliance 

Å Team expanding

From Definition to Delivery



PSN and the Pan Government ICT Strategy

Å PSN underpins the Government ICT Strategy that will result 

in the creation of the ñG-Cloudò 

Å PSN has been working with the G-Cloud team 

Å Joint working

- Technical

- Security

- Other areas

Å Further definition of Programme scope



PSN Progress - Transition

Å Successful Kent workshop

Å Results

Inputs for workstreams

Incorporation of LG requirements

Even closer co-operation

Å The output report being posted to PSN web site

Å Refining Kent experience for next workshop

Å Next workshop expected to focus on MTS/GSi transition

Å Preparing Guide for Local Government networks and 

partnerships

Based on the experiences of KPSN and Hants CC 

Input from Dorset, Cambridgeshire and Wales



PSN Progress - Governance

Å SIM Project board established

Service descriptions approved

Detailed discussions with telecoms partners

Å In service governance approved [copies available on PSN 

web site]

Å Major progress on elements of  CoCo, CoICo, CoP, and DoU

Å Stakeholder mapping

Working assumptions

Compliance criteria

Technical standards

Transition strategy

Business case



PSN Progress - Workstreams

Å Re-launched technical workstream, two subgroups

Å Current PSN interests and priorities

GCN Interoperability Standards and related impact to 

DNSPs (Direct Network Service Providers)

G-Cloud Network Transport requirements and their 

relationship to GCN

Media Interoperability Standards (VoIP and Video)

Security

Å Joint Technical and Security Team working on Authentication 

and Authorisation for PSN

Å Crypto Key Management Policies

Å Encryption for IL3 and IL4 and itôs relationship to crypto



Governance

Phil Gibson



PSN In-Service Governance Structure and Roles

3

PSNA

The PSNA is responsible for:

Å PSN Operating Board (oversight of the PSN)

Å Specifying PSN Policies, Protocols and Standards 

Å Commercial Advisor ïw ill define the commercial standards to be used across PSN, w ill place 

contracts for central services , w ill request removal of PSN suppliers from contracts placed by 
the Framew ork or Contracting Authorities at the direction of the PSN Operating Board

Å Design Authority (Policies, Protocols and Standards for all things technical and service 

delivery), involves Architecture Review Board in decision making

Å Assurance Authority (endorsement of new  customers, new products and new ly contracted 

suppliers of PSN and GCN services, plus revalidation of endorsement ensuring ongoing 
compliance to PSN standards)

PSNGB

GCNGB

Customer 
Board

Framework 
Authorities

A Trade Association 

representing the PSN 
supplier community

A governing body 
representing the GCN 
Service Providers

A user forum representing the 
views, concerns and wishes of the 
publ ic sector customers

Individual bodies which have 

setup Frameworks for PSN 
Services

Consultation
& Escalation

Consultation
& Escalation

Communication

Compliance
(Gov to Gov agreement)

Contracting
Authorities

Individual organisations 
which can use the 
Frameworks for PSN Services 
or procure PSN services 
through one-off contracts

Compliance

(Gov to Gov agreement)

Takes strategic direction from the CIO Council [which implicitly includes the CTOC, 
XGEA and ARB] and the ICT CCB, but is operationally autonomous



PSN Contract Landscape

PSNA

Cabinet Office (initially)

PSN Customers
Departments, Agencies, 

Local Authorities

PSN Framework 

Authorities
e.g. Buying Solutions, MoD, 

Scottish Executive

GCN Service 

Providers

PSN 

Service 

Providers

DoU

CoCo 

Direct 

Network 

Service 

Providers

GCN Service Agreement

CoICo and CoP to be used by 

Framework Authorities

Network Service

Agreement(s)

MoU to use

Frameworks

MoU to set-up Frameworks

SIM 

Service 

Provider

Service contract

Framework

Contracts 

[includes CoICo 

and CoP]

Contracts [within Framework

contracts or outside of them]

MoU to Procure Services 



The PSN Codes ... 1

CoCo, CoICo, CoP and DoU ïthe codes which set out the 

obligations of customers and suppliers within the PSN 

environment

Å CoCo ïan agreement between the PSN Authority and public 

sector PSN Customers stipulating the obligations of the PSN 

Customer and the conditions which they must satisfy before 

they can buy and implement PSN Services

Å CoICo ïan agreement between a Framework Authority and 

a Direct Network Service Provider stipulating the obligations 

of the Direct Network Service Provider which must be 

satisfied if they are to be (and continue to be) a Direct 

Network Service Provider for PSN



The PSN Codes ... 2

Å CoP ïan agreement between a Framework Authority and a PSN 

Service Provider stipulating the obligations of the Service Provider 

which they must satisfy if they are to be (and continue to be) a PSN 

Service Provider

Å DoU ïan agreement between a legal public sector entity and a 

GCN service provider stipulating the obligations of the GCN Service 

Provider which must be satisfied if they are to be (and continue to 

be) a GCN Service Provider to the PSN 



Developing the PSN Codes

CoCo

(PSN Customer)

CoICo

(DNSP)

CoP

(PSNSP)

PSN Common Requirements 

(Strategic Context, Governance, 

Compliance and Commercial)

Information Assurance Conditions

Service Delivery Conditions

Technical and Interoperability 

Standards

Step 2 - Vertical integration 

and compliance checks 

against codes as stated in the 

Operating Model and based 

on PSN entity

Step 1 - Horizontal 

production of code 

elements on the 

basis of subject 

matter



Progress

Cabinet Office now taken responsibility for drafting all codes. 

Target completion for all elements early 2010

Å CoCo - IA conditions drafted, service delivery and PSN 

Common Requirements update is work in progress. Will 

make elements available as they are completed in draft

Å CoICo  - work starting on IA conditions this week. Will make 

elements available as they are completed in draft

Å CoP - work starting on IA conditions this week. Will make 

elements available as they are completed in draft

Å DoU ïwork started, lawyers engaged



Draft CoCo

The IA conditions [224, 334 and 444] of the draft CoCo 

are protectively marked, therefore we will not be issuing 

these onto the PSN website

The intention is to share these with public sector 

customers [as we will do with the IA elements of the 

CoICo and CoP as these are written] and take feedback 

on them

To request a copy of these ïplease email Marcia McNab 

on marcia.mcnab@cabinet-office.x.gsi.gov.uk

mailto:marcia.mcnab@cabinet-office.gsi.gov.uk
mailto:marcia.mcnab@cabinet-office.gsi.gov.uk
mailto:marcia.mcnab@cabinet-office.gsi.gov.uk


Codes Q&A

Kevin Hayes ïCESG

Phil Gibson ïC&W



Working Assumptions

Simon Foster



DRAFT v1.5NOT PROTECTIVELY MARKED

PSN Compliance depends on who you are

Å PSN Compliance for Customers

Å PSN Compliance for PSNSPs

Å PSN Compliance for GCNSPs

CoCo

(PSN 

Customer)

CoICo

(DNSP)

CoP

(PSNSP)

PSN Common Requirements 

(Strategic Context, Governance, 

Compliance and Commercial)

Information Assurance 

Conditions

Service Delivery Conditions

Technical and Interoperability 

Standards



DRAFT v1.5NOT PROTECTIVELY MARKED

Formal authorisation of the Customer to use PSN Retail Services, requiring:

Å Commercial compliance: supporting the creation of a dynamic marketplace for 

public sector ICT services by entering into commercial arrangements

Å Technical Interoperability Compliance: for interoperability with legacy 

systems, compliance with a set of technical and security standards to allow 

interoperability with other PSN services

Å Security Compliance: compliance with a set of security requirements to ensure 

behaviours (eg by consumers) that donôt impact the network or other services, or 

give rise to unintended information sharing

Å Service Management Compliance: agreement to service management 

interworking and use of service status information from the SIM to enable end-

to-end service monitoring

Å Agreement: to co-operate with affected stakeholders to establish the root cause 

Incidents that span across service providers

For a PSN Customer, PSN compliance means...



DRAFT v1.5NOT PROTECTIVELY MARKED

For a PSNSP, PSN compliance means...

Formal authorisation of the service as a PSN Retail Service, requiring

Commercial Compliance

ÅAgreement to provide services, not networks

Å If the PSNSP is a Direct Network Service Provider (DNSP), agreement to maximise the use 

of the GCN

ÅIf the PSNSP is also a GCN Service Provider (GCNSP), abide by the compliance 

requirements for GCN service providers

ÅAgreement to the PSN governance arrangements, and the evolution of standards as 

maintained by the PSN Authority

Technical Interoperability Compliance

ÅCore network services are provided by the GCN

ÅCompliance with a set of technical and security standards to allow interoperability with other 

PSN Retail Services

Security Compliance

ÅCompliance with a set of security requirements to provide a PSN Retail Service accredited 

to the required level

Service Management Compliance

ÅNotifying the SIM and accepting alerts from the SIM to enable end-to-end service monitoring

ÅInforming GCN providers with reasonable notice of the network resource likely to be 

consumed

ÅAgreement to own incidents through to resolution, or co-operate with all affected 

stakeholders to establish the root cause of Incidents that span across service providers



DRAFT v1.5NOT PROTECTIVELY MARKED

Formal agreement to provide part of the GCN, through a Deed of Undertaking requiring:

Commercial Compliance

ÅSelling network capacity and connectivity as a service only to DNSPs, and not selling network 

infrastructure itself, either to PSNSPs or PSN Customers

ÅCharging for network services by capacity or usage, or redundancy

ÅAgreement to the PSN governance arrangements, and the evolution of standards

ÅAgreement to the Statement of Fairness

Technical Interoperability Compliance

ÅCompliance with a set of technical and security interoperability standards to create a virtual 

network of networks for the UK public sector

Service Management Compliance

ÅNotifying the SIM and accepting alerts from the SIM to enable end-to-end service monitoring

ÅAgreement to co-operate with all affected stakeholders to establish the root cause of Incidents that 

span across service providers

For a GCNSP, PSN compliance means...



DRAFT v1.5NOT PROTECTIVELY MARKED

Model for clarifying responsibilities 

10. Business Mission

9. Threads

8. Activities

7. Mission Applications

6. Mission / App Frameworks

5. Enabling Software Services

4. IT Platforms (H/W and S/W)

3. Networks

2. Fibre/ Cable/ Radio Infrastructure

1. Facilities Infrastructure

An operation in support of a mission objective

Behaviour ïdelivering value chains to the 

business

People, business processes

Software apps, and data on which  services at a 

lower level later act upon

Components conforming to standards used to 

compose an application. Tailored to a business 

activity (eg desktop, bus, broker, data schema)

Software Components provided generically 

across the enterprise regardless of the mission 

objective (eg DBMS, search engine)

4.c: Operating systems

4.b: Virtualisation; SAN

4.a: Physical locations, computers, disks 

Network hardware and software, routers, 

switches, access points, IP; other protocols

Physical cable plant

Facilities: location, space, power, cooling



Time for .......... 



Buying Solutions and PSN

Presented by:

Alan Stanmore, 

PSN Services

Procurement Consultant

November 30, 2009



Health Warning

What follows is an outline of current thinking 

We hope you find it useful

Please bear in mind that these things are not set in stone

é and may change
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Buying Solutionsô Roles
ÅPSN Services

ÅPSN Convergence / Transition frameworks for the 

replacement of Mts and GSi

ÅPSN Service frameworks

ÅFramework 1: 

ÅNational, total service coverage. 

ÅFramework 2: 

ÅLocal, specialised service coverage. 

ÅCentral Services

ÅGCN

ÅSIM

27



PSN Convergence 

/ Transition 

Frameworks 
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Convergence / Transition Framework 

Attributes

ÅMulti Vendor Mts Transition Framework

ÅGSi Framework

ÅStepping Stone towards PSN Compliance

ÅFW Duration: 2 years +1,+1

ÅDefined PSN standards will be incorporated where 

applicable

ÅBusiness continuity for the existing customer base

29



PSN Service 

Frameworks 


