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0 Preface

0.1 Objectives of Document and Intended Audience

This document describes the security issues that arise during the various phases of a smart card lifecycle. The intention is to enable project managers to manage the security risks in projects developing Systems that include smart cards as a component. 

For a list of smart card standards relevant to e-Government refer to Table 7 Specification for Access – Smart Cards (see [e-GIF]).
0.2 Scope of Document

This document covers all phases of the generic smart card lifecycle. 

0.3 Intended Readership

Project managers dealing with projects that are introducing smart cards.

0.4 Related Documents

[0002]
Smartcard IC Platform Protection Profile, Eurosmart, v1.0, July 2001, available from www.bsi.bund.de/cc/pplist/ssvgpp01.pdf

[9806]
Smart Card Integrated Circuit Protection Profile, Version 2.0, September 1998, available from www.ssi.gouv.fr/fr/confiance/certificats.html 

[CC]
Note: the combination of all 3 parts of ISO 15408, referenced separately below, is also referred to in this document as "Common Criteria" or "CC". The documents are available at www.commoncriteria.org


ISO/IEC 15408-1 Information Technology – Security techniques – Evaluation criteria for IT security – Part 1: Introduction and general model


ISO/IEC 15408-2 Information Technology – Security techniques – Evaluation criteria for IT security – Part 2: Security functional requirements


ISO/IEC 15408-3 Information Technology – Security techniques – Evaluation criteria for IT security – Part 3: Security assurance requirements

[eG SecArch]
e-Government Strategy Framework Policy and Guidelines: Security Architecture, Office of the e-Envoy, version 2.0, September 2002

[eG Sec]
e-Government Strategy Framework Policy and Guidelines: Security, Office of the e-Envoy, version 4.0, September 2002

[eG Trust]
e-Government Strategy Framework Policy and Guidelines: Trust Services, Office of the e-Envoy, version 3.0, September 2002

[EMV]
The Europay/Mastercard/Visa specifications for financial smart cards and terminals are available at www.emvco.com 

[FINREAD]
FINREAD specifications, including Business Requirements, Functional Requirements, Security Requirements and APIs, are available from www.finread.com 

[GP Card]
GlobalPlatform Card Specification, v2.1, June 2001, available from www.globalplatform.org 

[GP Cust]
GlobalPlatform Card Customization Guide, v1.0, 13 August 2002, available from www.globalplatform.org  

[ITSEC]
ITSEC criteria and related documents are available at www.cesg.gov.uk/assurance/iacs/itsec 

[MULTOS]
A Guide to the MULTOS Scheme, v2.00, available from www.multos.com

[SCSUG]
Smart Card Security User Group Smart Card Protection Profile, v3.0, 9 September 2001, available from www.commoncriteria.org/protection_profiles
[e-GIF]
e-Government Interoperability Framework, Part 2, Version 5.1, October 2003
A reference of the form [REF, n] refers to section n of REF.

0.5 Significant Assumptions

None.

0.6 Outstanding Issues

None.

0.7 Glossary

	Term
	Meaning

	CA
	Certification Authority.

	DFA
	Differential Fault Analysis – an attack on the implementation of cryptographic functions in a smart card. The attack involves introducing certain types of faults during a cryptographic operation and studying the outputs. Comparison with the correct output can enable the key to be found. 

	DPA
	Differential Power Analysis – an attack on the implementation of cryptographic functions in a smart card. The attack involves studying the power consumed during many examples of the cryptographic  operation and attempting to correlate the power consumed with the key being used in the operation. 

	HSM
	Hardware (or Host) Security Module – a tamper-resistant device used to perform cryptographic operations while keeping keys and other sensitive data (such as PINs) confidential. 

	IC
	Integrated Circuit – this term is used to refer to the chip used in a smart card.

	IFD
	Interface Device – a device that communicates directly with a smart card. IFDs may be transparent (in that they simply pass commands from another off-card entity to the card), or may include a variety of functionality as part of a System or Scheme. A System or Scheme may include a variety of different types of terminal, with different levels of privilege and hence different types of security data held in them (e.g. keys for special management operations may only be held in IFDs that operate in a controlled physical environment, such as the issuer’s offices). 

Examples include point-of-sale terminals, PIN entry devices, kiosks, building-entry devices, card readers in a desktop PC, ATMs, or System-specific administration terminals.

	MAC
	Message Authentication Code.

	OS
	Operating System (often used to include both the card operating system and application management system – examples are MULTOS and  Java Card with GlobalPlatform). 

	PIN
	Personal Identification Number.

	PKI
	Public Key Infrastructure.

	Scheme
	An IT infrastructure that uses, and transacts with, a particular smart card application. For example, an electronic purse is a scheme: it includes a purse application on a smart card, but also point-of-sale terminals to enable purses to make purchases, merchant systems to deal with transactions, recrediting terminals to add value to the purse application, and perhaps online or offline methods for cardholders to check and update details and view recent transactions. 

A scheme relates to one or more applications on a smart card. An application relates to one scheme. 

	SSL
	Secure Sockets Layer.

	System
	The IT system of which the smart card forms a part. This may implement one or more Schemes.

	VPN
	Virtual Private Network.
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1. Introduction

In the course of making electronic services and facilities more widely accessible and usable, more and more IT systems are incorporating smart cards as a component. The role of the smart card is usually to provide a secure computing platform that can be issued to a cardholder with unique data (card and/or cardholder-specific) held on it. This data often requires its confidentiality and integrity to be preserved, both for fraud prevention and for accurate and efficient delivery of services. 

Although smart cards can be seen as “just” a disposable item to be purchased, initialised and delivered to users, they are sophisticated computing platforms in their own right, and require careful selection, development and integration with other system components, and lifecycle management during system operation. The aim of this document is to introduce these aspects as an aid to understanding the implications of including smart cards as a component in a System under development. Since the smart card’s role is almost always tied to security, this document has an emphasis on security aspects. In terms of the trust service levels in [eG Trust], smart cards can be expected to be found at levels 2 and 3. 

A smart card is essentially a single-chip computer embedded in a plastic card. In some cases, there may be more than one chip in the same plastic card: for example, there may be both a contact and a contactless chip. For most purposes these multi-chip cards can be thought of as two separate smart cards issued to the same cardholder - usually there is no communication between the chips and they carry different applications. In other cases, a single chip may have two interfaces (e.g. contact and contactless). 

The smart card represents a standard way to issue small computers to individual users. The smart card acts as a repository for data about the cardholder and/or an application system (e.g. a credit card payment system, or ticketing system), and can also perform complex operations on this data (often cryptographic) to ensure secure communication with the application system. The smart card enables an application system to identify a cardholder, to authenticate the cardholder, and to retrieve details and preferences of the cardholder efficiently. In some cases, the operation of an application system may be delegated to the card (e.g. where an off-line payment transaction is carried out between a card and a payment terminal). 

Some common applications for smart cards are:

· SIM (Subscriber Identity Module) cards for GSM mobile phones: the smart card chip is usually carried in a plastic card much smaller than the credit card sized carrier. The SIM chip stores chip identification data securely, and performs cryptographic operations on it to enable the mobile network to reliably authenticate the SIM. (The SIM calculates a key for use by the handset, but is not sufficiently fast to carry out the encryption of voice data.)

The SIM also carries out other data storage functions (e.g. storing a user’s personal telephone directory) and can be viewed as just one of the applications that might reside on a multi-application smart card.

· Satellite TV decoders: the smart card chip stores user-specific data and performs cryptographic operations to ensure that the user is an authentic subscriber, and is entitled to receive broadcast data. 

Decoder smart cards are unlikely to feature in Government applications, but these systems are an example of a long-term user of smart cards, with large numbers of cards in circulation and high security requirements throughout the lifecycle (from design and manufacture of the card, through personalisation/customisation and delivery, to operational use and replacement).

· ID applications: smart cards may be used for a variety of different identification methods (passwords/PINs, cryptographic challenge/response functions, or biometrics), for purposes including:

· Building access: this often uses contactless cards (for speed and convenience)

· PC/network access: these applications may use a contact card in a smart card reader attached to a PC. They may be used to add a second factor to conventional logon passwords since the user must also have physical possession of the card. Smart cards can also enable the use of more sophisticated PKI-based authentication based on a user’s keys stored in the card

· Payment: acceptance of payment in some Schemes may rest simply on confirmation of ID, which may, for example, be used to retrieve and update account details from a Scheme database.

Different types of ID application may be combined on the same card (e.g. building access and PC/network access), and can be combined with other applications such as credit/debit card functions. 

· Credit/debit applications: credit and debit cards in the UK are now being issued with smart card chips, which will enable them to carry out transactions using the smart card chip, instead of simply reading data from a magnetic stripe. In addition, this enables more secure use of a cardholder’s PIN as an authentication mechanism for payments. 

· Electronic purse

A number of electronic purse applications have been implemented and used over the last six or seven years. While they are still not as widely used as the Scheme operators might like, they demonstrate the flexibility of the smart card. In some cases, the purse application on a user’s card represents the only record of a user’s balance, which illustrates one of the strongest needs for high security in the card design. 

· Loyalty

Recording and using loyalty points has been a popular use for recent smart cards, often in addition to one or more other applications (such as credit/debit). Loyalty applications may be specific to a single organisation (e.g. a retailer or airline) or more general, allowing multiple ‘pockets’ of points which can be allocated to different organisations. Although loyalty points are not currency, a strong degree of security is required because there is clearly potential for exploiting forged loyalty points to obtain goods or services which can be sold. 

· Ticketing

There are a number of systems in which smart cards operate as tickets - often by decrementing stored value from the card (in a similar way to an electronic purse). For speed and convenience, these systems tend to use contactless cards. 

Smart cards can have a vital role in underpinning a PKI. They can be used as ways for individuals to identify themselves as authorised agents of a particular organisation, as part of role authentication when presenting an organisation’s public key to be certified. 

The range of different applications noted above (which by no means cover all the current or possible areas of smart card application) illustrate the need to consider smart card lifecycles, and the issues they raise, at several different levels. Smart cards are not always specific to a single System – they may act as a generic platform for applications from a number of different Systems – hence the importance of multi-application smart cards, and the secure segregation of applications and application data both on the card and in card management systems. 

There is a strong incentive to share the costs of smart cards, and in many cases to increase the convenience for cardholders, by combining applications from different issuers and Schemes on a single multi-application card. Credit/debit applications are strong candidates for sharing a multi-application smart card with other applications such as loyalty applications and ID applications. Combining different aspects of a user’s activities in this way can help to make a card more likely to be used and retained (thus reducing the costs associated with high levels of churn and inactive cards) - especially if it accumulates an increasing number of useful personal preferences for the user over time. 

The impact of unauthorised access to the assets that a smart card protects also varies greatly, according to the System using the cards. In some cases, risks may be managed simply by adopting card products that have undergone evaluation and certification under a scheme such as Common Criteria (ISO 15408, see [CC]) or [ITSEC]. In other cases, risks may need to be managed with a deeper involvement in the pre-issuance and operational management stages. However, it is important that the security risks for each particular System should be identified and analysed so that risks are not ignored ‘by default’. 

For the purposes of this document we deal with the following:

· Smart card production lifecycle

Although the manufacturing of the IC and the card are often part of a purchased component, they can raise security issues that are relevant to the total security and risk management of a System. This is discussed in section 2.1.

· Operating system/platform management lifecycle

Again, the operating system and platform management software are often provided in a completed state when the card is delivered, but can raise security issues relevant to total security and risk management. This is discussed in section 2.2.

· Application lifecycle

Applications can be bought or developed specifically for a System. In either case it is likely that there will be security concerns relating to the personalisation and issuing of the application. This is discussed in section 2.3. 

· Operational lifecycle

This lifecycle is to some extent a different view of some of the earlier lifecycles (primarily the application lifecycle). However, it draws attention to issues that concern the way a card is prepared, issued, used, and (in some cases) retrieved and/or reissued. This is discussed in section 2.4. 

· System development lifecycle

Development of systems that include smart cards needs to consider the smart card as more than just a single component to be purchased and ‘plugged in’. This section therefore discusses issues that relate to the involvement of smart cards in the development (initial or ongoing) of a wider System. This is discussed in section 2.5. 

In many situations, a smart card is likely to be provided as an existing commercial product, including operating system and applications. However, the available products and potential application area for smart cards are at such an early stage that off-the-shelf products will not be found for every application. In some cases, it may be possible to modify existing products to meet the needs of a System, but in other cases it may be necessary to develop applications specifically for the System. In this case, the System development will need to consider the ways in which the card creation and delivery maintain the security of the application and its data. This document therefore considers issues with the early lifecycle phases (e.g. IC manufacturing) that will be relevant to some high security Systems using products developed as part of the new System development. In addition, the early lifecycle stages are discussed to allow an understanding of the issues involved in selecting evaluated commercial products (e.g. in matching evaluated security functions to the requirements of the project). 

Although this document discusses smart cards, most of the guidelines and discussion could equally apply to any other secure, portable token.  

1.1 Definitions

The following terms are used in this document to describe generic aspects of a system using smart cards, and are defined in section 0.7:

· System

· Scheme

· IFD

2. Lifecycle Security

2.1 Smart Card Production Lifecycle

The smart card production lifecycle is shown in Figure 1, in a form based on the standard lifecycle used by Eurosmart. 
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Figure 1: Smart Card Production Lifecycle
The stages in Figure 1 can be briefly described as follows:

· Embedded software development

All software in the smart card can be thought of as embedded software. However, it can be divided into ‘dedicated software’ which is provided as part of the IC (e.g. self-test software), then operating system software and application software. Dedicated software is usually produced by the IC manufacturer, and is stored in ROM. Some dedicated software (such as self-test software) may not be available after the IC is delivered, other parts may provide interfaces to functions on the IC. 

Operating system software may be written by the IC manufacturer or a third party, and is stored mostly in ROM. Some updates to the OS or special data (e.g. keys) may be held in EEPROM (or other non-volatile memory) instead of ROM. Application software may be stored in ROM if it is sufficiently general, and if it is available at the time of IC manufacture. Since smart card ICs generally contain more ROM than an OS will need, storing applications in ROM is often used to leave more non-volatile memory free (to hold additional applications and/or application data). However, it is also possible for all applications or additional applications to be loaded into non-volatile memory – an increasingly common situation when applications are bought separately from the ICs or cards, or where it is necessary or desirable to update cards after issuance. 

The Eurosmart lifecycle shows the embedded software and IC design as sequential stages. However, in practice the operating system software is likely to be developed in parallel with (or even after) the IC design, while applications may be developed at any time. The ability to write in languages such as MEL (for MULTOS) and Java Card (generally used with GlobalPlatform) means that applications can be developed for the OS and should then run on any smart card that supports that OS.

· IC Design

The IC design stage produces the hardware for the smart card. In most cases this design will not be specific to a System using the cards, but will result in the design of a general-purpose smart card IC, which may then be used by a number of different OS and application developers. 

· IC Manufacture

The manufacturing stage takes the IC design and the software to be stored in ROM (a combination of dedicated software, OS and possibly application software). The IC is then manufactured and tested in the form of a wafer. 

The manufacturing stage may also include the injection of data into non-volatile memory. This data could include identification data for a specific IC, as well as keys, random seeds, and other data specific to a Scheme and/or System. This data can clearly be security-critical, and if required by the System will need to have well-defined procedures for secure generation, delivery, storage and use of the data. Injection can take place in later stages (IC Packaging or Card Production), but at the risk of leaving some exposure after the manufacturing stage (this might allow cards to be substituted or altered before delivery for packaging, for example). 

· IC Packaging

Wafers are cut into individual ICs and these are then packaged into modules for insertion into a card. This includes bonding the IC pads to the smart card contacts (for a contact smart card) and encapsulation of the IC in a protective coating (usually a type of epoxy). 

· Card Production

The IC is placed into a plastic card, and may have printing, embossing, writing a magnetic stripe, and other ‘finishing’ processes applied at this stage (unless these are to be done at the issuance stage). 

· Personalisation and Customisation

Before issuance, the card needs to be prepared for its intended cardholder. This means preparing the initial configuration, in terms of the applications to be loaded, and adding data for the OS and applications that will make the card specific to the cardholder. For example, the cardholder’s name and PIN details may be added. 

In some Schemes the cardholder may be anonymous, so that the card, rather than the cardholder is identified by the data. In this case, there may be less concern over personal data, but there is still a need to ensure cards are accurately and uniquely personalised and customised. 

· Card Issuance and Usage

At the final stage, the card is issued to the cardholder (along with any collateral information, such as notification of initial PIN), and the card enters normal usage within a System.

Some Systems will want a way to distinguish cards supplied and issued for use in the System from other cards of the same type available outside the System (e.g. used in another System). In some cases this may be achieved by the use of System-specific cryptographic keys in the OS or application; in other cases it may be necessary to include a System identifier in the manufactured card. It is usually important to be able to identify and distinguish each specific instance of a smart card, and this will require the ability to read data stored in the IC that will identify the IC manufacturer, the manufacturing details (e.g. a batch number and date), and the software present in ROM (with the ability to distinguish different software versions). In some cases, it may sufficient (or even a requirement) simply to hold a unique identifier, with the full card details being held in a smart card management system (see section 2.4). 

During IC Manufacture, IC Packaging and Card Production (in which the chip is inserted into the plastic card), the IC will be in one or more test modes for part of the time. This is intended to enable the various production processes to test that the IC is working correctly at each stage, and that it has not been damaged during the process. However, test modes may give access to the IC without applying the usual security functions, and hence can represent a threat to the confidentiality of data held in a chip, and to the integrity of its initial configuration. This aspect of lifecycle security is highly technical, and uses highly proprietary and secret methods that are specific to each manufacturer. Hence it can be difficult to address this issue in a Scheme-specific way, other than by using a product certified under Common Criteria (ISO 15408, see [CC]) or [ITSEC], and including specific properties to limit test features (e.g. see FMT_LIM in [0002, 5.1.1]). 

Since cryptographic keys (and sometimes other security data such as PINs or random seeds) can determine the security of an application, and even a whole Scheme, it is important to consider at what stages in the card production lifecycle unauthorised cards could be produced. For example, if keys used in the Scheme are put into the IC during IC manufacture then this means that the IC manufacturer (or a person with access to the IC manufacturer’s data and facilities) could possibly produce forged, or otherwise unauthorised cards. Although an attacker with access to the IC manufacturer might deliberately exploit this route, this way of producing cards also means that lost or discarded wafers and die (i.e. individual ICs) may represent a security threat to the Scheme because they contain valid keys. Depending on the functions available in test modes, participants in the later stages of the lifecycle (IC Packaging, etc.) may also be able to produce unauthorised cards. Hence it can be important at least to replace the keys once the card is in the possession of the issuer, so that the issuer controls the operational keys, and which cards hold them. In some Systems, there may need to be more than one such key change to represent the progression of the card through different stages (and perhaps different responsible organisations). 

The terms “personalisation” and “customisation” are sometimes used interchangeably. However, “personalisation” is also used in a technical sense to mean the way an instance of an application is made specific to the card on which it is to be loaded. With this usage, it is part of an application lifecycle rather than applicable to the card as a whole. In this document, the convention in [GP Cust, 3.1] is used, and customisation refers to the preparation and delivery of data for a card as a whole (with more than one application) while personalisation refers to the preparation and delivery of data for an application. 

Note that the standard lifecycle in Figure 1 assumes a single personalisation and customisation stage before card issuance. As discussed in section 2.4, there may in fact be a number of personalisation stages if the card can be updated after issuance (e.g. by modifying data, by adding or deleting applications, or by updating the OS). 

Each of the stages in the production lifecycle raises security issues and, depending on the nature of the System, these will generally be addressed either by using an evaluated and certified product, or by project-specific measures. More details of threats and attacks on the IC part of a smart card can be found in [0002, 3.3 & 8.3]. The table below summarises the security issues at each stage. 

	Lifecycle Phase
	Security Issues

	Embedded Software Design
	· Accidental or malicious corruption/modification of:

· Library software

· Operating system

· Applications

· Access to the software design can also help an attacker to develop attacks against an issued card.

	IC Development
	· Design flaws or alterations leading to security vulnerabilities

· Access to design data that can be used to aid in attacks.

	IC Manufacture
	· Access to samples in test mode – this may enable the confidentiality or integrity of the IC content to be broken

· Access to/modification of test mode authentication data (e.g. keys, passwords) – where test mode features are protected by authentication requirements, it may be possible for an attacker to obtain these, e.g. from a storage location at the manufacturing site

· Access to/modification of initialisation data (e.g. keys, random number seeds).

	IC Packaging
	· Access to samples in test mode.

	Card Production
	· Access to samples in test mode

· Access to operating system/application software initial stages, before all security measures are applied – this may allow confidential data to be read, or changes to be made to the card configuration

· Access to card stock with security printing measures (where used) – this may help an attacker to produce fake cards for use in the System.

	Personalisation & Customisation
	· Access to initialisation data (e.g. keys, credit limits or other scheme parameters)

· Access to cardholder personal data.

	Card Issuance & Usage
	· Access to data during application delivery and deletion

· Access to data enabling card parameter updates (including unblocking)

· Access to operating system updates that can be used to aid attacks

· Forging of operating system updates, e.g. to load malicious code

· Power analysis (DPA)

· Differential fault analysis (DFA)

· Physical attacks on the IC.


Table 1 : Security Issues in Smart Card Production Lifecycle Phases
Using a smart card product evaluated and certified under ISO 15408, also known as “Common Criteria” (see [CC]), or possibly under its predecessor [ITSEC], should address most of the early lifecycle security issues in a generic way. However, the details of the scope of certification need to be checked against the specific security requirements of a System using the product. In particular:

· The scope of the Security Target should be checked to see that it covers the actual requirements of the System using the card product. For example, not all the functions of an IC are necessarily included in the scope of an evaluation. As another example, a GlobalPlatform card may not include aspects such as delegated management in the scope of the Security Target. In addition, the Security Target may contain important assumptions about the way the product is used. This can be checked by reading the Security Target and Certification Report. 

· Conformance to one or more relevant Protection Profiles may be required for the System. Protection Profiles are intended to capture common security requirements for a particular type of product. For example, [0002] and [9806] both deal with IC evaluation. 

· In addition to confirming the overall assurance level (EAL) for the product, which should usually be EAL4 or higher, the Security Target should augment the assurance level with an appropriate level of vulnerability analysis. The level of vulnerability analysis is indicated by the assurance class AVA_VLA, and will be listed in the Security Target. It will generally be AVA_VLA.2, AVA_VLA.3 or AVA_VLA.4. Most Protection Profiles for smart cards require AVA_VLA.4
.

· Any assumptions, recommendations or requirements of certification need to be implemented. The Certification Report will document these.

· The product manufacturer’s user and administrator guidance documentation needs to be examined and followed where relevant. The certification of the product is likely to rely on this (as will be noted in the Certification Report). 

· Sufficient parts of the smart card product need to have been evaluated. The needs of the System using the card will determine what the “sufficient” parts are, but in general they would include the IC and the OS. They may include one or more applications as well.

· The evaluations of different parts of the product need to fit together in a seamless way. In general, the IC, the OS and the applications used in a smart card product may all have been supplied by different manufacturers – each is a separate product in its own right. Where the evaluation has not used the same configuration as the System employing the card product will use, it needs to be confirmed that the assumptions and recommendations from the evaluation of one part of the product have been implemented in another. For example, if the user guidance for the IC requires cryptographic software to be written in a certain way, then it needs to be confirmed that this has indeed been done in the OS and application. In most cases, the OS evaluation will deal directly and explicitly with this linkage to the IC. However, it may not be so clear whether the assumptions on secure use of OS cryptographic operations have been met by the applications.

Since both MULTOS and Java Card aim to allow applications to be written without regard to the specific IC and implementation of the OS, the need to follow user and administrator guidance for certified products may be an issue if, for example, a new card product is obtained with the expectation of running an existing application.

· In some cases, there may be requirements from the certification that are not met, but which need to be included in risk management, so that an accreditation decision can be made (if appropriate) to allow the System to operate in spite of this. This may be the case where alternative solutions to requirements are used (e.g. there may be tests used in software to check the correct operation of a hardware random number generator, and a decision might be taken to use different tests from those recommended by the manufacturer). 

It is worth emphasising that whilst it is valuable to have evaluation and certification of a smart card product, significant security problems can be introduced when adding to the certified product – for example when using a new application. The way that software uses the hardware facilities, or other software functions, is significant to the security of the final product. This is the reason for looking closely at how well the System using the card product has matched the evaluated configuration, and how well the user and administrator guidance has been followed. 

In particular, the following should be considered:

· Critical confidential data (e.g. secret keys) should not be held in ROM – this type of memory can often be read by an attacker. The attacker’s task can be made more difficult by hardware techniques, but this attack still represents a significant risk for critical data. 

· Software can be used to enhance the security of a completed card product – for example, there are countermeasures that can be implemented in software to address susceptibility in the IC hardware to power analysis (DPA). In most cases this relies on a detailed knowledge of the way the IC behaves. 

· Software can also be written in a way that makes a card product based on a relatively secure IC behave insecurely. This is particularly the case with power analysis, where features of a power profile specifically relevant to a particular application may not have been considered during the evaluation of a generic smart card product. As an example, if an application implements PIN checking then it may be possible to use the power profile for the PIN comparison to deduce information about the correct PIN. The evaluation of the card product (i.e. the combined IC and OS) will not have considered this application-specific context.

Although it is now becoming common to find evaluated products at the IC and OS levels
, it is relatively rare to find certified applications. In the case of financial applications, such as credit/debit applications based on the EMV specifications (from Europay, Mastercard and Visa), these may be required to undergo security analysis, as well as functional compliance testing, by the issuing organisation (e.g. Visa or Mastercard). However, these criteria are unlikely to be available for external scrutiny, and may not therefore be suitable for other Systems. In any case, they will focus on the needs of the financial application, and may not address the needs of other applications. 

Another consequence of the scarcity of certified applications is that there is nothing to demonstrate assurance in the software development process for the application. The security of the development environment is important for many reasons, including:

· The application design and code needs to be protected from alteration to prevent vulnerabilities being inserted.

· The application needs to be kept under configuration management, to ensure that incorrect versions do not accidentally reintroduce vulnerabilities.

· Application security data (such as master keys, keys for protecting the integrity of delivered applications, or PIN derivation values) need to be kept confidential.

· The application design code needs to be kept confidential – knowledge of it can assist an attacker in making hardware and software attacks.

· Delivery of the application to the IC manufacturer (if applicable) and the card management system (for loading onto cards) needs to be done securely.

The development environment aspect therefore needs to be addressed as part of the risk management for the System using the card (reflecting the specific assets at risk), and in some cases it may be appropriate to arrange audit visits to the developer. 

2.2 Operating System Lifecycle

Most smart cards fall into one of 3 types of operating system environment:

· GlobalPlatform
 

· MULTOS

· Other operating systems.

It is expected that the majority of cards used in future products will be MULTOS or GlobalPlatform cards. In some areas, such as contactless ticketing applications, other systems (such as Mifare or FeliCa) are often used. In general, similar stages will need to apply to any smart card that has to provide secure storage of keys. 

In addition to the lifecycle for production of the IC and the physical card, as discussed in section 2.1, the operating system will usually have some sort of lifecycle itself. This will involve processes to set up the initial working state of the operating system, and may include activities such as the following:

· Setting issuer-specific keys (possibly by replacing existing manufacturing keys)

· Initialising operating system files

· Setting an initial PIN value

· Loading additional software

· Preparing applications in ROM for use from the operating system (e.g. activating them as segregated applications by setting up tables in non-volatile memory)

The GlobalPlatform lifecycle is shown in Figure 3 as an example of such a lifecycle. (Note that this is described in [GP Card] as a “card lifecycle”, however, since it relates to the states that the OS passes through, for the purposes of this document it is an OS lifecycle).
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Figure 3: GlobalPlatform lifecycle

The GlobalPlatform lifecycle includes CARD_LOCKED and TERMINATED states, which can be used to block the card temporarily or permanently (respectively) while it is in operational use. However, it is the stages OP_READY and INITIALIZED that exemplify the initialisation of the OS, through the addition of critical information such as the keys to be used for establishing a secure channel to the card. 

The security of the issued card depends on the security of the installation and initialisation of the OS, and the smart card may be vulnerable to attack in some of the earlier OS lifecycle states. For example, to load an application onto a card would normally require a secure channel to be set up to the card, involving an authentication process. However, for speed of card preparation (which is important for mass card production), some of the early states may allow the initial set of applications to be loaded without requiring a secure channel. 

2.3 Application Lifecycle

The lifecycle of an application is, of course, mostly specific to the application itself. It is worth noting that GlobalPlatform enables applications to be individually locked (see [GP Card, 5.3.1]), in addition to providing locking of the card as a whole. 

Given the wide range of applications and detailed application protocols, it is difficult to define generic lifecycle security issues for individual applications. However, this section discusses some issues that may arise for particular applications arising from their relationship to other lifecycles. 

2.3.1 Application Load and Delete

Where an application is loaded to a card, or deleted from a card, it is clearly important that this can be done securely. It must not be possible for an attacker to intercept data for the card and alter it or read it (in some cases, the data will contain keys for use by an application, for example). This is dealt with as an intrinsic part of the operating system in MULTOS and GlobalPlatform cards, but remains a separate concern for cards with other operating systems (which may or may not provide such features, and may place varying degrees of reliance on the use of a secure environment). In general, the loading and deleting process should ensure:

· Valid authorisation to perform a load or delete

· Confidentiality of the application and data

· Integrity of the application and data.

In some Systems, there may be some risk from not knowing the final state of a card (e.g. if an application is to be replaced, or an update to be applied, to counter a security vulnerability). However, signed receipts that will confirm the success of a load or delete are not commonly available from operating systems
 and if confirmation of status is needed then there may be functions that could usefully be included in the application to provide confirmation data (by including specific enquiry operations, or even using trial and error over a series of commands if the channel supports this level of interaction). 

2.3.2 PKI

Many smart card applications are linked to public key infrastructures. For example, authentication applications will often use a key pair and public key certificate that form part of a PKI. The external PKI can be expected to drive standards for aspects such as key lengths and public key certificate formats. Although smart card memories have greatly increased in size over the last few years, it is nonetheless worth noting that the requirements imposed on a smart card should be considered carefully. In particular:

· X.509 is the usual format for public key certificates – these can be relatively large for storage in a smart card. The available memory (for all the possible applications that might reside on the card) needs to be considered when specifying the certificate content (and hence size), and the number of certificates that a card will need to hold. Some systems (such as those based on the EMV specifications [EMV]) use their own certificate format in order to save space. 

· The processing power within a smart card will make it impractical to check a long hierarchy of certificates sent to the card. One alternative is to have a trusted distribution process to place a trusted public key from lower down in the key hierarchy (for checking received data) into the application during personalisation, thus replacing the trust in checking a received certificate to the process of installing the key – however, this relies on the security of application unit preparation (see section 2.4). 

· Communication with a CA may be required during the card customisation process, in order to get a public key certificate. A typical scenario involves generating a card-specific key pair, and then obtaining a public key certificate for the new public key, by making a request to the CA. In some cases, this may be an external CA, perhaps run by a third-party organisation, which may not provide real-time response to certification requests. Hence this can impose a significant delay in the production of customisation data for cards (and a delay which it may be difficult to accommodate in a real-time production line). If keys are generated off-card and placed on the card during customisation then this can provide a way to accommodate the timing problems, but at the cost of adding significant security requirements to the customisation and issuance system
. If keys are generated on the card, then the certification will inevitably be part of the customisation process, and a suitable real-time response from the CA may be the only feasible alternative. This may mean that a System needs to take responsibility for operating its own CA (with the additional security requirements and administrative requirements that this entails). 

· Where the smart card application is always used with an online system, it may be possible to store and retrieve certificates from an external database or directory, using the card or application identifier.

2.3.3 Key Architecture

Keys used in smart card applications (or operating systems) should not be global if at all possible – i.e. the same key should not give access to more than one card. This applies not only to keys which are intended to identify a specific card but also to keys that may be used to communicate securely with cards, providing mutual authentication with other System devices, and possibly also confidentiality protection. Such keys will often be symmetric (e.g. for triple-DES), and for efficiency of key storage, it is common for card-specific keys to be derived from a master key using data specific to the card (e.g. the card identifier). 

In addition, it is prudent to analyse the effect of any key used in the System being broken – to identify the impact on the System and an efficient method of recovery. Although there is clearly an intention for the key to be kept secret, a good application of the ‘defence in depth’ principle is to ensure that the effects of an attacker discovering a key held in a card are as limited as possible – effectively to that card/cardholder only (e.g. the key architecture should not give the attacker the ability to work back to the master key). 

2.3.4 IFDs 

Where keys are held in IFDs as well as cards (e.g. if the IFD needs to carry out a mutual authentication with cards), there is clearly a need to consider the protection of the IFDs as well, and the impact of compromise of an IFD key. Since IFDs may need to authenticate any card, they may contain global keys in order to be able to derive the card-specific key for any card that they encounter. This means that the IFD can become a focal point for an attacker, even if the card itself does not contain global keys, and the ability to control access to the IFD becomes a significant factor in the System security risk analysis. 

There may be a variety of different types of IFDs for different types of environment (e.g. point-of-sale or administrator IFDs). Since these devices may vary in the level of privileged access they give, or the amount of security-critical data they contain, it is important to include this aspect of the infrastructure in an overall security risk analysis for the System. 

[FINREAD] specifications are an example of card reader specifications intended to provide a basis for IFDs that can be used for financial transactions, whilst also providing functions for secure update of the IFD software (although these specifications are intended for readers used in private, rather than public, environments). 

2.3.5 Applications and Differential Power Analysis

Differential Power Analysis (DPA) uses multiple examples of a cryptographic operation to identify statistical correlations between power consumption and the key being used, and is a significant concern for the security of smart card keys used by applications. It is reasonably common for defences against DPA to be present in recent smart card ICs, but this is not universal. Even where defences are present, it is important that they are used effectively when the application software is written. However, even an application on a well-defended IC may leak data if the application software is not carefully written because, for example, leakage may be caused outside of a protected cryptographic operation. For this reason, even if the application uses DPA-resistant cryptographic functions provided by the operating system, it is still possible for leakage to occur. Writing leak-resistant application software needs to consider the leakage characteristics of the target device, and hence needs measurement and testing, rather than a purely logical or design-based approach. 

The threat from DPA is partly addressed by using a card platform with DPA-resistant cryptographic functions, where these functions have been certified under Common Criteria (ISO 15408, see [CC]) or [ITSEC] (and where these functions are in the scope of the Security Target). But if the application itself has not been certified then the risk can be mitigated by independent testing of the application on the target platform(s). 

It is also worth considering the application design to minimise the opportunities for generating large numbers of examples of an encryption operation using the same key (but different plaintext). For example, repeated attempts to initiate a secure session with a card, where the set-up never completes, could indicate this sort of attack. The attacker might repeatedly send essentially random encrypted data to the card, so that it will decrypt the data using the target key. Although the decrypted input data will (presumably) be rejected by the card as invalid, its validity can only be checked after decryption, and by this time the attacker will have collected the power consumption details for the decryption operation. Note that there may never be a failure detected by the card if the input cannot be validated (e.g. if it is meant to be a random number) - hence there may be no failures to be counted (unlike PIN failures). The failures are failures to complete a protocol, detected, for example, by checking the protocol state when a new message is received. 

In this example, it is tempting to consider a retry counter that is reset every time a secure session is successfully established (as is usually done with a PIN retry counter). However, this may not be a sufficient defence. It is likely to be easy for an attacker to cause a valid secure session to be established by using the card in a legitimate way, after which more samples can be collected until there are enough to perform the DPA attack. The feasibility of an attack of this sort depends on application-specific details (e.g. the value of the retry counter and the ease or convenience with which a legitimate operation can be used to reset it). However, in most cases it seems likely that if a card receives a significant number of failed attempts then the card should block. The number of failed attempts allowed depends on the System, and should take account of the likelihood of genuine failures during normal operation (such failures might be more likely with a contactless card waved over an IFD than with a contact card captured by an IFD, for example). However, the number of failures allowed should be significantly less than the number of power examples needed for any known DPA attack. 

Other examples of good application design practice to avoid or reduce susceptibility to DPA attacks include

· ensuring that the same message is not signed more than once (by including random data)

· ensuring, if possible, that a user does not know the value of data being decrypted using a private key (by suitable transformation of user inputs).

2.3.6 Applications and Differential Fault Analysis

Differential Fault Analysis (DFA) can be another significant issue for the application (although it may be addressed in the operating system). In this attack, a fault needs to be induced during a certain part of the processing. The details of the fault and its precise effect do not need to be known - it is just necessary to cause the fault in a certain part of the operation (e.g. one half of a Chinese Remainder Theorem calculation for exponentiation in RSA). If the attacker can then compare the faulty output with the correct output, which therefore requires the card to perform the same calculation twice, then the key can be found. Modern smart card ICs include defences against some of the main ways of inducing errors (such as applying high or low voltages/frequencies). However, it is obviously impractical to test and demonstrate that an IC has been protected from all sorts of possible error (including some methods that may use physical alteration of the IC). Even if they are known about, some fault-creation methods are likely to remain difficult or impossible to defend against economically in hardware. Hence it may be appropriate to use defences in the application software.

In general, defences against the attack include either not performing the same calculation more than once or checking a calculation before returning the result (so that a result is not returned if the two results are not the same). For example, in some contexts an application can be prevented from performing the same calculation more than once by making sure that when signatures are calculated they always use data that is guaranteed to change for each signature requested, perhaps by the inclusion of a counter value maintained on the card, or by inclusion of a random number. This sort of measure clearly affects the design of the application and the Scheme. 

2.3.7 Key Management 

Smart card issuance tends to involve large amounts of key generation and key management, at various levels. For example:

· keys to be installed in the operating system (e.g. this is likely to be the case for a bespoke OS, or for issuer-specific GlobalPlatform keys). Note that the issuer needs to use their own keys in this way as part of making sure that their card population cannot be used by other issuers – i.e. in order to be sure that they manage the cards that can be used in their card population, and the Systems in which their card stock can be used. 

· infrastructure keys to be generated and registered, in order to load and delete applications (e.g. Application Provider keys for MULTOS)

· keys to generate for the application (e.g. a key pair for an authentication application)

· keys for communication with external systems during the preparation of card customisation data (e.g. VPN keys, and SSL keys and certificates)

· transport keys needed for delivery of other keys (e.g. keys for installation in an HSM)

· the need for the (possibly real time) certification of key management public keys with the attendant security issues of public key authenticity in transit to the CA.

It is important to define a key management process that will address all the keys handled by each participant, and protection throughout the lifecycle of the key (from creation, through distribution and installation, to destruction). Security of keys during transit and when stored needs to be specified. It is particularly important to consider security of keys where they are used for functional or operational purposes, such as for injection into an IC (or IFD) or for preparation of an application unit for delivery to a card. In these environments, most attention is normally paid to efficient completion of the function or operation, and there may be less familiarity with the needs of protecting stored keys. 

With keys placed in the card, the production process should also ensure that issued cards have replaced keys present in the card during manufacture (as discussed in section 2.1). This ensures separation of capabilities so that those involved in producing the cards cannot produce them with keys that would enable them to be used in the System – hence preventing one potential route to producing unauthorised/forged cards. 

2.3.8 External Records and Audit of Card Data

Some applications hold data representing monetary value (or something which can be converted easily into monetary value) – electronic purses, loyalty applications and ticketing applications are examples of this. In some cases, the data will exist both on the card and in an external system that is part of the scheme infrastructure. But in other cases the data may exist only on the smart card, which clearly increases the potential gain if an attacker can alter the data. Such a business requirement places onerous security requirements on all aspects of the System, including the correctness of the application design and its protocols.

Where the data is duplicated off the card, then if this is to represent a significant security benefit then it is important to actually make periodic comparisons of the data on the card with the data in the off-card record. As well as signalling discrepancies found, a System should be capable of taking some action to limit potential damage from an attack, such as raising an alarm on the next use of the card, and/or blocking the card on next use. In some cases it may be adequate to detect potential misuse as part of a batch approach to reconciling data (rather than in real-time). 

Off-line operation may be another area where vulnerabilities can be exploited in a smart card System. One of the advantages of a smart card is that it can act as an independent computer and hence can carry out processing without being connected to a central system. However, part of the risk management for a System must be to analyse ways in which this might be exploited by an attacker. Straightforward examples might be an attack on stored value which cannot be validated against a central record during an offline transaction. Similarly, if an offline credit transaction can be completed offline, this may offer an attacker an opportunity to use a stolen card beyond its intended credit limit
, and without the card identity being checked against a list of stolen cards. 

2.3.9 Availability

Availability, or preventing denial of service, tends to be a less critical objective for smart cards than confidentiality and integrity. However, some features of an application (or indeed of the underlying OS) can give rise to denial of service scenarios, either by a malicious attacker or perhaps by faults in other parts of the System (e.g. a malfunctioning IFD or unreliable communications link). In some cases, the potential for an attack may be unavoidable – for example: if a card blocks after a certain number of failed PIN attempts, then sending arbitrary PIN messages will inevitably provide a way for an attacker to block the card. In other cases, it may be important not to prevent the card from operating, so that responses to potential attacks may reduce the functions available without completely blocking the card (a tachograph application might be an example of this, if it is required to ensure that current journey data can always be completed). 

As part of the risk analysis for a System, it is worth considering the impact of unavailability of the smart card (especially with respect to the implications of failure at the relevant trust service level (see section A.1). This should include definition and analysis of the assumed fallback and recovery procedures for critical operations. 

2.4 Operational Lifecycle

The operational lifecycle for a smart card deals with the management of the content of a card when it is initially issued, along with any changes that may happen to that content while the card is in use. The operational lifecycle may also include renewal or replacement of issued cards, and in some cases return and reissuance (probably to a new cardholder) may be appropriate. 

This section uses the idea of a smart card “scheme”. A scheme represents an implementation  of a smart card system to serve some particular purpose or purposes. For example, the issuance of a particular brand of smart credit card or a brand of electronic purse may be considered a scheme. A scheme may involve the use of several applications which deliver services to cardholders, and will include some infrastructure to support those applications, such as the presence of terminals (e.g. point-of-sale credit card terminals) and IT systems to support the use of the application (e.g. systems to acquire and process credit card transactions from points of sale). 

There are significant differences in the type and scale of smart card schemes. A ticketing scheme or credit/debit scheme may result in many millions of cards being issued; but a corporate ID scheme may involve only a few hundred cards. This section aims to raise issues that are relevant to most different schemes, but the scale and details of a particular scheme will obviously affect the scale and complexity of the management solution required. 

Whatever the number of smart cards to be issued, most schemes will benefit from some sort of smart card management system to manage the cards and their issuance. The issuing of cards can sometimes look like a straightforward problem, but any scheme that is intended to operate over the long-term will have to deal with a number of issues such as reissuing expired cards and replacing lost cards. Over the lifetime of an issued card, it is likely that the available card stock will also change because, for example, both ICs and applications will become obsolete over time. In addition, the use of more than one smart card platform in a System offers resilience to the discovery of a security vulnerability in one platform. Vulnerabilities might be found in the IC, the OS or the particular implementation of the OS, as well as in the applications. Flaws may be found in an IC that affect any OS (e.g. a DPA vulnerability may affect both MULTOS and GlobalPlatform cryptographic routines implemented on that IC); generic flaws can be found in a type of operating system (rather than in a particular implementation); and flaws may be found in a particular developer’s version of an operating system. Using diverse platforms means that if a vulnerability is found then only a part of the issued card population will need to be replaced. However, this requires a system that can quickly identify the affected cardholders and either upgrade their cards dynamically or deliver replacement cards to them. 

The use of different types of smart card can thus arise for different reasons, but nonetheless needs to be managed. Indeed it will generally be advantageous to enable the use of many different smart cards in a System, in order to benefit from competitive supply of the card. The issuing process also needs to be considered in terms of whether it allows competition in the issuing process (e.g. between the bureaux that may personalise cards), or whether it locks a System into a single supplier. 

Since smart cards are generally used as devices that keep data and access to services secure, their issuance and management processes will also involve security-critical data and services. The operation of a smart card management system therefore involves many security issues in terms of the handling of that data and access to the systems that provide the services. All the usual requirements for a secure system are therefore applicable (access controls, firewalls, VPNs, etc). In this section, some of the requirements for issuing and managing cards are discussed in order to give examples of security requirements in this area. 

In general, any Scheme will want to manage a combination of the following:

· The physical card stock used (including different ICs and embedded software)

· The variable content of the card – such as the applications loaded, the parameters used in those applications, and other data loaded to the card.

For example, an issuer of financial smart cards might need to deal with:

· Card stock that includes both MULTOS and GlobalPlatform cards (and possibly other cards, especially if there is legacy card stock)

· For each of these operating systems there may be different versions of:

· The OS itself

· The OS supplier

· The IC – including both the model and the supplier (involving different memory sizes, and perhaps different functions such as the presence or absence of a cryptographic coprocessor)

· Different versions of each of the applications to be loaded

· Personalisation and customisation differences according to the type of card stock, the payment scheme (e.g. Visa and Mastercard), or the version of the OS, and involving details of the individual cardholder (e.g. name and a credit limit).

The issuer may also need to deal with different types of card product. For example, there may be standard cards and gold cards, which may differ not only in terms of appearance (although this itself requires managing the relevant printing and other parameters) but also in terms of their issued configuration and the applications available. An extension of the variety of card products is the multi-issuer situation, where the same smart card management system may be used to issue cards for different schemes/issuers. In this case, there are likely to be strong security requirements to separate not only the different applications involved, but the security parameters such as keys, that are placed on the card, or required in order to make the card. It will be vital to ensure that one issuer’s data cannot be compromised by being used for another issuer (whether this compromise involves access to the data within the management system, or the issuance of cards that may include the wrong issuers data in an insecure state). 

There are some traditional system engineering concerns that can be seen here: notably the need for configuration management. These concerns affect security in terms of the ability to issue a correctly configured card (i.e. one containing the application and personalisation data that have been tested for security, are compatible with the security of the card platform, and using the correct keys). It is easy to underestimate the number of different parameters that can vary for a scheme, so a summary list is given below:

· IC type and version (including differences in memory and functional capabilities)

· OS version

· Application version

· Personalisation data (this may be related to the application version)

· Cryptographic key versions (for OS and applications).

As well as managing the intrinsic complexity of long-term smart card operation, there are typically some basic concerns with management information about issued cards. An organisation will generally want to manage cards to make sure that: 

· it can identify what card each cardholder has, and to which cardholder any given card is issued

· It can identify the content of a card at any given time.

· It can reissue cards at the correct time. 

The second objective - knowing the content of a card at any time - may be complex if the card can change its content when it interacts with the scheme infrastructure (e.g. if a PIN is changed by a cardholder at a terminal). Depending on whether the management system needs this level of detail (e.g. whether it needs to issue replacement cards in exactly the same state as the card that they replace), there may be a need for continuous inputs from the scheme infrastructure to the management system. The communication may flow the other way if the smart card management system is to be used for operations such as attempting to block cards when they are used in a scheme infrastructure (e.g. blocking lost or stolen cards). 

The ability to identify the cardholders who have a certain type of card (whether a particular IC, a particular version of an application, or perhaps a combination of a particular OS and application) an be important to risk management if security vulnerabilities are discovered in that type of card. Because the technology of smart cards and attackers are continually evolving, it is entirely possible that a significant security vulnerability might be found quite suddenly in an IC or piece of embedded software. In these circumstances it may be important to be able to recall the relevant cards, or update their contents (e.g. by changing the application version, or applying an operating system patch). 

There may be additional management information requirements or targets – e.g. to study trends in issuing and operation, and perhaps to identify problems (e.g. a high failure rate for a certain type of card, or for a certain combination of OS and application). 

At this point it should be noted that there are several different types of entity being managed here:

· The cardholders

· The cards

· The applications

· The personalisation data.

These may involve different management requirements in terms of lifetimes. For example, a smart card might be issued with a lifetime of 4 years. This defines one replacement interval that needs to be managed. If the card contains a public key certificate used in a PKI, then that certificate may have a lifetime of only 1 or 2 years. Hence there is an additional replacement interval to be managed. 

Another area to consider is whether the management of cards is intended to be centralised or distributed. A smart card used as an authentication token for building and network access in an organisation may require local stocks of cards to be held at many sites. There will then be an element of local management in terms of the distribution of cards to cardholders (and the associated audit and reconciliation of stock and issued cards). However, this might still use a centralised management system, with remote card requests and database queries, to obtain advantages such as consistency of card configurations, control over the types of cards that can be issued at any site at any time, the ability to offer a centralised helpdesk, and central audit of the scheme. 

Another consideration for the smart card management system is whether it should manage only the issuance of cards, or some or all of the application functionality as well. For example, it may be that the management system could also act as the server for application transactions. This has advantages in terms of giving the management system the best possible view of the actual state of each card, the best opportunity to manage activities such as card or application blocking, and hence also the best ability to reissue cards correctly (e.g. with accurate, current data in the applications, and with knowledge of whether the card was previously blocked because compromise was suspected). However, this approach may also make the management system too complex to manage and maintain effectively, and may limit the ability to use an off-the-shelf card management system. 

2.4.1 Card Ownership

Because of the costs of introducing smart card infrastructure, and the higher cost of operating smart cards, compared to less secure alternatives such as magnetic stripe card, there can be a good case for sharing a card between Schemes or Systems. Examples of this are the loading of loyalty applications onto a credit/debit card and the combination of a building access pass with a credit/debit card. 

However, it is important to establish a single manager in the issuance process for the cards, so that there is no confusion or ambiguity over responsibilities for operational security of the cards. For example: responsibilities for key management (for both OS and applications), application version management, and card stock management all need to be defined and under a clear single point of control
. When defining this structure, it is important to consider the practical requirements of the issuing process and the separation of responsibilities. For example, there need to be clear processes and procedures to govern the sharing of cryptographic data  between a smart card management system, which handles the electronic data to be loaded onto the card, and the bureaux that use this data to create the final cards and send them out. 

2.4.2 Card Customisation

This section considers in more detail the process of preparing the applications and data to be loaded onto a new card before it is issued to the user. The discussion assumes the use of a dedicated smart card management system to: 

· record and control the available applications and card stock
, and the allowed combinations of these

· define the configuration to be issued on a particular card

· match the requirements of the issued configuration (e.g. in terms of memory size and processor requirements) with the available card stock

· personalise the applications and data to be loaded (so that it is specific to the target cardholder) 

· keep a record of each card and its contents. 

In general, issuance involves specifying a target initial content for a card, matching this requirement to the card stock available, gathering the applications and data, and then creating a package to be loaded onto a smart card. If the applications can be changed after issuance (e.g. by downloading additional applications over the internet or at particular terminals), then the smart card management system is also assumed to manage this process. Note that where the contents of a card can change during its operational life, it is usually important to record this in order to be able to reissue a new card with the correct configuration of data for the cardholder. 

Issues for smart card management systems include the following:

· There may be confusion over what constitutes the ‘system of record’ for each piece of data. PIN data is an example – especially if the PIN can be changed at terminals, and hence needs to be sent to the smart card management system if the system is to be capable of reissuing cards with the updated PIN. 

· There may be a difference required between the initial configuration of a smart card and the configuration of a replacement card. 
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Figure 5 : Preparation of an individual application for loading
Each application to be loaded to a smart card will have a set of data items that need to be gathered to make the application image specific to the target card (this is the Application Template in Figure 5). This data generally includes:

· Data requested from an external source

This data may need to be fetched securely from a third-party server. Examples might be an initial points balance for a loyalty application, or a public key certificate ordered from an external Certification Authority. These communications will require security measures such as virtual private networks, SSL, and system-specific security measures (e.g. as in PKCS#10 certification requests sent to a CA) to protect confidentiality, integrity, non-repudiation, etc, as determined by the application context. In these situations additional operational procedures will be needed for generation, delivery and management of the relevant keys and certificates. 

· Data requested from an internal source

This data might include cardholder personal data, such as name and address, and account numbers. In some situations this data may be held within a smart card management system database, in which case it may need to be held encrypted. In other cases, other systems within the same organisation may need to be queried, which may require similar security measures to those for communication with external systems, depending on the network and communications structure. 

· Generated Data

Some data is likely to be generated inside the smart card management system, usually at the time of preparation of the application. Examples might be card-specific keys, card identifiers, and initial PIN values. In some cases this data may need to be sent to other internal or external systems (e.g. a PIN management system, or PIN mailing system), which may therefore require secure communications as for other connections. 

As an example, consider the assumptions made in [eG SecArch, F.1.4] for a smart card application used for signing and encrypting data. This application needs to hold:

· A public/private key pair for encryption

· An additional public/private key pair for signature

· X.509 public key certificates

· Identifiers for the signing and encryption methods used.

This might require that there are 2 key pairs generated internally when the card is to be issued, and that the public keys are then sent to an external CA to obtain X.509 certificates (the CA could alternatively be an internal source). The identifiers for the signing and encryption systems are likely to be from an internal source, or might be fixed in the application itself. Of course the application would need a variety of other data such as the cardholder’s name and, based on the scenario in [eG SecArch, 6.1], a PIN. 

Data for each individual application can usually be gathered in parallel. When all applications are complete, the set of applications can then be combined into a single package for delivery to the smart card (Figure 6). The final package may also include additional load data in the form of other management commands (e.g. MULTOS requires load certificates to be added; GlobalPlatform requires separate application loading and installation commands), personalisation commands, and possible application activation commands. Any of these data gathering operations may require security mechanisms to enforce confidentiality, authenticity, integrity and possibly non-repudiation. 
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Figure 6 : Combination of applications to form a complete delivery unit for a card
The package of applications and data should be delivered to the card in a manner that preserves confidentiality and integrity, and which will be defined by the operating system. However, the needs of each part of the delivery need to be considered, to ensure that the appropriate security measures are in place. For example, application load will usually use some sort of integrity check (signature or MAC), and may use encryption to protect confidentiality, for example if keys are loaded as part of the application. In other cases only the personalisation data might need to be encrypted (for example if keys are loaded separately after application loading). In other cases, where the load is done in a secure environment, it may be deemed acceptable to load data unencrypted – the loading of encrypted data can impose a significant time delay in preparing cards, which can be important for mass issuance. 

2.5 Development Lifecycle

[eG Sec, figure 3.1] shows the generic phases for a new or enhanced e-Government service, and is summarised in Figure 8 below:
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Figure 8: Generic development phases and security documents for an e-Government service

The role of smart cards in a system can be brought out using the same lifecycle and the same security documents. 

· Service concept/Security concept

This should include the basic analysis of the role of the smart card in the System, and its resulting security role. There should be an initial identification of the assets held in the card, and those held off-card (e.g. in the smart card management system, and in IFDs). The way in which the card is to be created should be defined (e.g. purchase of multiple types of smart card platform and delivery to a bureau, with customisation data prepared by a smart card management system operated by the System owner) and an initial allocation of security responsibilities produced. Where appropriate there may be countermeasures in parts of the System that address potential problems with the smart card system (e.g. there might be real-time or overnight reconciliation of smart card data, such as stored value held, with external records).

· Establish service requirements/Security policy and requirements

At this stage the security policy should include the way in which the card is involved, with policy governing the data held on the card, the way the card is issued, and the requirements for using the card. Other parts of the smart card infrastructure such as IFDs and the smart card management system should also be covered by the security policy. The security requirements should make clear requirements on the card such as a need for products certified under Common Criteria (ISO 15408, see [CC]) or [ITSEC], as well as detailing functional security requirements relevant to the System (e.g. the ability to securely load and delete applications after issuance, requirements for gathering customisation data, etc.).

The security requirements for cards and IFDs should be separated from other system requirements and maintained in a way that makes them separately usable when assessing possible new types or makes of card platform. 

In addition, any requirements that affect the lifecycle of OS or of card production, such the need for identification data to be injected into the IC, or the setting of System-generated OS keys for loading and deleting applications
 need to be clearly identified and agreed with the relevant suppliers at this early stage. 

· Review specification compliance/Security design

The Security Design should include detailed specification of the security mechanisms to be used for all of the data gathering for customisation, the data storage mechanisms (including the design of key architectures, and an analysis of their resilience). It should include identification of all the keys to be used in the System, including both the ‘operational’ keys (e.g. keys used by an application to perform authentication, or to sign transactions) and the ‘administrative’ keys (e.g. for SSL and VPN links, transport keys for key delivery, and database keys for encrypting stored data). 

· Design, implement and test/Security operating procedures

At this stage, there should be a detailed concept of how the various parts of the system will operate, including the smart card management system. Each operation should be examined to determine whether it involves access to assets, or privileged access to services. Where such access is required, security operating procedures should be defined to ensure that the access cannot be abused: the procedure should be defined in a way that ensures the security requirements of the asset (confidentiality, integrity, authenticity) are demonstrably preserved. Where externally-owned assets are involved (e.g. the generation and loading of a key used in an application into the smart card management system) it may be made a requirement that the external owner is represented during the operation.

In particular, for key-related operations where a transport key cannot be used, such as manual distribution of initial transport keys or backup of a key, it is good practice to divide the key into a number of parts, which are then kept by different individuals, so that no one individual can access the complete key. 

The setting up of the smart card management system and the testing of cards and IFDs is an important part of implementing a smart card system. This needs to be done in a secure manner, preserving the confidentiality and integrity of cards and services used in the operational system. In general this will mean that:

· Test cards are required, using test keys for operations such as loading and deleting applications. This enables testing of the cards at an early stage, in order to confirm operation not only of the cards but also of the IFDs, other systems that communicate with the cards (e.g. transaction servers), and the operation of the smart card management system. 

· Live keys should never be used on test cards. The keys used for test cards are likely to be widely known within a development environment, and this may compromise live application data, or make available cards that can be more easily made into fake live cards.

· When moving from test cards to live cards, it is important to repeat testing of the ability to carry out personalisation and customisation correctly in a live environment. The complexities of using keys in a live environment (e.g. the need to correctly derive each card-specific key) introduce a significant risk of errors that may not be present when using test cards (for which each card may use the same key, for example). It is good practice to make test key usage mirror that for live keys, so that the system is exercised during testing exactly as it will be for live. This same philosophy should be extended to operational key management. The live processes should be exercised even though test key confidentiality is not an issue.

· Service acceptance and accreditation

At this stage, any evaluation and certification requirements should be complete, as should any additional security testing. The security operating procedures themselves should have been tested both for correctness and for practicality
. 

· Service delivery

During service delivery, it is inevitable that some changes to the System will be required. These should be analysed for their impact on security. 

Appendices

A
Mapping to e-Government Framework

A.1
Trust Service Levels

[eG Trust] defines 4 trust service levels, defined in terms of the consequences of failure of a transaction to meet security objectives for the System.. The cost of issuing cards, and the inherent security purpose of a smart card means that smart cards are expected to be involved mainly at levels 2 and 3, where the implications of failed transactions include (according to [eG Trust, 3.4 & 3.5]:

Level 2

significant inconvenience to any party; or

no risk to any party’s personal safety; or

the release of personally or commercially sensitive data to third parties; or

significant financial loss to any party; or

significant damage to any party’s standing or reputation; or

significant distress being caused to any party; or

assistance in the commission of or hindrance to the detection of serious crime.

At level 2, the trust services require ([eG Trust, 3.4.3]) “a persistent binding between transactions and security information supporting the trust service. A digital signature using public key cryptographic techniques is the current mechanism of choice to provide the binding.”

Level 3

substantial inconvenience to any party; or

risk to any party’s personal safety; or

the release of personally or commercially sensitive data to third parties; or

substantial financial loss to any party; or

substantial damage to any party’s standing or reputation; or

substantial distress being caused to any party; or

assistance in the commission of or hindrance to the detection of serious crime.

At level 3 “Evaluation by a recognised independent body, e.g. ITSEC or Common Criteria is recommended.” ([eG Trust, 3.5.3]) 

[eG Trust, 3.6] notes that for public key protection “There are a number of schemes that would be able to assess the security of a particular device, such as FIPS 140, Common Criteria, and CAPS (CESG Assisted Products Scheme) to name but a few”. Where smart cards are concerned, the most appropriate scheme to use is currently Common Criteria, using the extensive interpretation that has been adopted to make evaluations appropriate to smart cards
 (for example, see www.commoncriteria.org/supporting_docs). FIPS 140-2 (an updated version of FIPS 140-1) covers some issues appropriate to smart cards, such as DPA, but does not benefit from the detailed interpretation available under Common Criteria. CAPS has not yet issued interpretation for smart cards. 

A detailed risk analysis is important to ensuring adequate security for the smart card parts of a System. Risk management techniques in many cases may involve simple approaches, such as using certified products, and existing supplier security processes. However, it is important to identify the risks, in order to confirm that such approaches are adequate, and to identify additional risk management (e.g. independent security testing) where necessary. 

A.2
Control Security Objectives

[eG Sec, 4.1] considers the following assets:

a) Personal data relating to a client

Smart cards typically carry personal data relating to the cardholder – at least personal identifiers. It will typically be important to protect the confidentiality and integrity of this data.

b) The corporate information base of government in general and organisations offering e-Government services

Information about the scheme under which a smart card is issued is also likely to be present in the card. As with personal data, it will typically be important to protect the confidentiality and integrity of this data. 

c) e-Government services (comprising the applications and delivery platforms)

Parameters that affect the delivery of services may be stored in a smart card, and it is likely that these will need to be protected from the point of view of integrity, and to ensure that only authorised changes are made. 

d) Authentication credentials

This is one of the most common assets to be present in a smart card. The card will typically carry (and in some cases generate) a variety of symmetric and asymmetric keys to be used for authentication. A card may also carry one or more PIN or password values either for use in authenticating to external parts of a System, or to enable the cardholder to be authenticated to the card before other authentication credentials can be used. Smart cards may carry public keys for use in checking public key certificates received. For example, a CA public key might be carried in order to check keys used by other parts of a System for signing messages sent to the card. In this case it is important to protect the authenticity of that stored key/certificate. 

e) Objects that represent monetary or other value (including objects such as orders which result in goods being delivered). 

A smart card can often carry representations of value (e.g. in an electronic purse) or similar value (e.g. loyalty points). The importance of protecting the integrity of this data depends on how the System operates. It is common to use the smart card as a local carrier of a balance, but to have a separate record of the balance on an external system (e.g. a System for managing balances on credit card accounts). However, in some cases a card may be the only record of value. Even when the data is recorded on a separate system, it may be possible to use the smart card while the external system is off-line, in which case values altered on the card could be exploited. 

All of the potential sources of threat identified in [eG Sec, 4.2] are relevant to smart cards, and can be interpreted as:

· Internal sources of threat

· Participants in the smart card operational lifecycle – this includes the organisations and individuals responsible for providing the smart card hardware and software, operating the smart card management system, providing card customisation data, card production (typically a bureau), and operation of application infrastructure systems (e.g. transaction systems for a payment application). 

· System users – these are the users on whose behalf the overall System (of which the smart card is a part) operates. This group will include administrators who may have privileged access to some aspects of the System.

· Associated insiders – this grouping includes the organisations and individuals who share access to resources used in the smart card System. For example, where a smart card management system is used to manage cards for more than one issuer, there may be attacks (possibly accidental) originating from the other issuer who shares the management system resources. 

· External sources of threat

· Hostile outsiders

· Criminal organisations

· Foreign intelligence services

· Commercial organisations

· Investigation agencies

· Terrorist organisations.

The technical sophistication of attackers may vary, but highly technical attacks should still be considered a strong possibility for a smart card system, because of the complete lack of control over the card once it has been issued. Although attacks may require sophisticated equipment and knowledge, the level of access gained to facilities (e.g. buildings), data (e.g. private network access), or of course to financially valuable services (e.g. credit card accounts) that can be gained by attacking a smart card may justify the high investment. In addition, smart cards (and the cryptographic systems that they use) are often a target for ‘curiosity’ attacks, in which the initial motivation may be intellectual rather than criminal. However, once discovered and made known, such attacks may of course be used for criminal purposes, but without the criminal attacker needing the resources to develop the attack. 

Thus the possibility of physical attacks on the card (e.g. where the IC is modified), and analytical attacks such as DFA and DPA should be considered as serious capabilities potentially available to a range of attackers. 

Because there are large scale production processes involved in the issuance of large volumes of smart cards, with a variety of different organisations involved, it is important not only to have clearly defined security responsibilities, but to analyse the specific assets for a particular System in detail, as part of a security risk analysis. The sources and flows of data, and access to security-critical services (e.g. the ability to obtain a public key certificate bound to a certain identity from a CA) need to be analysed to ensure that they are not exposed in any part of the smart card lifecycle. 

[eG Sec, 4.3] lists general types of attack on a government System, and this can be refined to consider the types of attack applicable to smart cards. Further details of attacks relating to smart card hardware can be found in [0002, 3.3 & 8.3]. The attacks arising from software will tend to be particular to the application(s) used on the smart card, although operating system attacks will of course apply to any card scheme that uses the OS. Some generic types of threat (covering both hardware and software) are given in [SCSUG, 3.3.1]. One reason for using multiple smart card platforms in a System is to provide more resilience to any vulnerabilities that might be found in one platform (e.g. by using both MULTOS and GlobalPlatform, and/or cards with the same operating system but from different suppliers). 

There may also be issues of availability for smart cards. For example, it may be possible to cause a card to block by repeatedly failing operations until a threshold is exceeded. Examples might be PIN entry or attempts to set up a secure channel. In this case, a mechanism intended to protect the card can be exploited to make it unavailable, either deliberately or because of failures in other parts of the System (e.g. the IFD, or communications failures). Applications may have additional functions that can cause denial of service (e.g. application risk management parameters). In general, threats to availability have not been viewed as being as significant as threats to confidentiality and integrity. However, part of a System risk analysis should consider whether unavailability of the card represents a threat to System objectives. 

B
Checklists for Risk Analysis 

A security risk analysis is critically dependent on the detail of the System concerned. However, this section presents some checklists of generic items to consider in the risk analysis of the smart card parts of a System. 

B.1
Key-Oriented View

· Keys held in a card:

These questions should be repeated for different types of card used in the System. Unlike the majority of cards issued, some types of card may be intended for use in privileged environments, where procedural controls can be applied. 

· How are the keys protected logically from: 

· attempts to read over the card interface?

· attempts to read by other applications?

· How are the keys protected against physical attacks on the card (e.g. attempts to read memory or to probe buses)?

· How are the keys protected from DFA attack?

· How are the keys protected from DPA attack? 

· Does compromise of a single-card enable other cards to be attacked or forged?

· Keys held in an IFD:

Note that the card key questions above should be repeated for each different type of IFD. Different types of IFDs will tend to differ in their availability for unsupervised use, and in terms of their need to enable transactions to be carried out for test and maintenance purposes, for example.

· Does the IFD hold keys that could enable an attacker to masquerade as a genuine IFD or System entity?

· Are spare IFDs available (e.g. for maintenance) – if so, how are they controlled?

· Can IFDs be used to allow examples of valid cryptographic operations to be collected by an attacker for DPA purposes?

· Can IFDs be used by an attacker to induce faults and read card outputs for a DFA attack? 

· Keys held in an external application system:

· Application keys

· Communication/authentication keys (e.g. for a secure link to an IFD)

· Transport keys (for receiving keys from external sources, such as the smart card management system)

· VPN keys 

· SSL keys

· Are keys generated in a key management system with hardware security module to protect the keys from access?

· How can the keys be accessed, for copying/update/use?

Note that even some key management systems may make it possible either to obtain a key or to use it (e.g. by careful choice of plaintext input). There are also likely to be privileged interfaces that need to be controlled in a way that ensures more than one person is required in order to carry out privileged operations, such as key backup. 

· Keys held in a smart card management system:

· Database encryption keys

· Transport keys

· VPN keys (for connection to external data systems for customisation, database enquiry and update functions, or delivery of application data to card bureau)

· SSL keys

· Card keys (e.g. for secure sessions, card unblocking, etc)

· Application keys

· Are keys generated in a key management system with hardware security module to protect the keys from access?

· How can the keys be accessed, for copying/update/use?

(See note on key management system security above.)

In many cases PINs can also be treated as keys. 

B.2
Function-Oriented View

· Card functions:

· How is access to card functions protected from unauthorised use?

· Can cards be blocked?

· Can applications individually be blocked?

· Can cards or applications block themselves?

· Does the card or application include measures to detect when it may be under attack?

· Can functions that can be carried out by the card off-line (i.e. without interaction with the rest of the Scheme or System) be used to exploit the card in any state? 

· IFDs

· What privileged functions are available in IFDs that may be used in uncontrolled or hostile environments (including maintenance or spare devices)? 

· Does the IFD include measures to detect when it may be under attack?

· Can the IFD and/or other parts of the System respond effectively if it detects a suspected attack?

· Do IFDs (or their environment) prevent transactions being recorded and/or power samples from being obtained from live transactions?

· External application systems:

· Does the System provide a reliable path to block cards and/or applications?

· Does the System enable reliable detection of cards that have blocked themselves (if applicable)?

· Does the System enable the reason for card/application blocking to be determined?

· Does the System enable reliable unblocking of blocked cards?

· Can compromise of a single card (or even a larger volume of cards) be detected by the System?

· Is there an effective function and/or process to prevent further use of cards suspected to be compromised? 

· Is there an effective function and/or process to detect attempts to use cards suspected to be compromised?

· Smart card management system:

· Are there any functions available in the smart card management system or Scheme servers that would help an attacker to forge or clone a genuine card (e.g. the ability to request public key certificates without registration)?

· How are the data gathering interfaces protected (for gathering customisation and personalisation data)
?

· How are the functions of the management system partitioned to ensure separation of issuer data (if multiple issuers use the system)?

· How are OS keys, application keys and other security data (e.g. PINs, PIN derivation keys and unblocking keys) protected when stored in the smart card management system? 

· Is it possible to issue a replacement card for a blocked card, in a way that may enable an attacker to extend the life of a compromised card? For example, an attacker might try to get a blocked card reissued in an unblocked form.

· Is it possible to detect and prevent any ‘mandatory’ messages to a card from being received (e.g. mandatory post-issuance updates to applications or the OS, or card blocking commands)? For example, an attacker might avoiding contact with certain types of IFD which can distribute the messages while continuing to use others. 

**End of Document**

� At the time of writing, there is an unresolved issue over whether the target should be described as AVA_VLA.3 or AVA_VLA.4. In summary: European Protection Profiles tend to require AVA_VLA.4, whilst US organisations tend to believe that the maximum achievable level for a smart card is more correctly described as AVA_VLA.3 (see, for example, [SCSUG, 6.8]). Whilst it is unfortunate that these differing views exist, the difference is mainly one of terminology at present – the type and level of testing expected does not seem to be at issue. 


� Lists of certified products can be found at Common Criteria Certification Body websites such as www.commoncriteria.org, www.cesg.gov.uk/assurance/iacs/itsec, www.bsi.bund.de/zertifiz/index.htm, www.tuvit.de, and www.ssi.gouv.fr/fr/confiance/certificats.html.


� The term “GlobalPlatform” is the new name for Open Platform (developed by Visa). In version 2.1 of GlobalPlatform (i.e. the current version), MULTOS cards cannot be considered to be GlobalPlatform cards, although there may be some convergence in future. GlobalPlatform specifications can be found at www.globalplatform.org.


� MULTOS documentation can be found at www.multos.com


� GlobalPlatform does provide for receipts where delegated management is involved – cf. [GP Card, 7.7]. Use of the secure channel SCP02 (see [GP Card, E.1.3 & E.4.5]) also allows for generation of a receipt (the R-MAC). However, a card may not use either of these features.  


� Unless these security requirements are met, so that there is high assurance that keys cannot be obtained from this process, then off-card key generation cannot provide non-repudiation. However, X.509 allows for key generation by a trusted authority.


� The EMV specifications for financial (credit/debit) smart card systems include a number of risk management parameters intended to reduce any possible risks from off-line transactions, without compromising availability of the overall system by prohibiting all offline operation. 


� Note that GlobalPlatform enables key management for applications to be devolved to application providers using delegated management – this is consistent with the single point of control provided there is clear control over the implementation of the delegation process, and a clear definition of responsibilities. 


� Details of the card stock include the IC, operating system, and various other card details such as type of plastic, type of magnetic stripe, printing (if the cards are pre-printed), etc. 


� It is worth noting that OS keys are centrally administered for MULTOS cards – this is part of the service provided with the cards (see [MULTOS, 2.2]). 


� It is an important part of the balance between security and service delivery to ensure that the procedures do not make the system impossible to administer in a timely manner. For a new system, the practicality of procedures may not be clear until some time after service delivery has started. It is important to monitor the way the security operating procedures are working, so that they can be updated if necessary, rather than leading operators to introduce ‘work arounds’. 


� Smart card interpretations can be found in Common Criteria supporting documents at www.commoncriteria.org/supporting_docs, and also in the various smart card protection profiles such as [0002]. 


� The smart card management system should be treated like any other secure system with trusted connections – policy for access control, firewalling, etc. needs to be in place, demonstrably followed, and audited. 
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