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1 Glossary of Terms

AES

Advanced Encryption Standard

API

Application Programming Interface

BT

British Telecom

CAPS

CESG Assisted Products Scheme

CAST

Compliance Assessment and Security Testing Program


CESG

Communications Electronics Security Group

CEN

European Committee for Standardisation

CC

Common Criteria

Note: the combination of all 3 parts of ISO 15408, referenced separately below, is also referred to in this document as "Common Criteria" or "CC". The documents are available at www.commoncriteria.org

ISO/IEC 15408-1 Information Technology – Security techniques – Evaluation criteria for IT security – Part 1: Introduction and general model

ISO/IEC 15408-2 Information Technology – Security techniques – Evaluation criteria for IT security – Part 2: Security functional requirements

ISO/IEC 15408-3 Information Technology – Security techniques – Evaluation criteria for IT security – Part 3: Security assurance requirements

DES

Data Encryption Standard

DTI

Department of Trade and Industry

ECDSA
Elliptic Curve Digital signature Algorithm

EMV

Europay, MASTERCARD, Visa

ETSI

European Telecommunications Standards Institute

FIPS

Federal Information Processing Standards

GSM

Global System for Mobile Communication

HMG

Her Majesty’s Government

ICAA

International Civil Aviation Authority

IC

Integrated Circuit

ICC

Integrated Circuit Card

ISO

International Standards Organisation

ITSEC

Information Technology Security Evaluation Criteria

ITSO
A members’ organisation that maintains and promotes a specification for applications on a smartcard, including a security architecture
MAC
Message Authentication Code
MD5

Message Digest 5

PKC

Public Key Cryptography

PKI

Public Key Infrastructure

PLMN

Public Land Mobile Network

PP

Protection Profile

RSA
Rivest, Shamir and Adleman (An asymmetric cryptographic algorithm, suitable for both encryption and digital signatures) 

SHA-1

Secure Hashing Algorithm

SIM

Subscriber Identity Module

UICC

Universal Integrated Circuit Card

2 Introduction

2.1 Intended Audience

1. This document is intended as procurement guidance for UK government project managers. It provides insight into what the security component of various standards says about smartcard technology. The focus is on standards which UK audiences may find most useful. Hence, ITSO is discussed and CALYPSO, a French standard of similar equivalence, is not brought out.

2.2 Scope

2. Security standards relating to smartcard integrated circuits, operating software, applications and infrastructure are brought together in this document. Infrastructure can be interpreted to mean interface equipments and back-end processing systems. Standards which can be applied equally well to other technology are not specifically discussed and may only be mentioned in passing. Thus PKCS#11 for PKC is something outside of scope, but SIM toolkit, for the loading of PKI on a SIM, is relevant.

3. Security standards for smartcards cover both functionality and assurance. However, it is only the CC PP angle that addresses both functionality and assurance.

4. Many operability standards have a security component to them. Certain security standards define type approval processes while others prescribe functional behaviour. FIPS 140 is an example of the latter case. In order to illustrate what various smartcard standards have to say about security, telecommunications, UK banking, UK transport and government metrics are discussed. 

5. Applications offered by smartcard personalisers are not covered by this document. Smartcard personalisers offer authentication, loyalty, user authentication, e-business and digital signature applications. Personalisers often create their own 'standards' by creating consortia (such as organised by Smartex Ltd, Cambridge, UK), which include 650 companies in the UK, Africa & Asia Pacific. The security component may be based around encryption or Java Card ™ standards, but can result in many different applications.

6. It was felt that a sensible coverage representative of UK interests could be made accordingly:

a. Government mutually recognised and published standards. Third party evaluation is required by ITSEC and CC.

b. FIPS 140. FIPS can deliver third–party evaluation of symmetric public-domain cryptography against published criteria. Evaluation of UK government cryptography in commercial products can be achieved via CAPS. 

c. ITSO. A security subsystem specification used in point of service terminals, allowing for authenticated exchange between card, terminal or terminal and back office.  

d. European Telecommunications Standards Institute (ETSI). Defines security standards for telecommunications.

e. EMV. Describes Integrated Circuit security specifications, accredited laboratories and Type Approval processes. VISA subscribes to the notion of accredited laboratories capable of testing smartcards to VISA criteria. VISA performs additional top-up testing. MASTERCARD do not have prescribed laboratories but Type Approve products for use (see [21]).

7. 
2.3 Possible Procurement Strategy

8. Providing a sensible developmental rigour of assurance be selected, CC evaluation of hardware and operating software should not present a problem: most, if not all, semiconductor manufacturers are building to CC EAL4 plus (e.g. with AVA_VLA.4, ALC_DVS.2), Strength of Function High. A possible high-assurance procurement strategy might entail:

a.
Ensure the IC platform has a CC certificate

b.
Arrange for the cryptography and application to be appropriately assured (FIPS should do, but CAPS might be appropriate)

c.
Ensure the holistic system be appropriately assured (SYSn possibly, FASTTRACK, CHECK or even best practice).

2.4 The Case for International Standards

9. Specific applications will often determine whether international standards are appropriate: banking requirements and mobile telephony tend not to respect international boundaries, so smartcard standards for interoperability need to be truly international.  In the case of transport, the different regulatory regimes have led to differing priorities and the development of several national de facto standards: however, the development of international standards is being progressed by CEN.

2.5 Contact versus Contactless 

10. Three smartcard scenarios exist:

a.
Contact

b.
Contactless

c.
Contact and Contactless hybrid, which can be either one chip with a dual interface or two separate chips.

11. The type of application often determines the type of card used: contactless cards are associated with transport ticketing; contact cards tend to be used in banking, although there is interest by financial institutions in producing secure contactless applications on cards suitable also for transport use.

3  Banking Sector Requirements -EMVCo

3.1 EMVCo

12. EMVCo was founded in February 1999 by Europay International, Mastercard International and Visa International to manage, maintain and enhance the EMV Integrated Circuit Card specification for Payment Systems as technology advances and the implementation of chip card programs become more prevalent.

13. The formation of EMVCo ensures that single terminal and card approval processes are developed at a level that will allow cross-payment system interoperability through compliance with the EMV specification.

14. Europay (now part of MASTERCARD), MASTERCARD and Visa each own a one-third interest in EMVCo. EMVCo is controlled by a board of members. The following working groups have been established by the board:

a. Card and Terminal working group

b. Security working group

c. Type approval.

3.2 EMV Specifications

15. EMV specifications comprise an application independent part (EMV level 1) and a debit/credit payment application specification (EMV level 2).

16. Refer to www.emvco.com for more information.

3.3 EMV Type Approval

17. EMVCo established the terminal Type Approval process to create a mechanism to test compliance with the EMV Specifications. Type Approval provides an increased level of confidence that interoperability and consistent logical behaviour between compliant applications have been achieved.

18. EMVCo Type Approval testing is divided into two levels: the Level 1 Type Approval process tests compliance with electromechanical characteristics, logical interface, and transmission protocol requirements defined in part 1 of the EMV specifications; the Level 2 Type Approval tests compliance with debit/credit application requirements defined in the remainder of the EMV specifications.

19. Level 1 and Level 2 Type Approval processes are based on the EMV '96 version 3.1.1 specifications. Level 1 and Level 2 testing based on EMV 2000 version 4.0 is also available. Testing to EMV '96 version 3.1.1 will discontinue on March 1, 2004.

20. The EMVCo Type Approval process exclusively addresses terminal Type Approval. Card Type Approval is the responsibility of the Europay, MasterCard and Visa payment systems.

3.4 Relationship Between EMVCo and ISO

21. EMV specifications are in general based on, and are a subset of, requirements in ISO/IEC 7816-3. However, ISO/IEC 7816-3 is a standard rather than an implementation oriented specification such as EMV, and a terminal supporting all of its requirements would be quite complex. ISO/IEC 7816-3 does not provide interoperability, which is one of the requirements of Visa’s documentation on product configuration. Further, ISO/IEC 7816-3 specifies the card/terminal interface, whereas EMV specifies the card and terminal requirements separately. This makes direct comparison of the two difficult and not always meaningful.

22. From a terminal manufacturer’s perspective, a comparison of the terminal specifications in EMV with the ISO/IEC 7816-3 standard should reveal the differences that need to be taken into account by the design.  

3.5 Mastercard’s CAST

23. Mastercard have security requirements and procedures for single and multi-application smart cards. These are contained in their Compliance Assessment and Security Testing Program (CAST). See reference [21].

24. CAST documents security requirements and procedures are required by Mastercard international members of chip card vendors.

4 ITSO 

4.1 What ITSO Covers

1. ITSO is a specification for interoperable use of contactless smartcards which aims to establish secure loss-less transmission of information between card, terminal, and multiple back offices. The specification was developed initially by and for public transport authorities and operators but can be used for other applications. ITSO requires that all relevant security keys are held securely in a Secure Access Module (SAM) in each terminal, and provides a full environment for use of the specification, including product testing and accreditation and a Security Management Service. References [13,14] refer.

2. Functions of the ITSO security sub-system are as follows:

a. Interrogate card and determine whether it is ITSO compliant (authentication)

b. Enable the card to check for an authentic terminal

c. Calculate unique key(s) to open any ITSO product entity for write transactions

d. Protect operator key

e. Certify change to ITSO products which guarantees security of transaction data within system, referred to by ITSO as “end-to-end loss-less transmission”

f. Transaction records with message authentication codes

g. Secure storage of scheme parameters

h. Audit trail management.

3. Authentication and Trusted Path mechanisms are achieved via DES, MD5, SHA-1 and RSA.

4. ITSO products are implemented on different IC platforms as coded in the directory header of every card. 

5. The ITSO Secure Access Module (ISAM) stores algorithms and keys for specific platform usage. Keys are chosen by reference to a system policy. ITSO ISAM was designed to accept on-line new security regimes in the future.

6. ITSO products are verified and certified (and may also be encrypted) using keys that are determined separately from those used for card access.

7. The ISAM securely holds tables and lists corresponding to the products that may be accepted and the actions which may be performed on ITSO products.

8. Until such time as reset by an authorised operator, the ISAM will not accept cards, ITSO products or transaction functions if error codes are encountered or maximum threshold parameters reached.

5 European Telecommunications Standards Institute (ETSI)

5.1 Relevant Standards

1. From analysing ETSI standards, the following ETSI standards were determined to be smartcard relevant:

a. ETSI TS 101 181, Digital cellular telecommunications system (Phase 2+); Security mechanisms for SIM application toolkit; Stage 2

b. ETSI TS 102 221, Smart cards; UICC-Terminal interface; Physical Physical and Logical characteristics

c. ETSI TS 102 222, Integrated Circuit Cards (ICC); Administrative commands for telecommunications applications

d. ETSI TS 102 223, Smart cards; Card Application Toolkit

e. ETSI TS 101 476 V8.3.0 (2001-12), Digital cellular telecommunications system (Phase 2+); Subscriber Identity Module Application Programming Interface (SIM API); SIM API for Java Card ™.

2.
See references [15,16,17,18,19].

5.2 ETSI TS 101 181

1. The structure of secured packets in a general format and implementation using Short Message Service Point to Point and Short Message Service Cell Broadcast are described.

2. The coding for a set of common application commands within secured packets is brought out, including remote management of files on the Subscriber Identity Module (SIM).

3. SIM cards based on Global Platform and other technologies are catered for.

4. ETSI TS 101 181 applies to the exchange of secure packets between an entity in a GSM Public Land mobile Network (PLMN) and an entity in the SIM.

5. Secured packets contain application messages to which certain mechanisms have been applied. Application messages are commands or data exchanged between an application resident in or behind the GSM PLMN and on the SIM. The sending/receiving entity in the GSM PLMN and the SIM are responsible for applying security mechanisms to application messages.

5.3 ETSI TS 102 221

1. The interface between the Universal Integrated Circuit Card (UICC) and terminal is specified.

2. In particular, the following are specified:

a. requirements for the physical characteristic of the UICC

b. the electrical interface between the UICC and the terminal

c. initial communication establishment and transport protocols

d. UICC policy

e. communication commands and procedures

f. application independent files and protocols.

5.4 ETSI TS 102 222

1. Functions and syntax for a set of administrative commands for a telecommunications IC are specified. ICC internal implementation or external equipment are not covered.

2. Where applicable commands are ISO/IEC 7816 compliant. However, the document contains commands which do not feature in ISO.

5.5 ETSI TS 102 223

1. The Card Application Toolkit is a set of generic commands and procedures for use by the ICC, irrespective of network access technology. The ICC network application is defined in ETSI TS 102 223.

2. The following are defined:

a. commands

b. application

c. ICC and terminal mandatory requirements for each procedure.
5.6 ETSI TS 101 476

1. The intended audience comprises:

a. network operators

b. service providers

c. SIM, server and database manufacturers.

2. A description of the Subscriber Identity Module Application Programming Interface internal to the SIM is described.

3. Functional capabilities and the information flow for the SIM API implemented on Java Card ™ 2.2 API are given.

FIPS 140

5.7 Introduction to FIPS 140

5.7.1 Background

1. FIPS 140 (Reference [11]) is a standard for cryptographic modules formulated by the National Institute of Standards and Technology (NIST) and the Communications Security Establishment (CSE) of the Government of Canada. The US government mandates the use of products validated as conforming to the standard for the protection of “sensitive but unclassified data”.  In Canada FIPS 140 is used as a starting point for other schemes where extra work may be undertaken before accepting a product for protecting what is termed "designated" data.  The first version of this standard – FIPS 140-1 has recently been superseded by FIPS 140-2.  However, products validated against the earlier version will be available for some time and will not be subject to revalidation against the revised standard.

2. The fact that a product possesses a certificate confirming that it has been validated against the FIPS 140 standard does not equate to assured protection in UK government.  But possession of such a certificate should make CAPS assurance easier and cheaper to obtain.
3. The FIPS 140 standard relates to the secure design and implementation of a cryptographic module and environment: 4 levels of security of increasing rigour are catered for.  These levels are applied to a number of separate elements, which are assessed as part of the validation. Prospective purchasers of FIPS products should acquire the results of validation.

5.7.2 Objectives

1.
The following functional security objectives apply:

a. To employ and correctly implement the Approved security functions for the protection of sensitive information;

b. To protect a cryptographic module from unauthorised operation or use;

c. To prevent the unauthorised disclosure of the contents of the cryptographic module;

d. To prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorithms;

e. To provide indications of the operational state of the cryptographic module;

f. To ensure that the cryptographic module performs properly when operating in an Approved mode of operation;

g. To detect errors in the operation of the cryptographic module and to prevent the compromise of sensitive data and critical security parameters resulting from these errors.

5.7.3 FIPS Functional Requirements

1.
FIPS 140 security requirements, covering the secure design and implementation of a cryptographic module, are as follows:

a. Cryptographic module specification

b. Cryptographic module ports and interfaces

c. Roles (e.g. User, Maintainer, Administrator) 

d. Services and authentication

e. Finite state model

f. Physical security

g. Operational environment

h. Cryptographic key management

i. Electromagnetic interference/electromagnetic compatibility

j. Self-tests

k. Design assurance

l. Mitigation of relevant attacks.

2.
FIPS 140 has four levels of security for cryptographic components, ranging from least security (Level 1) to most (Level 4).

a. Level 1. At least one approved algorithm or approved security function shall be used. Requires the use of quality components. Permits software and firmware components to be executed on an unevaluated operating system. Physical or procedural measures in the environment may make it acceptable. 

b. Level 2. Augments Level 1 with tamper-evidence. For instance, tamper-evident coatings or seals or pick-resistant locks on removable covers or doors of the module might be appropriate. Additionally, Level 2 requires role-based authentication in which a cryptographic module authenticates the authorisation of an operator to assume a specific role and perform a corresponding set of services.

c. Level 3. In addition to Level 2, requires measures to prevent an attacker from gaining access to critical security parameters held within the cryptographic module to a high-probability of detection and response to attempts at physical access, use or modification of the cryptographic module. 

d. Level 4. At this security level, the physical security mechanisms provide a complete envelope of protection around the cryptographic module with the intent of detecting and responding to all unauthorised attempts at physical access. Protection is also required against a security compromise due to environmental conditions or fluctuations outside of the module’s normal operating ranges for voltage and temperature.

5.7.4     Applicability to UK

1. If protection of privacy via cryptographic means is envisaged then FIPS 140 should be used (S(E)N 02/7 refers [12]). The S(E)N describes certain levels and a cryptocheck as preferred. FIPS 140 standards can only be validated by a NIST approved laboratory. FIPS 140 demands use of at least one of DES, Triple DES or AES.

2. If protection suitable for RESTRICTED is required, then Baseline approval via CAPS or a CESG approved alternative should be obtained.

3.
It should be noted that the following algorithms are approved for use in CESG approved products requiring Baseline protection:

a.
Triple DES (see FIPS 46-3),

b.
AES (see FIPS 197) Note: 128-bit key is acceptable for Baseline Grade strength. Other modes would be acceptable for interoperability,

a. TETRA suite of algorithms, including the TA algorithms and TEA2. Note: these are approved for baseline only when implemented in a TETRA system; TEA1 is not approved.

5.7.4.1 Digital Signatures

1.
CESG approve the digital signature standard detailed in FIPS 186-2. This standard comprises three algorithms: DSA, RSA and ECDSA. All three algorithms are approved provided appropriate sized parameters are used and that the curves used in ECDSA are acceptable.

5.7.4.2 Hashing

1.
FIPS 180-1 and 2, Secure Hash Standard (1995) describes SHA-1 (160 bits), which is approved by CESG for use in Baseline and Enhanced grade.

5.7.4.3 Key Exchange

1.
CESG approves Diffie-Hellman and MQV (the EC version of Diffie-Hellman key exchange) for Baseline.
5.7.4.4 Random Number Generation

1.
For FIPS 140, random number generation according to FIPS 186-2 is mandated by CESG for Baseline. The NIST test suite should be used. 

5.7.4.5 Entity Authentication

1.
A number of public standards for entity authentication exist (See FIPS 196 and ISO/IEC 9798 series; additionally, Kerberos Network Authentication Service (V5) RFC 1510 has gained widespread industry acceptance). 

6 CC/ISO 15408

6.1 CC Background Information

1. A collection of governments came together to produce and maintain CC. Chief amongst them were Canada, France, Germany, UK and US. 

2. An arrangement on the mutual recognition of certificates based on the CC evaluation assurance levels up to and including EAL4 was signed in May 2000. This arrangement also caters for the  recognition of Protection Profiles (PPs) based on CC. The arrangement was signed by Australia, Canada, Finland, France, Germany, Greece, Italy, The Netherlands, New Zealand, Norway, Spain, UK and US. Israel joined the arrangement in May 2000 and Sweden in February 2002. 

3. CC is a tool for specifying security functional and assurance requirements (References [5] and [6]). Evaluation methodology is given in (Reference [8]). CC allows for the formulation of evaluation criteria to assess the trustworthiness of Information Technology products and systems. Evaluation is performed by a qualified third party.

4. CC has replaced ITSEC [9] as far as smartcard technology is concerned. For European, North American, Australian and Japanese mutual recognition of evaluation results, CC is required.  Recognition of ITSEC certifications is restricted to the European theatre.
5. A product vendor documents security claims in the form of a Security Target (ST); it might be appropriate for the Security Target to invoke Protection Profile compliance. If a ST chooses not to invoke a PP, it will be extremely difficult to make comparisons with similar products.

6.2 The CC PP Concept

6.2.1 What is a PP? 

1.
A Common Criteria (CC) Protection Profile (PP) can be considered as a community’s statement of implementation independent security requirements. Government, users of products and manufacturers of products have all commissioned PPs. Thus a collection of manufacturers might issue a PP as a statement of security which they build to, whilst government might use a PP to state the level of security it expects from its contractors.

2.
PPs cover the scope of security required, threats, security objectives and security countermeasures in terms of functionality and assurance and appropriate rationale. A certified PP is one which has achieved the standards which CC expects of it; only an approved government body can certify.

3.
Smartcard PPs have been produced for smartcard integrated circuits, operating software, applications and card readers; they have tended to come from North American, European and Japanese camps. To ensure that one’s security needs are adequately catered for in a PP, prospective purchasers of products should carefully examine life cycle aspects of the technology, threats and security objectives.

6.2.2 UK Applicability

1.
PPs applicable to smartcards are discussed below. Regardless of whether third-party assurance be required or even CC required as a security specification tool, consideration should be given to whether UK Government needs to have similar security requirements in place. People have variously sought to construct security standards in CC for the following functionality:

a. Integrated Circuit hardware

b. Integrated Circuit operating software (both embedded and multi-application)

c. Application load and delete

d. Electronic Purse

e. Certification Devices

f. Biometrics

g. Card Readers.

2.
Additionally, UK procurers of smartcard technology may well see PP conformance claims appearing in tender proposals; it is therefore important that they are aware of the full implications. 

6.2.3 CC Relevant Web-sites

1.
A list of web-sites containing the most relevant PPs follows: 

a.
BSI, the German certification body, (bsi.bund.de/zertifiz/zert/7148_e.pdf) 

b.
DCSSI, the French certification body, (http://www.scssi.gouv.fr/fr/confiance/pp.html)

c.
ECSEC, Electronic commerce Security Technology Research Association, (http://www.ecsec.org/ecseccontents/english/rightwindow/emain.htm)

e. Eurosmart, a smartcard industry representative, (http://www.eurosmart.com/F-Documents/F1-Technical.htm) 

f.
IATFF, Information Assurance Technical Framework Forum, US government  (http://www.iatf.net/protection_profiles/profiles.cfm)

g.
NIST, National Institute of Standards and Technology, (http://www.csrc.nist.gov/cc/pp/pplist.htm)

h.
CESG, the UK certification body, (http://www.cesg.gov.uk/assurance/iacs/itsec/documents/protection-profiles/index.htm) 
6.2.4 European PPs

6.2.4.1 PPs 9806 and 9911

1.
These were the original Eurosmart PPs and have been particularly supported in France. See table 1.

6.2.4.2 Eurosmart Smartcard IC Platform PP

1.
Semiconductor manufacturers Hitachi, Infineon, Philips and Atmel build to this PP.

6.2.5 North American PPs

1.
The Information Assurance Technical Framework Forum comprises a collection of PPs: Biometrics, Tokens, KMI/PKI, Certificate Management. Key Recovery and Class 4 PKI Directory.

2.
The NIST web-site contains the SCSUG members smartcard PP. This PP states smartcard platform security needs required by financial card issuers, such as American Express, Europay, JCB, MasterCard, Mondex and Visa (http://csrc.nist.gov/cc/sc/sclist.htm refers). The SCSUG PP covered the complete platform requirements for a financial application. Since it did not differentiate between integrated circuit manufacturer and operating software manufacturer responsibility, uptake has been severely limited. Consequently, several silicon manufacturers responded to this problem by producing Smartcard IC Platform Protection Profile, Version 2.1.

3.
Although no one appears to have been actively engaged in building to SCSUG PP, it contains a comprehensive collection of smartcard vulnerability and attack techniques. 
6.2.6 Japanese PPs

1.
The Electronic Commerce Security Technology Research Association has produced two PPs. Their web-site can be found at: http://www.ecsec.org/ecseccontents. At the time of putting this document together the PPs could not be found on the web-site, however, it was possible to download a summary of them from the Eurosmart web-site: http://www.eurosmart.com/meiji/D-Workshop_SEC.htm.

2.
PP IDA PP 2002.2 covers IC hardware; NMDA PP 2001.11 covers operating software.

3.
Since Japanese IC manufacturers are actively pursuing European PPs, it can be deduced that Japanese PP take up might be for Japanese domestic purposes. 
6.2.7 PP Comparison

1.
The table summarises PPs of relevance to smartcards. As no two PPs use the same terminology, it has been necessary to interpret and generalise claims in order to make valid comparisons. Discussion is restricted to those PPs which are published on public domain web-sites; owing to confidentiality, some PPs still in draft form have not been given a mention. Yet others, such as Global Platform PP, have evolved into a non-CC Global Platform specification (see http://www.globalplatform.org/specifications.asp).

	Scope of coverage
	PP Identification
	Title
	Life Cycle Coverage
	Threats Countered

	IC Hardware
With 
Operating 
Software
IC Hardware 
with Operating
Software
IC Hardware
IC Hardware 
with Operating
Software
IC Hardware 
With Operating
Software
IC Hardware 
With Operating
Software
IC Hardware
With Operating
Software
IC Hardware
Operating 
Software

	SCSUG-SCPP

(and PP/0103 on 

DCSSI web-site, 

BSI-PP-0003-2001 

on BSI web-site)

PP/0010

PP/9806

PP/9810

PP/9911

BSI-PP-0002-2001

IATFF

Class4 Token PP

IPA LSI PP, 2002.2

NMDA PP, 2001.11

 
	Smart Card

Security

User Group, Smart 

Card Protection 

Profile

Smart Card IC with 

Multi-Application 

Secure Platform, v2.0

Smartcard Integrated 

Circuit Protection Profile, 

v2.0

Smartcard Embedded 

Software, v1.2

Smartcard Integrated 

Circuit with Embedded 

Software, v2.0

Smartcard IC Platform 

Protection Profile, Version 

1.0

DoD Public Key 

Infrastructure and Key 

Management Infrastructure 

Token PP

Multipurpose Secure System

LSI Chip PP

Smartcard with application

loading function PP 

 
	1)    Smartcard Hardware

1) Smartcard operating 

   software

2) Smartcard dedicated

   software

3) Application system

   interface

1) Smartcard software

2) IC Manufacturing and 

Testing

3) Smartcard 

Personalisation

4) Smartcard End-usage

IC Development, 

Manufacturing and Testing

1) IC Software 

       Development

2) Embedding

3) End-usage

1) Software Development

2) IC Development and

Manufacturing

3) Personalisation and 

       Testing

4) End-usage

1) Development and 

       Production

2) Packaging and 

       Testing

3) End-usage

1) IC Hardware and 

Software 

2)    Development

       Environments

1) Software Design

2) Masking

3) Card Issuing

4) End-usage


	1)       Physical

2)       Cryptographic

3)        Logical

4)        Interface

5)        Cloning

5) Development

6) Delivery

7) Application

 Load/Delete

1) Development 

Environments 

2) Delivery

3) Application 

Loading

4) Unauthorised

         modification or

       disclosure of 

       assets

5) Cloning

1) Development

 Environments

2) Delivery

3) Unauthorised

modification and

disclosure of assets

1) Development 

Environments

2) Delivery

3) Unauthorised 

modification and 

disclosure of 

assets

1) Development

Environments

2) Delivery

3) Unauthorised 

modification and 

disclosure of assets

4) Cloning

Note: not multi-

application nor post-

issuance application

load/delete.

1) Development

Environments

2) Delivery

3) Cloning

4) Inducement  of 

errors

5) Interface

Monitoring

6) Probing

7) Environmental

Envelope

8) Test Mode

Disablement

9) RNG Quality 

1) Probing

2) Logical Attacks

3) Unauthorised

Access

4) Unanticipated

Interactions

5) Cryptographic

6) Cloning

7) Environmental

   Stress

8) Careless

  Administration

1) Probing

2) Interface

3) Leakage

4) Environmental

   Envelope

1) Interface

2) Imperfect termination

3) Unauthorised loading

4) Command and Maintenance abuse

5) Issuing 

	Application
	IATFF

Certificate Issuing 

PPs: 

1) Security Level 1

2) Security Level 2

3) Security Level 3

4) Security Level 4

IATFF

Version 2.0

IATFF

Version 1.0

IATFF

Version 1.1

IATFF

PP/0101

PP/9909

PP/9908

PPnc/0102

BSI-PP-0004-

2002

BSI-PP-0005-

2002

BSI-PP-0006-

2002

BSI-PP-0001-

2000


	Certificate Issuing

and Management 

Components Family 

of  Protection Profiles 

Key Recovery End System

Key Recovery Third party   

Requestor

Key Recovery Agent 

System

Biometric System, 

Protection Profile for 

Medium Robustness 

Environments, 

Version 0.02

Intersector Electronic 

Purse and Purchase 

Device (version 

without last purchase 

cancellation) version 

1.3

Intersector Electronic 

Purse and Purchase 

Device v1.2

Intersector electronic 

Purse and Purchase 

Device (Version for 

Pilot Schemes) v1.2

CB-EMV 

Payment/Withdrawal

Smartcard 

Application v0.40

Secure Signature-

Creation Device

Type 1, 

Type 2

Type 3

Version 1.05

Security for financial 

Services IT-systems, 

Version 2.0

  
	1) Development and 

Distribution

2) End-usage

1) Application

   Development

2) End-usage

This PP covers cards for a

 wide range of uses, including

 cards which carry national

 keys. Each chip must also

 comply with 9911.

Target of evaluation = 

1) electronic purse chip and

2) security module chip

          owned by merchant.

(Low resistance to vulnerability level, as trial deployment of cards envisaged.)

Target of Evaluation = EMV

 banking application to be

 loaded on a secure platform

It is assumed that the platform

be compliant with 9911. The

PP has been used as the base

for several STs. 

1) Development

2) Installation

3) Operational Use

4) Development

5) Installation

6) Operational Use

1) Personalisation

1) Usage (e.g. 

signature  creation)

3) Destruction

1) Personalisation 

(e.g. signature creation device

 generation, import if

 necessary) 

2) Usage 

3) Destruction

High-level statement 

of banking requirements

(not smartcard specific).
	Unauthorised Access

Or Modification

System Component

Failure 

Level 1 = 

Environment with low 

Malicious activity

Level 2 Environment 

With Consequences 

of  data disclosure 

not significant

Level 3 Environment 

With data disclosure 

and loss of integrity 

moderate

Level 4 Environment 

With data disclosure 

and loss of integrity 

high 

Unauthorised Access 

or Modification or

Disablement of 

Function

1) Impersonation

2) Physical

3) Ordinary user

Gaining

   Unauthorised

          Privilege 

4) Design flaws

1) Hacking

2) Data Storage, 

Copy, Release

3) Data Disclosure

4) Signature

Repudiation

5) Verification

   Data Forgery

1) Hacking

2) Data Storage,

   Copy, Release

3) Data Disclosure

4)      Signature

          Repudiation

5)      Verification

          Data Forgery

6) Message and

Signature forgery

7) Misuse of

 Signature-creation

 function

1) Hacking

2) Data Storage,

Copy, Release

3) Disclosure

4) Forgery –

Signature and

Verification data

5) Signature

 Repudiation



	Infrastructure
	PPnc/0009

PPnc/0008

PPnc/0007

PP/0010

PP/9907

UK

UK

UK


	PP Smartcard 

Personalisation Sites 

with Mailer Handling

PP Smartcard 

Personalisation Sites 

without Mailer 

Handling

PP Smartcard Embedding 

Sites 

Transactional Smartcard 

Reader

Automatic Cash 

Dispensers/Teller 

Machines

PIN Entry Device CC 

Protection Profile

Biometric Device PP

The PKI Secure Kernel PP


	Issuance

Issuance

Issuance

9911 threats plus specific 

threats for multi-applications.

Target of Evaluation = ATM

No products have been 

evaluated to this PP as yet.

Development

End-usage


	For processes which

require mail handler

facility.

Assets to be protected

are:  cards, 

personalisation data, 

process data (e.g.

customer orders).

Assets to be protected

are: ICs, process data (

e.g. customer orders

used in the

personalisation

process)

1) Unauthorised 

access to the TOE

via sequence of inputs 

or gaining a service.

2) Unauthorised 

modification of 

services or information

3) Probing

4)      Operational

  Envelope

1) Imposters

2) Unauthorised

         Access

3) Design 

Weaknesses

4) Unauthorised

Access

5) Design

Weaknesses

1) Administrator Error

2) Unauthorised

Modification of

User or system

Data

3) Flawed software

4) Undetected

Access

5) Message

Modification

6) Availability

7) Non-repudiation

8) Unauthorised

Access

User Error


Table 1: Smartcard relevant PPs
6.2.8 CC and the Smartcard lifecycle

25. During IC Manufacture, IC Packaging and Card Production (in which the chip is inserted into the plastic card), the IC will be in one or more test modes for part of the time. This is intended to enable the various production processes to test that the IC is working correctly at each stage, and that it has not been damaged during the process. However, test modes may give access to the IC without applying the usual security functions, and hence can represent a threat to the confidentiality of data held in a chip, and to the integrity of its initial configuration. This aspect of lifecycle security is highly technical, and uses highly proprietary and secret methods that are specific to each manufacturer. Hence it can be difficult to address this issue in a Scheme-specific way, other than by using a product certified under Common Criteria (ISO 15408, see [3-6]) or ITSEC [9], and including specific properties to limit test features (e.g. see FMT_LIM in BSI-PP-0002-2001). 

26. Since cryptographic keys (and sometimes other security data such as PINs or random seeds) can determine the security of an application, and even a whole Scheme, it is important to consider at what stages in the card production lifecycle unauthorised cards could be produced. For example, if keys used in the Scheme are put into the IC during IC manufacture then this means that the IC manufacturer (or a person with access to the IC manufacturer’s data and facilities) could possibly produce forged, or otherwise unauthorised cards. Although an attacker with access to the IC manufacturer might deliberately exploit this route, this way of producing cards also means that lost or discarded wafers and die (i.e. individual ICs) may represent a security threat to the Scheme because they contain valid keys. Depending on the functions available in test modes, participants in the later stages of the lifecycle (IC Packaging, etc.) may also be able to produce unauthorised cards. Hence it can be important at least to replace the keys once the card is in the possession of the issuer, so that the issuer controls the operational keys, and which cards hold them. In some Systems, there may need to be more than one such key change to represent the progression of the card through different stages (and perhaps different responsible organisations). 

27. The terms “personalisation” and “customisation” are sometimes used interchangeably. However, “personalisation” is also used in a technical sense to mean the way an instance of an application is made specific to the card on which it is to be loaded. With this usage, it is part of an application lifecycle rather than applicable to the card as a whole. There may in fact be a number of personalisation stages if the card can be updated after issuance (e.g. by modifying data, by adding or deleting applications, or by updating the OS). 

28. Each of the stages in the production lifecycle raises security issues and, depending on the nature of the System, these will generally be addressed either by using an evaluated and certified product, or by project-specific measures. The table below summarises the security issues at each stage. 

	     Lifecycle Phase
	                                Security Issues

	Embedded Software Design
	· Accidental or malicious corruption/modification of:

· Library software

· Operating system

· Applications

· Access to the software design can also help an attacker to develop attacks against an issued card.

	IC Development
	· Design flaws or alterations leading to security vulnerabilities

· Access to design data that can be used to aid in attacks.

	IC Manufacture
	· Access to samples in test mode – this may enable the confidentiality or integrity of the IC content to be broken

· Access to/modification of test mode authentication data (e.g. keys, passwords) – where test mode features are protected by authentication requirements, it may be possible for an attacker to obtain these, e.g. from a storage location at the manufacturing site

· Access to/modification of initialisation data (e.g. keys, random number seeds).

	IC Packaging
	· Access to samples in test mode.

	Card Production
	· Access to samples in test mode

· Access to operating system/application software initial stages, before all security measures are applied – this may allow confidential data to be read, or changes to be made to the card configuration

· Access to card stock with security printing measures (where used) – this may help an attacker to produce fake cards for use in the System.

	Personalisation & Customisation
	· Access to initialisation data (e.g. keys, credit limits or other scheme parameters)

· Access to cardholder personal data.

	Card Issuance & Usage
	· Access to data during application delivery and deletion

· Access to data enabling card parameter updates (including unblocking)

· Access to operating system updates that can be used to aid attacks

· Forging of operating system updates, e.g. to load malicious code

· Power analysis (DPA)

· Differential fault analysis (DFA)

· Physical attacks on the IC.


Table 2 : Security Issues in Smart Card Production Lifecycle Phases
5.
Using a smart card product evaluated and certified under ISO 15408, also known as “Common Criteria” (see [3-6]), or possibly under its predecessor ITSEC [9], should address most of the early lifecycle security issues in a generic way. However, the details of the scope of certification need to be checked against the specific security requirements of a System using the product. In particular:

a.
The scope of the Security Target should be checked to see that it covers the actual requirements of the System using the card product. For example, not all the functions of an IC are necessarily included in the scope of an evaluation. As another example, a GlobalPlatform card may not include aspects such as delegated management in the scope of the Security Target. In addition, the Security Target may contain important assumptions about the way the product is used. This can be checked by reading the Security Target and Certification Report. 

b.
Conformance to one or more relevant Protection Profiles may be required for the System. Protection Profiles are intended to capture common security requirements for a particular type of product. For example, PPs BSI-PP-0002-2001 and 9806 both deal with IC evaluation. 

c.
In addition to confirming the overall assurance level (EAL) for the product, which should usually be EAL4 or higher, the Security Target should augment the assurance level with an appropriate level of vulnerability analysis. The level of vulnerability analysis is indicated by the assurance class AVA_VLA, and will be listed in the Security Target. It will generally be AVA_VLA.2, AVA_VLA.3 or AVA_VLA.4. Most Protection Profiles for smart cards require AVA_VLA.4
.

d.
Any assumptions, recommendations or requirements of certification need to be implemented. The Certification Report will document these.

e.
The product manufacturer’s user and administrator guidance documentation needs to be examined and followed where relevant. The certification of the product is likely to rely on this (as will be noted in the Certification Report). 

f.
Sufficient parts of the smart card product need to have been evaluated. The needs of the System using the card will determine what the “sufficient” parts are, but in general they would include the IC and the OS. They may include one or more applications as well.

g.
The evaluations of different parts of the product need to fit together in a seamless way. In general, the IC, the OS and the applications used in a smart card product may all have been supplied by different manufacturers – each is a separate product in its own right. Where the evaluation has not used the same configuration as the System employing the card product will use, it needs to be confirmed that the assumptions and recommendations from the evaluation of one part of the product have been implemented in another. For example, if the user guidance for the IC requires cryptographic software to be written in a certain way, then it needs to be confirmed that this has indeed been done in the OS and application. In most cases, the OS evaluation will deal directly and explicitly with this linkage to the IC. However, it may not be so clear whether the assumptions on secure use of OS cryptographic operations have been met by the applications.

h.
Since both MULTOS ™ and Java Card ™ aim to allow applications to be written without regard to the specific IC and implementation of the OS, the need to follow user and administrator guidance for certified products may be an issue if, for example, a new card product is obtained with the expectation of running an existing application.

i.
In some cases, there may be requirements from the certification that are not met, but which need to be included in risk management, so that an accreditation decision can be made (if appropriate) to allow the System to operate in spite of this. This may be the case where alternative solutions to requirements are used (e.g. there may be tests used in software to check the correct operation of a hardware random number generator, and a decision might be taken to use different tests from those recommended by the manufacturer). 

6. It is worth emphasising that whilst it is valuable to have evaluation and certification of a smartcard product, significant security problems can be introduced when adding to the certified product – for example when using a new application. The way that software uses the hardware facilities, or other software functions, is significant to the security of the final product. This is the reason for looking closely at how well the System using the card product has matched the evaluated configuration, and how well the user and administrator guidance has been followed. 

7. In particular, the following should be considered:

a.
Critical confidential data (e.g. secret keys) should not be held in ROM – this type of memory can often be read by an attacker. The attacker’s task can be made more difficult by hardware techniques, but this attack still represents a significant risk for critical data. 

b.
Software can be used to enhance the security of a completed card product – for example, there are countermeasures that can be implemented in software to address susceptibility in the IC hardware to power analysis (DPA). In most cases this relies on a detailed knowledge of the way the IC behaves. 

c.
Software can also be written in a way that makes a card product based on a relatively secure IC behave insecurely. This is particularly the case with power analysis, where features of a power profile specifically relevant to a particular application may not have been considered during the evaluation of a generic smart card product. As an example, if an application implements PIN checking then it may be possible to use the power profile for the PIN comparison to deduce information about the correct PIN. The evaluation of the card product (i.e. the combined IC and OS) will not have considered this application-specific context.

d.
Although it is now becoming common to find evaluated products at the IC and OS levels
, it is relatively rare to find certified applications. In the case of financial applications, such as credit/debit applications based on the EMV specifications (from Europay, Mastercard and Visa), these may be required to undergo security analysis, as well as functional compliance testing, by the issuing organisation (e.g. Visa or Mastercard members). However, these criteria are unlikely to be available for external scrutiny, and may not therefore be suitable for other Systems. In any case, they will focus on the needs of the financial application, and may not address the needs of other applications. 

8. Another consequence of the scarcity of certified applications is that there is nothing to demonstrate assurance in the software development process for the application. The security of the development environment is important for many reasons, including:

a.
The application design and code needs to be protected from alteration to prevent vulnerabilities being inserted.

b.
The application needs to be kept under configuration management, to ensure that incorrect versions do not accidentally reintroduce vulnerabilities.

c.
Application security data (such as master keys, keys for protecting the integrity of delivered applications, or PIN derivation values) need to be kept confidential.

d.
The application design code needs to be kept confidential – knowledge of it can assist an attacker in making hardware and software attacks.

e.
Delivery of the application to the IC manufacturer (if applicable) and the card management system (for loading onto cards) needs to be done securely.

9. The development environment aspect therefore needs to be addressed as part of the risk management for the System using the card (reflecting the specific assets at risk), and in some cases it may be appropriate to arrange audit visits to the developer. 

7 
7.1 
8 Mapping Smartcard Security Standards to Trust Service Levels

8.1 Background

1. In this chapter Trust Service levels, as described in references [22 and 23], have been examined to determine their affect on smartcard technology. The starting position was to decompose them into lower-level security objectives and assurances. Possible interpretations for EMVCo, ETSI and ITSO are 
2. 
3. 
4. 
5. 
6. also 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
14. 
15. 
16. given.
17. Reference [22] defined high-level security objectives as (the subsequent Reference [23] security objective identifier appears alongside):

a.

Non-repudiation, OS.5;

b.

Evidence of Receipt, OS.6;

c.

Integrity, OS.9.

18. As offered by a smartcard, Trusted commitment service, OS.7, is thought to be largely a product of OS.5, OS.6 and OS.9 mechanisms. The other part to it (e.g. auditable receipts), is considered to be the responsibility of the back-office system. An asymmetric digital signature product would meet objectives OS.5, OS.6 and OS.9. 

19. Additionally, Reference [23] introduces the following objectives which also happen to be the responsibility of  a smartcard:

a. Effective user identification and authentication OS.1;

b. Effective access control OS.3;

c. Privacy and confidentiality OS.8.

20. With the possible exception of Effective User Access Management, the remaining objectives are considered to be the province of the back-office system:

a. Effective user registration, OS.2; 

b. Effective user access management, OS.4, (policy partially implemented by smartcard – e.g. enable/revoke smartcard digital signature);

c. Service availability, OS.10;

d. Information availability, OS.11;

e. Service protection, OS.12;

f. Effective audit and accounting, OS.13.

21. In the following table Smartcard standards ETSI, EMVCo and ITSO been measured against the various elements of security objective and assurance components of the Trust Service criteria as expressed in a combination of  References [22] to [26].

8.2 Conclusions

1.
Trust service levels require clarification. A preliminary interpretation is given in the following table.

2.
Commercial smartcard usage and assurances within the Trust services framework should be clarified. The need is specifically identified in section 2.4 of Reference [26]: “The extent to which formal evaluation is applicable to e-Government services has yet to be established”. 

3.
The low threat and the high cost of a smartcard scheme are likely to conspire against a business case for smartcards at level 0. 

4.
Also, it will be extremely expensive for commercial smartcard products to meet level 3. For instance, EMVCo, ETSI and ITSO are unable to meet level 3 because CC assurance, if present in any form, is likely to currently only reside in the underlying smartcard platform. Furthermore, adherence to government PKI standards and X.509 certificate structures conspire against practicality even for level 2. 

8.3 Recommendations
1.
Trust service levels should be clarified for smartcard technology. In particular, those which appear as optional should be either made mandatory or dropped.

2.
It is recommended that some sort of evaluation of the smartcard and its application be undertaken by government to ensure that the operational smartcard be fit for purpose and its intended method of usage. By way of illustration, banking sector type approved cards exist to process financial applications, such as electronic purse, whereas government usage may require trusted identification and authentication and access to a government web-site. Consequently, a risk assessment would identify different assets and security policies and confirm appropriate security functionality and assurance. Thus it is not a straightforward matter to reuse commercial assurances gained via type approval processes. FASTTRACK assurance might be an appropriate vehicle.

3.
A risk analysis should be performed for Trust Service level 1 and upwards. The departmental security officer should determine on the basis of the risk analysis the form of evaluation which may be required. It is suggested this might entail:

Level 1 = no evaluation requirements

Level 2 = FASTTRACK of smartcard application

Level 3 = CC or tScheme of smartcard application (but FASTTRACK of smartcard application might suffice instead of CC).

4.
Appropriately penetration tested smartcards should appear on a centralised register. It is suggested that an appropriate rationale might suffice for a commercial smartcard application for government at level 1 (e.g. no specific government penetration testing required). The rationale should justify going without FASTTRACK by looking at what is at stake, and it might make place appropriate claims on extant Type Approval Processes (e.g. VISA, EMVCo).

5.
As they are the ones most likely to be used, interpretation priority should be given to Levels 1 and 2.

6.
For level 3, the inference is that both a FIPS and CC evaluation are required. The merits of a combined FIPS (tScheme or equivalent approval is invoked in Reference [23]) and CC evaluation are unclear; it is recommended that a CC or equivalent FASTTRACK evaluation should suffice. 

7.
Smartcard lifecycle assurances should apply to all Trust Service Levels. Hence, best practice registration, personalisation, and issuance are applicable regardless of the Trust service level selected. Revocation mechanisms should appear at level 2.

8.
Trust Service Levels 0 and 1 would appear not to preclude certificates for asymmetric cryptography. Although it would be possible to issue a certificate for a symmetric key, the added value would have to be questioned, since usually possession of the symmetric key as a shared secret would replace the need for a certificate-based approach. And the certificate could not actually contain the key, because that has to be kept secret. In this case the role of the certificate would be questionable, and another distribution mechanism used for delivery of key. Use of symmetric "signatures" (which we ought really to call MACs) is possible, but probably fits better where signing for integrity purposes is carried out. As always with symmetric (i.e. shared) keys, non-repudiation is not really possible.

	Trust Service

Level
	Security Mechanisms
	Applicable

Standards 
	Assurances
	Applicable

Standards

	0
	None defined.
	
	None. Due diligence assumed. 

	(The business case for a smartcard is non-evident.)  

 

	1
	Checksums.
Passwords/PINS
Transport Layer Security Mechanism.

	EMVCo 
ETSI 
ITSO 
 (Integrity mechanisms can be a byproduct of cryptography. PIN mechanisms are specifically brought out in the specifications.)
EMVCo 
Level 2 defines the Cardholder’s verification method, e.g. PIN. (Integrity via encryption.) 
ETSI 
ITSO 
EMVCo 
ETSI 
ITSO 
(Could get SSL key from smartcard.)


	System Configuration.
Unauthorised Entities cannot gain access.
Delivery Mechanisms.
Vulnerability free Standard Services and Protocols.
Risk Analyses:-
a. FASTTRACK of   Infrastructure

b. CC of PLATFORM


	EMVCo  
ETSI 
ITSO 
EMVCo 
(Assurance gained under VISA and MASTERCARD Type Approval Processes.)
ETSI 
ITSO 
 ( No independent testing performed for ETSI and ITSO)
EMVCo  
ETSI 
(ETSI/EMVCo - PIN authentication for user, cryptographic authentication for processes.)
ITSO 
( No PIN in the case of ITSO.)
EMVCo 
ETSI 
ITSO 
(But VISA and MASTERCARD conduct vulnerability analyses of the smartcard platform and application for financial applications.)
EMVCo 
(However, various Type Approval Processes exist.)
ETSI 

ITSO 



	2
	1) Commercial Digital Signatures.
2) Conformance to Government PKI standards recommended. Or
3) Username and Password might do in the interim.
4) X.509 Certificate.

	EMVCo 
ETSI  (cryptography = DES)
ITSO  (cryptography = RSA)
EMVCo 
ETSI 
ITSO 
EMVCo 
ETSI 
(PIN offered in the case of EMVCo and ETSI.) 
ITSO 
EMVCo 
ETSI 
ITSO 

	1) CC of Platform
2) Protection of the private key using recognised and approved software or hardware Token.
3) FASTTRACK of Infrastructure


	EMVCo 
ETSI 
ITSO 

(The silicon used has most probably been CC certified.) 
EMVCo 

ETSI 

ITSO 

	3
	1) Digital Signatures.
2) PKI. Conformance to Government PKI standards expected.
3) X.509 Certificate.

	PPs: Certificate Issuing (US) probably Security Level 3 upwards;
Digital Signature Creation Device (Germany), probably Type 3.
No CC products comply. However, Entrust and Baltimore have had CC and ITSEC evaluations performed of their products.
EMVCo 
ETSI 
ITSO 
	CC of Platform
2) FASTTRACK of Infrastructure
3) Protection of the private key using recognised, cryptographically assessed and approved software or hardware Token. (FIPS/tScheme/CAPS of Cryptography.) (See [22].)
4) The service shall be approved under tScheme (or equivalent)

(See [23].)
	Would require adherence to one of the following PPs: SCSUG, PP/0001, PP/9806, PP9911, BSI-PP-0002-2001, IATFF, IPA LSI PP, 2002.2, NMDA PP, 2001.11. The most important thing is that the Security Target includes the right properties of the application.) 
No smartcard products have been FASTTRACKed.
But Gemplus’ Open Platform and MULTOS have achieved CC and ITSEC assurance respectively.
Smartcard products which currently have been evaluated against both FIPS and CC are very rare. 
No smartcards have been through tScheme.    


Table 3: Trust Service Levels and EMVCo, ETSI and ITSO
Key: 
italic = recommended, 
bold = mandatory.

9 Conclusions

9.1 Standards and Security Requirements

1. The distinction between standards, which contain a security component, and security requirements is less than well defined. CC is clearly a security requirements tool. At the other end of the spectrum, ETSI and ITSO are standards which mandate security. It is suggested that the difference comes down to abstract versus concrete: thus, CC PPs would not be sufficient in themselves to enable the transition to coding to be made, whereas ETSI and ITSO specifications would enable implementation to be achieved.

2. If UK Government is to realise interoperability and cost-effectiveness through standards, it is going to have to promulgate standards’ advice at both policy and implementation levels. This is unlikely to mean that UK Government develop standards as such: evolutions in technology tend to make any fixed standards obsolete and working across the global marketplace requires international agreement. Rather, UK Government should map its requirements onto standards that are issued as recommended best practices by the principal bodies:  ETSI, ISO, CC etc.









































































� At the time of writing, there is an unresolved issue over whether the target should be described as AVA_VLA.3 or AVA_VLA.4. In summary: European Protection Profiles tend to require AVA_VLA.4, whilst US organisations tend to believe that the maximum achievable level for a smart card is more correctly described as AVA_VLA.3 (see, for example, [SCSUG, 6.8]). Whilst it is unfortunate that these differing views exist, the difference is mainly one of terminology at present – the type and level of testing expected does not seem to be at issue. 


� Lists of certified products can be found at Common Criteria Certification Body websites such as www.commoncriteria.org, www.cesg.gov.uk/assurance/iacs/itsec, www.bsi.bund.de/zertifiz/index.htm, www.tuvit.de, and www.ssi.gouv.fr/fr/confiance/certificats.html.
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