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Commercial and confidentiality statement

This document sets out the principal requirements for Service Information Monitoring (SIM)
infrastructure and systems in relation to deployment of the Public Sector Network (PSN). It takes
account of an industry proposal to establish core enabling infrastructure for the PSN, this being the
Government Conveyance Network (GCN) and associated SIM technical infrastructure'. Work to
produce this Service Description has been pursued at the invitation of Her Majesty’s Government
(HMG), with industry contributors therefore participating at the request of HMG.

All aspects of discussion and work to produce this document have been non-commercial in so far
as the outcomes and outputs are not intended to affect any existing contractual relationships, or to
bind any of the participating companies in terms of future product offerings. Nothing in this
document constitutes an offer of supply or service from any company. The work to produce this
Service Description has not intended to exclude the engagement of those organisations not
participating, and this Service Description is therefore subject to broader industry consultation.

No information in this document is either confidential or commercially sensitive from the
perspective of companies participating in its development. It has therefore been for HMG to
determine what confidentiality provisions shall apply to this document. Cabinet Office, the relevant
authority in this regard, has determined that this document does not require a protective marking,
and the document is marked UNCLASSIFIED to positively indicate this status.

Any and all trade names and trademarks contained in this document are hereby acknowledged as
trade names and trademarks of their registered owners.

! Refer to section 1 for further clarification with regard to background and context
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1 Introduction
1.1 General background

The Public Sector Network vision

1.1.1 The Public Sector Network (PSN) vision is one of creating ‘the effect of a single network
across UK government’, delivered through multiple service providers in order to ensure
ongoing value and innovation.

1.1.2 In some respects, this is similar to the Internet model, whereby ‘service consumers’
experience flexibility and inter-working without much concern for underlying inter-network
‘plumbing’. However, the vision is also one of a ‘private network of networks’ for the public
sector, addressing the various special security, resilience, service and availability needs of
public sector organisations.

The PSN in practical terms

1.1.3 The PSN is a supply-side ‘network of networks’, making network-oriented services utility-
like for the public sector. Hence, it is essentially an inter-working and standards framework
for the suppliers of network-oriented services to the public sector, governing both
interconnection of supplier services and the relevant key service characteristics/attributes
that ensure inter-working and end-to-end service assurance across supplier portfolios. As
such, it includes:

an overarching PSN Operating Model and governance approach — including a Code of
Interconnection (ColCo) and Code of Practice (CoP) for service providers, and a Code
of Connection for service consumers;

new standards that ensure inter-working across network-oriented services and end-to-
end serviceability across suppliers;

a ‘marketplace’ for PSN Services, established through procurements; and

various core enabling infrastructure, including:

o a Government Conveyance Network (GCN), this being the interconnect ‘glue’
between the individual service providers conforming to the ColCo;

o central technical infrastructure providing for service inter-dependency analysis
across suppliers, supporting end-to-end service management and assurance;
and,

0 an appropriate commercial settlements regime for suppliers, underpinning end-
to-end service management and assurance where the chosen delivery model
involves peered service providers.

1.1.4 To be clear, this standards framework will not replace current quality (ISO 9001), service
(ISO 20001) and security (ISO 27001; Security Policy Framework) management standards,
or Next Generation Network (NGN) standards; rather, it will compliment these by extending
standards to various technical, commercial and service inter-working arrangements for
government’s suppliers of network-oriented services.
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The PSN Programme

1.1.5 During the course of 2008, government established a formal programme of activities — the
‘Public Sector Network Programme’ — to drive forward planning and execution against the
PSN vision. Though principally coordinated by Cabinet Office, this collaborative programme
engages input and contribution from a broad cross-section of government and industry
stakeholders.

The Ocean procurement

1.1.6 Towards the end of 2008, government launched an initial procurement — known as ‘Ocean’
— formally aligned to delivery of the PSN vision. Ocean is a collaborative procurement led
by Foreign & Commonwealth Office (FCO) in conjunction with Office of Government
Commerce (OGC) and OGC Buying Solutions (OGCbs).

1.1.7 Ocean will establish, with no particular meaning implied in the stated order:

successor PSN Services to the current Government Secure Intranet (GSI) family of
contracts and services;

successor PSN Services to the current Managed Telephony Service (MTS) contract
and services;

an initial ‘catalogue’ of approved PSN Services alongside a contracting framework
allowing for consumption by any public sector organisation; and,

replacement services in respect of the Foreign Telecommunications Network (FTN) —
i.e. FCO’s Departmental voice and data communications supply — based principally on
the catalogue of approved PSN Services.

Further information about the PSN Programme

1.1.8 Further background information about the PSN programme and related activities is
provided in related documents (Reference Appendix B). Alternatively, any comments or
queries in connection with the PSN Programme should in the first instance be directed to:

John Stubley, PSN Programme Director
Cabinet Office
E-mail john.stubley@ cabinet-office.x.gsi.gov.uk; Telephone +44 (0) 777 189 0450

1.2 Specific context to this document

The PSN Operating Model

1.2.1 The PSN Operating Model describes how PSN Services will inter-work in creating ‘the
effect of a single network’. It also describes the technical, security, service, governance and
commercial models for the PSN, to be applied for all PSN Services procured through
Ocean and more broadly.

1.2.2 The PSN Operating Model is intended to focus only on those elements that must be
common across all PSN Services — e.g. certain technical standards and central
infrastructure — and on the core responsibilities of service providers and service consumers
to the extent that these affect service inter-working and interoperability across the PSN.
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1.2.3 Accordingly, the PSN Operating Model prescribes a minimum set of requirements that a
service provider must meet in order to be able to deliver PSN Services. It prescribes similar
for service consumers. However, the model intentionally leaves as much as possible open
to individual service consumers and service providers to define, thus allowing an
appropriate level of local autonomy, which is considered important in terms of:

enabling on-going competition and innovation; and
maximising take-up across the public sector.

1.2.4 Also, the PSN Operating Model is intended to be extensible, and is currently defined as a
‘baseline’. Hence, the Operating Model is expected to evolve over time, either by necessity
or desire. Evolution of the baseline might be driven by, for example:

considerations and issues identified through broader consultation or, indeed, Ocean
Competitive Dialogue (CD) — see section 1.4 below;

resolution of certain outstanding issues or agreements in a number of areas where
there remain practical options rather than ‘absolutes’;

extension of the model, in whole or in part, to cover a broader set of ICT services
across government's ICT estate, e.g. key aspects of G-Cloud implementation?.

Service Information Monitoring (SIM) infrastructure

1.2.5 Service Information Monitoring (SIM) infrastructure and systems deployed for the PSN will
essentially ensure that appropriate service-level information is available across all PSN
Services and PSN Service Providers.

1.2.6 The SIM infrastructure will ensure that the most likely cause or origin is identified for the
vast majority of service events and incidents across all PSN Services, enabling the relevant
PSN Service Provider to assume responsibility for resolution or provisioning. Essentially,
PSN Service providers will be obliged to investigate and manage service events and
incidents where they are identified as the cause or origin by the SIM systems, subject to
pre-defined provisions for managing exceptions.

Through their OSS tooling interface to the SIM systems or through a portal, PSN
Service Providers will provide near real-time information about changes in the status of
their PSN Services, and they will accept near real-time information about changes in
the status of PSN Services that they or their customers depend upon.

1.2.7 The SIM infrastructure will be surfaced by an individual supplier (the ‘SIM Supplier’), to be
identified by the PSN Authority or the Cabinet Office PSN Programme according to any
timescale constraints. The PSN Programme team will consult with Industry on SIM Supplier
selection, so far as is appropriate. Given the nature of information residing on the SIM
systems, the SIM Supplier will be independent so far as this is possible, and the Cabinet
Office PSN Programme team will determine the approach to achieving this.

1.2.8 The costs associated with delivering the SIM infrastructure are expected to form a ‘shared
overhead’ to be funded equitably across PSN and GCN Service Providers. It is also

% Further information about the G-Cloud project, which is considering a cross-government data centre
strategy, is available from Cabinet Office
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expected that service providers will recover these overheads as part of their charges for
PSN and GCN Services. However, the precise commercial mechanism for funding the SIM
infrastructure will be decided by the PSN Authority or the Cabinet Office PSN Programme
according to any timescale constraints.

This ‘Service Information Monitor (SIM) Service Description’ document

1.2.9 This Service Information Monitor (SIM) Service Description document is an addendum to
the PSN Operating Model. And, to be clear, it is an explicit component of the Operating
Model. As such, it is part of the current Operating Model ‘baseline’.

1.2.10 This document sets out requirements and standards for the SIM infrastructure and
systems —i.e. the required architecture, design and support service details — and the
supply of the SIM infrastructure and systems will be required to comply with these
requirements and standards as a minimum.

1.2.11 The SIM Supplier will also comply with all relevant requirements and provisions set out
elsewhere in the PSN Operating Model and PSN Common Requirements.

1.3 Related documents

1.3.1 This document refers to the definitions of certain core enabling infrastructure and services,
each of which is provided as an addendum to the PSN Operating Model document. A
number of other related documents are also referenced. These further documents are
explicit parts of the PSN Operating Model, and include:

the ‘PSN Operating Model’ itself;

a ‘Statement of Fairness Provisions for GCN Service providers’;
a ‘GCN Service Description’;

a ‘Settlement Regime Description’;

the ‘PSN Common Requirements; and,

draft ColCo, CoP and CoCo Agreements.

1.4 Consultation and Ocean Competitive Dialogue

1.4.1 Atthistime, the PSN Operating Model, including this Service Description, has been
documented to allow both the PSN Programme and the Ocean procurement programme to
move forwards against their primary objectives. Hence, the Operating Model and this
Service Description represent a baseline that is expected to evolve, in some areas out of
necessity as the needs and circumstances of broader stakeholders across both industry
and government are considered by the PSN Programme and the Ocean procurement.

1.4.2 The above in mind, there will be open consultation with regard to the baseline PSN
Operating Model and this SIM Service Description, managed primarily by Cabinet Office
and supported by those organisations that have participated in authoring this document. An
initial consultation period will commence 24 April 2009, closing on 22 May 2009. Obviously,
long-listed Ocean bidders may participate in this consultation at their option.
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1.4.3 The PSN Operating Model and this Service Description may be further refined through the
Competitive Dialogue (CD) process of the Ocean procurement. This will be supported
indirectly by those organisations that have participated in authoring this document, subject
to an appropriate ‘Ethical Walls’ agreement in respect of their key individuals engaged. A
generic version of this agreement will be published separately.

1.4.4 Where any further detail to the PSN Operating Model is developed through Ocean CD, and
this detail is considered to be commercially sensitive in relation to the Ocean procurement,
then this will be incorporated into a separate Ocean Operating Model. Once Ocean
framework contracts have been awarded, the approach and timescales for incorporation of
such variances, where appropriate, will be agreed through PSN Programme governance.

1.5 The scope of this SIM Service Description

1.5.1 This document sets out requirements and standards for the SIM infrastructure and systems
— i.e. the required architecture, design and support service details — and the supply of the
SIM infrastructure and systems will be required to comply with these requirements and
standards as a minimum. The SIM Supplier will also comply with all relevant requirements
and provisions set out elsewhere in the PSN Operating Model and PSN Common
Requirements.

1.5.2 The SIM Supplier may work with the PSN Authority [or Cabinet Office PSN Programme
team] to define and comply with additional requirements and/or standards. However, any
such requirements and standards will be in addition to the minimum set out here.

1.5.3 This Service Description intentionally does not prescribe the use of any particular
technologies, products or delivery methodologies. Such matters are for the SIM Supplier
and the PSN Authority [or Cabinet Office PSN Programme team] to agree, and the PSN
Authority [or Cabinet Office PSN Programme team] will be responsible for identifying the
SIM Supplier, which will be independent so far as this is possible.

1.5.4 Further information about the PSN commercial model as relates to the provision and
consumption of GCN Service can be found in the PSN Operating Model.
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2 Overview of SIM infrastructure
2.1 Systems context

2.1.1 The Service Information Monitoring infrastructure (SIM) for the PSN enables end-to-end
service management without the need to create a Prime Agent with responsibility for
managing service across the entire PSN. The SIM enables this by providing PSN Service
Providers with the capabilities required to understand the end-to-end service interactions
and dependencies for all of their PSN Services. This context is illustrated below.

% ' %)

Figure 1: Service Information Monitor — Systems Context

2.1.2 As show in the diagram above, the SIM has dependencies on and responsibilities to a

number of PSN Services and PSN Service Provider functions. Some of these are outlined
in sub-sections below.
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The PSN ldentity Management Service Provider

2.1.3 The SIM will make use of the PSN Identity Service Provider for its authorisation and
authentication services when this service becomes available, and it will align to systems
and processes defined by the PSN Identity Management sub-workstream.

2.1.4 Currently, there is no agreed Identity Management (IDM) model/service across the public
sector, and no PSN Identity Management Service is being identified through the baseline
PSN Operating Model. End-to-end access controls across the PSN will be constrained on
this basis.

2.1.5 Inthe interim, the SIM systems will have their own independent access control procedures,
to be defined by the SIM Supplier. The SIM Supplier will also define the procedural
approach to IDM for SIM access.

The PSN Authority

2.1.6 The SIM will require Service Provider data from the PSN Authority in order to identify
Service Providers that are approved to specify and supply services to the PSN. The SIM
will also expect the PSN Authority to require PSN Consumers fix any issues with Service
Definition data in order to maintain an accurate service tree.

PSN Service Providers

2.1.7 The SIM will require the following data from each of the PSN Service Providers for any
services that they specify, supply, or consume:

Service Specification Data
Service Consumption Data
Service Consumer Data
Service Availability Data
SLA Violation Data

2.2 Functional SIM components

2.2.1 The functional capabilities of the SIM fall into a number of key areas, and these are
illustrated in the diagram below.

Issue v1.1
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Service Provider Service Information Monitor

77
Consume\\
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Figure 2: Service Provider & Single Impact Level SIM

Service Information Repository (SIR)

2.2.2 Responsible for collecting and maintaining service information from all service providers

2.2.3

including new service offerings and new service instants sold. Services defined, supplied
and consumed at any of the available layers in the PSN are supported:

Network / Access Services
Technical Services
Business Services

Service suppliers are responsible for assuring and managing their deployed services. The
SIM manages the status of all services across the PSN based on the information supplied
by the Service Providers and PSN Authority. The common Service Information Repository
within the SIM contains every service that can be procured and information on every
service that is being delivered and consumed across the PSN.

Service Information Bus (SIB)

2.2.4 Collecting and publishing an appropriate view of end-to-end service information (e.g.

incidents/problems) for all suppliers. Interfaces are provided for Systems/Service
Integrators and end-user Departments. Examples of data used by the SIB include:

Consumers interact with support systems (e.g. helpdesks). In the event of a consumer
notified incident the relevant helpdesk raises an incident on the Service Provider’s
incident management system.

Devices (including access devices, monitors and probes, and service platforms) interact
with Service Providers service and performance management systems. In the event of
a change in state of a service the Service Providers incident management system

Issue v1.1
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identifies their associated PSN service and pushes an event onto the Service
Information Bus.

The Service Provider’s incident management system also notifies their SLA
management system, and may escalate the incident to problem management if needed.
The Service Provider's SLA management system may also push an event onto the
Service Information Bus if it determines that the incident has affected an SLA.

2.2.5 Events are sent to the Service Information Bus:

The Service Alerts component of the Service Information Monitor sends Service Alerts.
These are events announcing that services may have become affected by change in a
dependant service’s state and are placed onto the Service Information Bus by the
Service Alerts function so that relevant parties can be advised of the impact

Service Providers provide real-time information about changes in the status of their
services and service instances to the Service Information Monitor, via the Service
Information Bus

2.2.6 Events on the Service Information Bus are received by two components of the Service
Information Monitor:

Service Information Repository uses the event information to update the state of the
service

Service / Event Dependency Analysis uses the event information to determine the full
set of services across the PSN that may be affected by the state change reported in the
event

2.2.7 The resultant impacts are passed to the Service Information Repository (so that the service
states are updated) and to the Service Alerts component.

2.2.8 Service Providers accept real-time information about changes in status of services and
service instances that they (or their customers) depend upon, via the Service Information
Bus.

Service Management Information Portal (SMIP)

2.2.9 The SMIP provides a view of the information in the Service Information Repository and
supporting point queries, reporting and dashboard functions as well as administrative
access to update Service Information etc. The primary users of the portal will be
Helpdesks, Service desks and Service Providers staff making manual data updates.

2.2.10 Problem management systems and Support systems may interrogate the Service

Information Monitor (via the portal function as well as through the SIB) to track the status of
a service or as part of problem diagnosis.

Service/Event Dependency Analysis & Alerting

2.2.11 The component provides the impact of an outage on the other PSN services that depend
on the affected component and alerting the appropriate providers and helpdesks.

2.2.12 The SIM maintains the current state of all services in the PSN and combines that state
information with service dependency information. On receiving notification of an incident,
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this allows the SIM to identify the service and Service Provider that may be causing that
incident. The SIM then provides alerts to all Service Providers that are dependant upon the
affected service to inform them that there is an incident in progress as well as the expected
impact to the end-to-end service. By maintaining a view of all services (by all Service
Providers across the PSN) the SIM identifies service dependencies between parties that
may have no knowledge of each other, but for which there exists an indirect dependency
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3 Functional specifications

3.1 Overview

3.1.1 The SIM Supplier is required to provide the PSN’s core common service management
facilities and related services. These include managed technical infrastructure and services
as identified at 3.1.2 and 3.1.3 below.

3.1.2 Functional technical infrastructure components spanning design, implementation and run:

Service Information Portal

Service Information Repository
Service Information Bus

Service / Event Dependency Analysis
Service Alerts

Systems management for the SIM

3.1.3 Support and management services:

SIM Implementation Schedule

SIM Solution Specification Documentation

Support Service Desk for the SIM (i.e. a ‘SIM SSD’)

Support for integration testing of Service Providers’ SIM interfaces

3.2 General requirements

Index Statement of Requirement

1. The SIM Supplier shall provide the common service management facilities defined for
the PSN
2. The SIM Supplier shall meet the requirements defined in this document and comply

with relevant requirements defined in the PSN Operating Model and PSN Common
Requirements

3. The SIM Supplier shall ensure that the facilities provided meet and support the
requirements for Service Management & Security, defined in PSN Common
Requirements and the PSN Operating Model

4, The SIM Supplier shall develop, define and agree the SIM systems with the PSN
Authority

5. The SIM solution components shall comply with TM Forum Best Practices where
appropriate

6. The SIM solution components must provide common interface standards for existing

operational management solutions
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7. The SIM solution components must provide secure read access capabilities via an
interface consistent with open standards and across a broad range of access privileges

8. SIM solution components shall implement access controls defined by the Information
Security Requirements and associated Information Security Management Systems of
Customer Authorities, Service Providers and the PSN

9. The SIM should support the service event granularity as defined in the SIM Information
Model
10. The SIM solution components must be based on industry recognised and acceptable

technology components consistent with the importance of the solution

11. The SIM shall be capable of supporting multiple SIM instances (potentially one instance
per confidentiality impact level) for impact levels up to IL4 whilst itself being
accreditable to above this level in principle

12. The SIM design shall be developed in consultation with CESG and shall comply with
CESG recommendations

13. The SIM shall support privileged access, if required, to HMG representatives, including
CESG, to support Information Security requirements

14, The SIM shall not impact the services monitored

15. The SIM shall provide sufficient information to allow Service Provider Service Level
reporting to be cross-referenced

16. The SIM shall track and timestamp events and be consistent with NTP and related PSN
standards
17. The SIM shall maintain a audit trail of changes and actions taken including times and

parties making the changes

18. Audit trail log shall be available to the those with sufficient access and authorisation
including: the CSSD, the PSNA, and others as required

19. For all interfaces, the SIM Supplier shall, as a minimum:

fully document the interface in a technical interface specification, user manuals,
user guides, connection procedures etc

use appropriate industry open standards
agree the interface with all affected parties
implement, test and maintain the interface

pay for the development, testing, and ongoing operation, support and
maintenance of the interface
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3.3 Service Information Repository (SIR)

Introduction

3.3.1 The SIM collects service information, from all Service Providers with respect to the impact
level it operates at. At the heart of this function is the common information model of the
Service Information Repository (or more SMIPly: the SIM Information Model), to be fully
effective the model must be SMIPle enough to be implemented easily and efficiently,
flexible enough to cope with current and future service definitions, and enable multi-party
service alerting.

3.3.2 The following diagram shows a brief overview of the common information model (see
Appendix C for more information):

Figure 3: Information model overview of Service Information Repository
3.3.3 The SIM information model has the following properties:

Meta-data forms should be used for service information to ensure compatibility with
future services

Service profiles should have a derivable dependency tree. This enables root cause
analysis on service events, enables dependency checks on new service provision, and
can be enabled by service information meta-data forms

All service specifications present in the repository should facilitate and enable the PSN
marketplace model

All service instances present in the repository should facilitate and enable full service
impact analysis

Service dependency analysis identifies local and remote impacts, e.g. a data service
being provided by one operator is being used to carry traffic to a call centre in the
building

Access or use of a service is itself a service — this is called “service consumption”
Access to the SIM will be controlled, however to avoid confidentiality issues the SIM
information model should not contain customer information and service assignment
information should be anonymised but derivable by the relevant Service Provider

The information within the SIM about the status a given service and any dependencies
is wholly reliant on information supplied by Service Provider(s)
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Function

al Scope

3.3.4 The SIR must support the following scenarios:

Create/Read/Update/Delete Service Provider Specification
Create/Read/Update/Delete Service Specification
Create/Read/Update/Delete Service Consumer
Create/Read/Update/Delete Service Consumption
Create/Read/Update/Delete Service Supplied
Create/Read/Update/Delete Service Level Agreement information
Receipt of Service Events

Sending of Service Alerts

Requirements

Index Statement of Requirement

1. The SIR must support multiple release of a supplied service from a Service Provider
2. The SIR must support the governance model for the Service Catalogue as agreed with
the PSN Authority
3. The SIR must support promotion of services through the service lifecycle e.g. promotion
from development to test to production
4, The SIR must support multiple service statuses and these in turn must be reflected in
the generated Service Alerts, the statuses to be supported are:
Up
Down
Degraded
Over subscribed
Impacted
5. The SIR must store real time information on all current Incidents and problems. This
includes:
a summary level by Customer and Service Type
a list of incidents and problems grouped and filtered by combinations of the
following:
Service Type
Consumer
Supplier
Impact
Issue v1.1
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Priority
uUrgency
Business Criticality

The SIR must also support bulk updates for supplies service status (with the
appropriate user access) based on the above categorisation

3.4 Service Information Bus (SIB)

Business Purpose Overview

34.1

3.4.2

The Service Information Bus (SIB) is the key component responsible for the integration of
PSN Service Providers with the Service Information Monitor to support the exchange of
service availability data. The primary purpose of the Service Information Monitor is to track
service definition and availability data, and the SIB, a component of the Service Information
Monitor, provides the technical integration mechanism to allow it to receive information
about service specification and service instance availability, as well as publish this
availability information to interested parties. The SIB also integrates the other components
within the Service Information Monitor.

The SIB implements technical capabilities to support integration, including provision of the
following:

A B2B gateway for interaction with external systems. This gateway has integration to
Identity SP (when available) providing authorisation and authentication services. The
gateway will manage service usage according to pre-agreed service levels with PSN
Service Providers and other external entities.

Standard Enterprise Service Bus capability such as routing, transformation, enrichment,
auditing and logging of messages received, and failed message/exception handling.
Information to be used to track the overall health and performance of the Service
Information Monitor itself.

A key feature of the SIB is to provide standardised, common, and well-defined interface
specifications for all interfaces supported, e.g. for receiving service availability updates
and for publishing out service availability alerts to and from PSN Service Providers.

External Interactions

3.4.3

3.4.4

The Service Information Bus (SIB) is responsible for the marshalling and transport of all
information into, out of, and between the components within the Service Information
Monitor and its required interfaces. The SIB provides the transport and mediation to
enforce loose coupling of the components within the SIB and the external systems with
which it interacts. This loose coupling allows the SIM to insulate Service Providers from the
implementation details of the SIR etc. Internally, the SIB will be based on a
reliable/transactional messaging, although non-transaction messaging support such as for
HTTP will be provided for integration with external systems.

The external interactions of the Service Information Monitor are shown in Figure 1-1.
Whilst this figure shows the system context of the whole Service Information Monitor
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system, the interfaces it exposes are mostly supported by the Service Information Bus
brokering data in and out to the components within the SIM. The exception to this rule is
the provision of interfaces to human actors, made available via a portal (see section
following section on Service Information Portal).

3.4.5 A non-exhaustive representative set of interfaces are provided in Appendix B, however the
final SIM interface definitions will be agreed through the PSN Technical Workstream.

Internal Interactions

3.4.6 The SIB will also broker SIM-internal communication such as between the Portal
component (section 2.3) and the other components providing data to the portal. E.g.
requests to look up availability data for a PSN Service will be sent from the portal to the
Service Information Repository (section 2.1) via the SIB. The general architectural principle
is that all portal interactions should go through the Service Information Bus, although there
may be exceptions to the rule in implementation e.g. for performance reasons.

3.4.7 A generalised view of the interactions of the internal components is shown in figure below.

A

Interactions {o/from PSN Seryvice Providers,
User Incifient Management Systems

A

[

ser Interactiops

™ Service Information Bus Gateway Portal

Service Information Bus —To SMTP/SMS—»-

4? A

Y Y

Systems
Management
and Monitoring

Service Information
Database

Directory and
Security Services*

Management Service Event Dependency
Information Analysis

Service Information Database
App

Service Information Monitor

Figure 4: Service Information Monitor — Internal Interactions

Service Information Bus Gateway

3.4.8 The Service Information Bus Gateway (SIBG) is a technical sub-component of the overall
Service Information Bus component. It provides a gateway for the technical integration of
external systems. The SIBG is the point of enforcement of security aspects such as
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authentication and authorisation. In implementation terms, this sub-component is likely to
be deployed in a demilitarise zone, enforcing separation of concerns for the Service
Information Monitor and systems external to it. To provide this functionality, the SIBG will
interact with a separate Directory and Authentication & Access Control Services
component.

3.4.9 The SIBG will apply policies to the interactions it has with external components, to limit
access to services based on user role, user group and organisation.
Security

3.4.10 The key points of enforcement of security aspects (authentication and authorisation) will be

outside of the Service Information Bus itself, and will instead be placed on the periphery of
the system. For example, the Service Information Bus Gateway sub-component will provide
authorisation and authentication services for interactions taking place through the gateway.
The Portal component will also provide authorisation and authentication capability as
required. This is described in more detail in the Security and Service Information Portal

sections.

Data Management at different Impact Levels

3.4.11 Like all components in the Service Information Monitor, the Service Information Bus

component (and the gateway sub-component) will be duplicated to deal with the two
categories of data at different impact levels (levels 0 to 3, and level 4). The SIB has a
specific requirement to pass all information received on the lower level SIB to the higher
level SIB, as shown in the following diagram:

. Service Provider Service Information Monitor
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Consumer Level ‘X Level X

Support Problem Mgmt
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Figure 5: Service Provider & Multiple Impact Level SIM Instances
Issue v1.1

24 April 2009 UNCLASSIFIED Page 17



Service Information Monitor (SIM) Service Description Public Sector Network Programme

3.4.12 The higher level SIB will process any relevant parts of the information. For this reason, the
two SIBs will be logically (and potentially physically) different, with one providing data to the
other for processing. In all other respects, the functional requirements on the two SIB
instances are identical.

3.4.13 A SIM operating at a higher impact level should not provide Service Alerts to lower level
services as the lower level SIM will perform activity.

Service Provider Interface

3.4.14 The SIB design will include a detailed specification of all of the interfaces available and
message formats that are accepted. Service Providers are responsible for the integration of
the SIM via the SIB into their operational support systems. To reduce the potential impact
of any integration it is recommended that the Service Provider uses a bus architecture to
create a series of business-to-business (B2B) interfaces to the SIB. How this interface is
implemented by a Service Provider is up to that Service Provider. It must follow standard
service acceptance processes via the SIM test instance to ensure successful receipt and
delivery of messages in their systems. They must also ensure that messages will be
delivered once and only once to the SIB. Service Alerts should be at the level of a failed
supplied service rather than lower level technical messages on the underlying components.
This is to support the information model as described earlier but also to prevent a Service
Provider inadvertently generating a denial of service attack.

Requirements

3.4.15 The table below outlines the functional and technical requirements that are to be met by the
Service Information Bus component. Key non-functional requirements such as transaction
volumes are not noted here, as they are not currently known.

Index Statement of Requirement

1. All interfaces provided by the SIB for use by external systems will be defined according
to, and using, agreed standards. Interface specification documents will be published.
Formats for any new messages will be SOAP irrespective of transport mechanism

2. The SIB shall provide an interface for PSN Service providers to provide the following
information:

Service Specification — defining the services themselves
Service consumer information — defining the potential consumers of services

Service consumption information — defining which services are being used by
which consumers

3. The SIB will provide an interface for PSN Service Providers to provide service
availability information, specifying whether the service is available, unavailable or if it
has degraded availability
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4, The SIB will support message versioning on the messages exchanged with external
systems

5. The SIB will validate the format and structure of all messages received from external
systems

6. The SIB will provide a technical integration platform that can be deployed to isolate the

SIM infrastructure. This is termed the Service Information Bus Gateway (SIBG)

7. The SIBG will use an industry standard interface to the PSN Identity Service Provider
(when that entity becomes available) for the purposes of authenticating and authorising
external system requests. Authorisation will be determined based on service requested,
organisation, user group and user role

8. The SIB will use and apply data from the PSN Identity Service Provider for
authenticating all service consumers when it becomes available

9. The SIB will use and apply data from PSN Identity Service Provider for providing
service invocation access control (and authorisation) for all service consumers

10. The SIBG will support standards compliant bus transports, including the following basic
transports: JMS, HTTP, and FTP.

The SIBG should support message encryption over its supported connection
mechanisms (e.g. via use of SSL), however link protection to the SIBG will utilise the
PSN network security overlays

11. The SIB will provide a publish/subscribe mechanism to allow systems and users to
subscribe to service information notifications

12. The SIB will support standards compliant notifications for subscribed service
information, including: JIMS, Email, SMS

13. The SIB will provide operational metric data to an overall SIM systems
management/monitoring solution

14. All external to internal or internal to external messages processed by the SIB will be
audited to an internal audit log data store

15. The SIB will provide message routing, transformation, mapping, aggregation, dis-
aggregation capabilities

16. The SIB will support two different transactional models for message processing:

Online — where a reply is always provided even in the event of failure of
processing the message. The sender of the message must correct and re-send
the original request. The SIB will SMIPIly log that an error has occurred.

Batch — where successful completion of message delivery is the responsibility of
the SIB. This may be asynchronous fire and forget, or a request response pair.
The SIB will trap errors and provide mechanism for replay of failures where
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appropriate without need for sender to re-send the message

17. Housekeeping and maintenance processes and operational procedures will be defined
and documented during design and build. They will be implemented in the run phase

18. The basic routing, transformation and integration behaviour of the SIB will be
configurable via data file, data store or some other meta data repository that will allow
changes to be made without code re-deployment

19. The SIB will support transactional message processing. Messages will not be lost, and
will be delivered once and only once

20. The SIB will support appropriate Web Service (WS-*) standards to be agreed

21. The SIB will ensure that an external system cannot deny having originated and sent a
message (and received a response)

The SIM will ensure that an external system cannot deny having received a message
(and have sent a response)

22. Provide technical integration for the following data flows and systems:

Authorisation and authentication data from external Directory and Security
Services system(s)

Published Service Alerts to the SMS and SMTP providers, PSN Service
Providers, and Incident Management/Helpdesk systems in the Business User
domains

Make service availability data available to the Problem Management functions of
the PSN Service Providers

Receive Service Availability Update information from PSN Service Providers

Receive Service Specification Data, Service Consumer Data and Service
Consumption Data from the PSN Service Providers

Receive SLA Violation data from the PSN Service Providers

23. The platform technologies used must support highly available configurations, as well as
providing scaling to meet the expected business and transaction volumes

24, The SIB must support existing as multiple instances (potentially as many as one
instance per confidential impact level)

25. An instance of the SIM operating at a specific confidential impact level must copy all
service events placed onto its SIB to the SIB of the SIM instance operating at the next
highest impact level. This must be a one way operation. For example: A SIM operating
at CIL-2 must copy all its service events to the SIB of the SIM operating at CIL-3
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3.5 Service Management Information Portal (SMIP)

Business Purpose Overview

3.5.1 The SIM Portal (SMIP) provides the main user access to the Service Information Monitor
system. It is primarily used by the PSN Service Provider helpdesk staff. The SMIP is used
by users with appropriate access to perform the following activities:

Provide and maintain PSN service specifications

Create and maintain PSN service supplier/supplying information (normally automated
via SIB gateway)

Create and maintain PSN service consumer/consuming information (normally
automated via SIB gateway)

Lookup and obtain service availability data

Run management information (MI) reports, or view an MI dashboard.

View the operational (run-time) state of the Service Information Monitor system.

Interaction Scenarios
3.5.2 The context of these interactions will include the following scenarios:

A PSN Service Provider or user help desk receives a call for a particular problem. The
help desk user logs into the SIM to determine the service status or to see what might be
impacting their service.

An admin or other user with appropriate access may obtain management information
reports information.

The PSN Authority performs maintenance on service specification and service supplier
data.

3.5.3 A SIM system administrator uses the portal to view a dashboard of SIM operational data.
Technical Approach

3.5.4 The Portal will also provide a mechanism for Service Information Monitor users to have
browser-based customisable displays by user, group and organisation. The portal will be
based on web standards, and will allow access to different users and user groups from
different organisations including PSN Service Providers, business users and PSN Authority
users.

Security
3.5.5 The Service Information Monitor Portal will provide user role, user group, and organisation

based access to the SIM data. It will integrate with a separate Directory and Security
Services component to provide authentication and authorisation service capability.
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3.5.6 Access to SIM information will be tightly controlled, only users will only be able to access
information and function that is appropriate the PSN organisation they represent. For
example: a PSN Service Provider must only be able to access service information about its
own services and those that it is directly involved in delivering, it must not be able to access
any other PSN SPs service information.

Data Management at Different Impact Levels

3.5.7 Like all components in the Service Information Monitor, the Service Information Monitor
Portal component will be duplicated to interact with the categories of data at different
impact levels (potentially one instance per impact level). The instances of the SMIP will be
identical, but pointing at different SIBs and SIRs, and will be implemented on completely
separate infrastructure.

Requirements

3.5.8 The table below outlines the functional and technical requirements that are to be met by the
Service Information Monitor Portal component. Key non-functional requirements such as
transaction volumes are not noted here, as they are not currently known.

Index Statement of Requirement

1. The SMIP will provide user customisable browser based access to the Service
Information Monitor system and its functions

2. The SMIP will support an agreed list of browsers types, versions and operating systems
3. The SMIP will support industry standards for implementation of such interfaces

4, A user guide for using the SMIP interface will be provided with the SMIP itself

5. The SMIP will provide access to the following functions/screens:

Service Specification Maintenance

Service Supply Maintenance

Service Consumption Maintenance

Supplier and Consumer Maintenance

Service Capability Maintenance

Service Availability status and history (with drill down to dependent services)
User workspace configuration maintenance

User administration e.g. password maintenance, security questions etc (as
required by the external security component)

Other operational configuration maintenance

6. The SMIP will provide basic field validation for data entered, including cross-field
validation if required
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7. The SMIP screens will be easily reconfigured to allow maintenance of updated data
entities if fields are added/removed

8. The SMIP will support SOAP over JMS requests to the Service Information Bus

9. The SMIP will use and apply data from a centralised security component for
authenticating all portal users

10. The SMIP will use and apply data from a centralised security component for providing
service invocation access control and authorisation for all portal users

11. The platform technologies used for the SMIP must support highly available
configurations, as well as providing scaling to meet the expected business, user and
transaction volumes

12. The SMIP must support being installed multiple times into production to support
multiple confidential impact levels, and must not require any code differences, nor
anything other than different parameter configuration for the each instance

13. The SMIP will provide operational metric data to an overall SIM systems
management/monitoring solution

14. The User interface shall be web based and accessible from a standard web browser

15. The access to the web based User Interface shall be via an secure intranet provided as
part of the PSN

16. The SIM Supplier must make the User Interface available to Suppliers, Service Desks
and Customer Authorities

17. User interfaces shall be easy to use, flexible and intuitive in line with industry best
practice

18. The User Interfaces shall comply with Government accessibility standards

19. The Design of the interface shall be agreed with Service Provider, Customer Authority

and Service Desk users

3.6 Service / Event Dependency Analysis & Alerting

Overview

3.6.1 The Service / Event Dependency and Analysis component generates the list of impacted

3.6.2

services. The SIM provides the mechanism via the SIB or Portal to Consuming Service
Providers on the impact of a service outage of a service they consume directly or indirectly.

The SIM maintains the current state of all services in the PSN and combines that state
information with service dependency information. On receiving notification of an incident,
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this allows the SIM to identify the service and Service Provider that may be causing that
incident. The SIM then provides alerts to all Service Providers that are dependant upon the
affected service to inform them that there is an incident in progress as well as the expected
impact to the end-to-end service. By maintaining a view of all services (by all Service
Providers across the PSN) the SIM identifies service dependencies between parties that
may have no knowledge of each other, but for which there exists an indirect dependency

Requirements

Index Statement of Requirement

1. Service Providers state their own service dependencies and service status. The SIM
must be able to analyse these dependencies across the whole PSN in order to derive
potential service impacts

2. The SIM must handle multiple service events that relate to a common root cause and
present potential correlations

3. The SIM should alert on all potential impacts for higher level services through
information and warning alerts

4, The SIM should also handle multiple service restoration events that relate to a common
root cause and present potential correlations

5. The SIM should suppress duplicate service alerts where coalescing service status and
impacts are possible and this should be configurable according to PSN Authority
requirements

6. The Service Alert function must be able to support filtering and suppression
requirements from PSN Authority for an entire Service Provider or class of service

7. The SIM shall not be responsible for determining a service’s dependencies, it shall be
informed of any dependencies by a Service Provider (in the case of a suppliers
dependencies) or by an ICT Function (in the case of inter-supplier dependencies)
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4 User Management and Access Control

4.1 Overview

4.1.1 The information model for the SIM has been created to allow for the storing of data that is
anonymised so that only appropriate Service Providers can trace the consumer or supplied
service back to a physical deployment.

4.1.2 The SIM will make use of the PSN Identity Service Provider for its authorisation and
authentication services when that service becomes available and align to processes
defined by the PSN Identity sub-workstream.

4.1.3 Until the PSN Identity Service Provider is available the SIM will perform its own user
management and access control, and although his section is predominantly focused upon
the overall SIM solution the following requirements use the portal function to illustrate how
the user management mechanisms should to work.

4.1.4 In general, the supplier should adopt a multi-layered approach to user management and
access control in accordance with general industry best practice and CESG guidelines.
The layers of user management and access control should be aligned to the definitions in
the following sections.

Layer 1 — User Identification and authentication
4.1.5 This layer differs depending upon access method:

For PSN users within a trusted zone, their underlying identification should be provided
by the PSN Identity Management Service Provider to determine the user’s identification
For PSN users within a trusted zone, a further check should be made at the edge of the
security zone such that only identified users can pass through it.

4.1.6 In either of the above cases, the mechanism should purely establish the identity of the
user. There is no authorisation to use the system implied from this identification.

Layer 2 — Authorisation

4.1.7 This layer should establish that a user has permission to enter the Service Information
Portal. If not, then even if the user has been successfully identified, they will still not be
given access.

Layer 3 — Provision of Functions

4.1.8 Once a user has been identified and given authorisation to enter the system, the Portal
server should also ensure that only the allowed functions are available to that specific user.
The Portal server is aware of the user’'s method of connection and may offer different sets
of functions.
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Layer 4 — Application Function

4.1.9 Once a user has been given access to an application, the application itself may make
further functions available or not available depending upon the user and the user’s job role
and involvement with PSN services.

Layer 5 — Privileged Data protection
4.1.10 The different levels of data about services depending on their impact level will be physically
separate and their will be a one-way flow of traffic from the lower to the higher level SIM.

This ensures that knowledge about systems that support classified data is only available to
users with the correct access privileges.

4.2 Requirements

Index Statement of Requirement

1. The SIM must comply with any CESG requirements on the overall PSN solution and the
SIM Supplier will implement the solution according to these requirements

2. The SIM solution components must provide secure read access capabilities via an
interface consistent with common standards and across a broad range of access
privileges

3. The SIM must store all information, including audit trails for a minimum of twelve
months.

4, The SIM shall maintain auditable logs of user access to the SIM Service Information

Portal made by all suppliers, customers and administrators

5. The SIM shall maintain suitable separation of service information. Only information
relevant to a particular customer’s requirement shall be made accessible (based on the
role and credentials of the customer and supplier concerned)

6. Access to the SIM information shall only be made available using security mechanisms
appropriate for the impact level of the service

7. Security credentials for SIM at various impact levels shall be suitably different, and
commensurate for the impact level SIM being accessed

8. The SIM must be able to uniquely identify a consumer of the service (down to specific
user where necessary) whilst maintaining their anonymity within the SIM

9. The SIM shall implement mechanisms to detect, and prevent, unauthorised access,
modification or deletion

10. The SIM shall be operated within a secure environment (as defined by CESG
requirements), commensurate with the impact level of the overall service environment.
The service should be operated using cleared or checked personnel
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11. The SIM operation shall meet all requirements for physical, procedural, and information
security guidance for the specified impact level, as detailed in Government standards
(CESG, CPNI etc)

12. The SIM must not provide specific location or service information to customers not party
to the supplied service (i.e. not divulging specifics of a particular service that would be
detrimental to its operation — both in its classification, number of customers, network
service routes etc)

13. The SIM shall provide access to its collated information (or high level results) to CESG
or its nominated partner to aid in incident investigation. This access may also be used
to identify longer term security issues or compromises

14. The SIM shall have the capability to validate the supplied service information format
according to the relevant schema, before its inclusion into the SIM operation
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5 SIM Management Information

5.1 Overview

5.1.1 The SIM Supplier must support the precise non-functional requirements for the SIM when

they are known:

High availability and disaster recovery requirements

Near real-time availability of information

Providing identification of impacted service providers according to agreed response
times

SIM should be self-monitoring

5.2 Requirements

Index Statement of Requirement

1. The SIM Supplier shall ensure any business continuity event shall not effect its ability to
deliver service and met the required Service Levels

2. SIM shall be implemented with sufficient redundancy to meet the required Service
Levels for availability

3. The SIM Supplier shall implement systems and process to ensure business continuity is
maintained

4, In the event of a Disaster Recovery Event the SIM shall be restored within 24 hours of
the Event

5. The SIM Supplier shall develop standby systems and procedures to allow a viable but
degraded SIM service to be provided during any period that the full service is
unavailable
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6 Incident Severities

6.1.1 The following Severity Levels to be applicable until such time as agreement is reached on
revised Severity Level Guidance

Severity

Description

Severity 1
Service Failure

A Service Failure which, in the reasonable opinion of the allocating party
(whether the Contractor, the Authority or a Service Recipient) has the potential
to:

Have a significant adverse impact on the provision of the Service to a
large number of End Users; or

Cause significant financial loss and/or disruption to the Authority, an
Authority Service Recipient or an Authority Party; or

Result in any material loss or corruption of Authority Data, or in the
provision of incorrect Authority Data to an End User.

Non-exhaustive examples:
Loss of power to data centre causing failure of services;

Loss of power to switch centre causing failure of services;

Severity 2
Service Failure

A Service Failure which, in the reasonable opinion of the allocating party
(whether the Contractor, the Authority or an Authority Service Recipient) has the
potential to:

Have a significant adverse impact on the provision of the Service to a
small (i.e. ten or more) or moderate number of End Users; or

Have a moderate adverse impact on the delivery of an application to a
significant number of End Users; or

Have a significant adverse impact on the delivery of service to a small
(i.e. ten or more) or moderate number of patients; or

Cause a financial loss and/or disruption to the Authority, an Authority
Service Recipient or a Service Party which is more than trivial but less
severe than the significant financial loss described in the definition of a
Severity 1 Service Failure.

Non-exhaustive examples:

One physical location of staff who are authorised End User’s are unable
to access the Service

Severity 3
Service Failure

A Service Failure which, in the reasonable opinion of the allocating party
(whether the Contractor, the Authority or a Service Recipient) has the potential
to:

Have a moderate adverse impact on the provision of the Service to a
small (i.e. one or more) or a moderate number of End Users; or

Issue v1.1
24 April 2009

UNCLASSIFIED Page 29



Service Information Monitor (SIM) Service Description Public Sector Network Programme

Have a minor adverse impact on the provision of the Service to a large
number of End Users; or

Severity 4 A Service Failure which, in the reasonable opinion of the allocating party
Service Failure | (whether the Contractor, the Authority or a Service Recipient) has the potential
to:

Have a minor adverse impact on the provision of the Service to a small
(i.e. one or more) or moderate number of End Users; or

Severity 5 A Service Failure affecting only the presentation of the Service that does not
Service Failure | undermine the End User® confidence in the information being displayed, and
which does not impact on the delivery of service in general.

Non-exhaustive examples:
Spelling error;

Misalignment of data on screen display.

6.1.2 Severity 1 is the highest (i.e. most serious) Severity Level and Severity 5 is the lowest (i.e.
least serious) Severity Level.

6.1.3 A Service Failure which results in the Non-Availability of any Component System shall
always be classified as either a Severity Level 1 or 2 Service Failure.

Issue v1.1
24 April 2009 UNCLASSIFIED Page 30




Service Information Monitor (SIM) Service Description Public Sector Network Programme

7 SIM Interfaces

7.1 Introduction

7.1.1 To add clarity to this service description document a set of high level interface
representations have been included. The purpose of their inclusion is not to dictate a
specific set of interface definitions to a SIM provider, instead it is to highlight certain
expectations of the interfaces and show one possible way the interfaces may be defined.

7.1.2 The interfaces identified in this section are not exhaustive, and are not complete, they are
provided for information purposes only.

7.1.3 The final interface definitions will be defined by the PSN Technical Workstream in concert
with the chosen SIM Service Provider.

7.1.4 Although not shown here, all interfaces are subject to access control. A requestor must not
be provided with data and function that it is not appropriate for them to have.

7.2 SIM Interaction Use Cases

7.2.1 The following diagram shows an anticipated set of SIM use cases that involve interaction
with another party:

2 . $ =
——

[l
Figure 6: SIM Interaction Use Cases

Issue v1.1
24 April 2009 UNCLASSIFIED Page 31



Service Information Monitor (SIM) Service Description

Public Sector Network Programme

7.3 Retrieve Service Status

7.3.1 The purpose of the Retrieve Service Status use case is to enable a querying party to check
to see what the current state of a specific service is. It is expected that the resultant
information should include not only the current state of the service (up, down, etc.) but also
its parameters.

7.3.2

These two pieces of information address the most common questions a SPOC is likely to

ask for a specific service: “What was delivered as part of the service?” and “What is the
current state of the service?”

7.3.3

% & B
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The Retrieve Service Status use case is realised by the Service Status Interface, and its
logical architecture is shown in the following diagram:

%

Figure 7: Service Status Interface Logical Architecture

7.3.4 The following diagram shows the request/reply structure for the automated interface:
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Figure 8: Service Status Interface Request/Reply Structure
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7.4 Retrieve Service Information

7.4.1 The purpose of the Retrieve Service Information use case is to provide the requestor with
full details of a given Service Type Instance, including its bundle (if it provided one) and the
definition of each instance® Service Type.

7.4.2 The Retrieve Service Information use case is realised by the Service Information Interface,
and its logical architecture is shown in the following diagram:

% &
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Figure 9: Service Information Interface Logical Architecture
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7.4.3 The following diagram shows the request/response structure for the automated interface:

e T B -
g * g*_(’ 2''3 23 *
# 4 *
2"'3 2''3 id *
$'3
2"'3 2''3 $
% &
&
_g ; /
=(, #
* ﬁ )
i

Figure 10: Service Information Interface Request/Reply Structure
7.5 Retrieve Service Profile

7.5.1 The purpose of the Retrieve Service Profile use case is to provide the requester with a full
service profile for a specific subscriber. If the requestor does not have the sufficient rights
to access the whole profile, then only the portion they do have rights to should be returned.

7.5.2 The Retrieve Service Profile use case is realised by the Service Profile Interface, and its
logical architecture is shown in the following diagram:
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Figure 11: Service Profile Interface Logical Architecture
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7.5.3 The following diagram shows the request/response structure for the automated interface:
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Figure 12: Service Profile Interface Request/Response Structure

7.6 Be Alerted To Service State Change

7.6.1 The purpose of the Be Alerted to Service State Change use case is to advise PSN Service

Providers of a service event that has occurred against a Service Type Instance that they
have an interest in.

7.6.2 This interface is not provided by the SIM, it is expected that the interface will be provided
by the Service Providers’ own implementation of their SIB interface. The interface will be
invoked by the SIM.

7.6.3 The Be Alerted to Service State Change use case is realised by the Service Alert Interface,
and its logical architecture is shown in the following diagram:
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Figure 13: Service Alert Interface Logical Architecture

7.6.4 The following diagram shows the request/response structure for the automated interface:

~
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Figure 14: Service Alert Interface Request/Reply Structure

7.7 Manage Incident

7.7.1 The purpose of the Manage Incident use case is to enable PSN Service Providers and ICT
Function providers to raise, respond, and resolve incidents in an efficient manor.
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7.7.2 The Manage Incident use case is realised by the Service Event Interface, and its logical
architecture is shown in the following diagram:
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Figure 15: Service Event Interface Logical Architecture

7.7.3 The following diagram shows the request/response structure for the automated interface:
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Figure 16: Service Event Interface Request/Reply Structure
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7.8 Manage Service

7.8.1 The purpose of the Manage Service use case is to enable PSN Service Providers to be
introduced to the PSN environment (and hence the SIM) by the PSN Authority, and to
enable both parties to introduce and manage Service Type definitions for the PSN
marketplace.

7.8.2 The Manage Service use case is realised by both the Manage Service Interface and the
Manage SP interface, and their logical architecture is shown in the following diagram:
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Figure 17: Manage Service & SP Interface Logical Architecture
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7.8.3 The following diagram shows the request/response structure for the automated interface:
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Figure 18: Manage SP Interface Request/Reply Structure
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7.8.4 The following diagram shows the request/response structure for the automated interface:
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Figure 19: Manage Service Interface Request/Reply Structure
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8 Information Model of the Service Information Repository

8.1 Introduction

8.1.1 The common information model of the Service Information Repository (or more simply: the
SIM Information Model) is the fulcrum for the entire SIM concept. The model must be
simple enough to be implemented easily and efficiently, flexible enough to cope with
current and future service definitions, and enable multi-party service alerting.

8.1.2 While the final SIM data model will be the responsibility of the SIM Supplier a candidate

(and well tested) information model has been prepared to illustrate one possible solution,
as shown in the following diagram:
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Figure 20: Common Information Model of the Service Information Repository
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8.2 Service Provider

8.2.1 A representation of a PSN service provider potentially organised into its segments (market
segments or organisational segments) at the service provider’s discretion.

8.3 Service Offerings
8.3.1 The set of Service Types offered to the PSN marketplace by a specific Service Provider.
8.4 Service Type

8.4.1 A meta-service description of a service that is offered to the PSN marketplace by a PSN
service provider, its definition is closely related to its parameters and may be organised into
a hierarchy of Service Types (a.k.a. a bundle) which are supplied together.

8.4.2 A Service Type will normally have at least one of two parameter sets associated with it:
Consumer Parameters — parameters needed for instances of the service that will be
provided to end users
Supplier Parameters — parameters needed for instances of the service that will be
provided to whole organisations

8.4.3 For example: A supplied email service may have a parameter detailing the number of

mailboxes purchased by the customer, whereas a consumed version of the same service
may have a parameter detailing that specific instances own mailbox number.

8.5 Service Capability

8.5.1 A name that represents a PSN capability that a Service Type either provides to the market
or depends upon — and must therefore already be in a consumer’s service profile for the
service to function correctly.

8.5.2 The set of Service Capabilities is defined by the PSN Technical Workstream.
8.6 Service Parameter Spec

8.6.1 The parameter definitions for a Service Type. Parameters are essentially name/value pairs
with the Service Parameter Spec being the “name” and the Service Parameter Value being
other half of the pair.

8.7 Parameter Inclusion

8.7.1 An enumeration on a specific Service Parameter Spec indicating:

Required - it must be supplied to the service provider in an order
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Optional - it may be omitted from an order
Defined - it is a constant, the service provider wants the value included in the order but
it must not be changed

8.8 Service Type Instance

8.8.1 A specific instance of a Service Type, the existence of a Service Type Instance means that
a Service Type was purchased by someone and that it has been deployed (although it may
or may not currently be in use).

8.8.2 Service Type Instances are associated both with the instance that “supplies” them (see the
email example above) and with the other instances that it using (if any) to deliver its
service. In this way a complete dependency tree of all Service Type Instances can be built
up enabling the Service Alerting capability of the SIM.

8.9 Service State

8.9.1 An enumeration on the Service Type Instance indicating the current state of the service, as
follows:

Up — the service is functioning correctly

Down — the service is not functioning

Degraded — the service is functioning but it is not fully effective, this could be for many
reasons all of which are likely to be context and service specific, the definition of what
“degraded” means will be agreed between a service provider and their customer

Over subscribed - the service is functioning but it is being used in a way that exceeds
its agreed capabilities and this is affecting user experience

Impacted — the service is functioning but it is prevented from fully effective operation
because a service it is dependant on is not functioning correctly

8.10Service Parameter Value
8.10.1 The “value” half of a Service Parameter’s name/value pair.
8.11Service Consumer

8.11.1 The Service Consumer is the agreed consumer of a service, in the case of a supplied
service the consumer is likely to be a Public Sector Body (i.e. a customer), in the case of a
consumed service then the consumer is likely to be the end user.

8.11.2 The Service Consumer has a profile of all Service Type Instances that have been deployed
to them.

8.11.3 Service Consumers are always anonymous from the perspective of the SIR, therefore
service providers and ICT Service Desks must be responsible for the association of the
consumer’s ID with any internal ID their OSS systems may have for them.
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8.12Group Member

8.12.1 The relationship between a Service Consumer and a Consumer Group, it also indicated
whether the consumer is the owner of the group.

8.13Consumer Group

8.13.1 Service Types may deliver group services, while the exact nature of a specific group
service may be irrelevant from the perspective of the SIM the need for a named group to be
created is clear.

8.14Supplied Service Instance

8.14.1 A Supplied Service Instance is a kind of Service Instance, and as such has all the same
capabilities of a Service Instance (including the ability of this Supplied Service Instance to
be associated to another Supplied Service Instance in turn).

8.14.2 The Supplied Service Instance is a distinct entity to model the clear difference in role
between a consumed service and a supplied service.

8.14.3 A Supplied Service Instance may be a consumer of services in its own right and this is
modelled through its parents (Service Type Instance) relationships.

8.15ICT Service Desk
8.15.1 The representation of a consumer’s ICT Service Desk (or SPOC)
8.16Service Event

8.16.1 A historical set of service events (the service notifications from PSN Service Providers
about a service) that have happened to this service

8.17Event Information
8.17.1 The information that was associated with a specific event, when that event occurred

8.18Alert Type

8.18.1 An enumeration of the alert types associated with the service event when it occurred, as
follows:

- Incident — an incident was raised against the service

- Notification — information to be associated with the service, usually as the result of an
incident

- Resolution — an incident affecting this service has been resolved
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9 Role Based Access Control

9.1 Introduction

9.1.1 The SIM needs an access control function that is capable of ensuring that the only data
and function that may be accessed by a specific user is the data and function that is
appropriate for that specific user to access.

9.1.2 The SIM contains a repository of data which holds a relatively small number of data types
(Service Types, Service Type Instances, etc.). Access to the repository should be
controlled not only by the role a user may have (such as a CSR) but also by their
organisation.

9.1.3 For example: It may be correct to set access rules that enable CSRs to access Service
Type Instances but it would be incorrect to allow all CSRs access to all Service Type
Instances — they should only have access to their own organisations Service Type
Instances.

9.1.4 The standard Role Based Access Control (RBAC) approach is has a well known weakness
in that has no concept of organisational control that may be applied to a role, such as is the
case for the SIM (and the PSN in general).

9.1.5 To overcome the organisation limit of RBAC (and prevent a large increase in the number of
roles to cater for every role-organisation combination) an enhanced RBAC model is
presented in this appendix which is based upon the original VDN work and introduces an
organisation limited role based access control.
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9.1.6 The following diagram shows the enhanced RBAC model:
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Figure 21: Enhanced RBAC model

9.2 Access Controlled Object

9.2.1 An ‘Access Controlled Object’ is an object that is subject to security controls, such as
authentication before use, verification of permission to use (access control) etc.

9.2.2 The ‘Access Controlled Object’ entity is a collection of properties that are common to all
objects that are subject to security, and should be extended into more specialised forms.
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Un-extended controlled objects are those object that are only identified by their name and
validity period.

9.3 Access Control Domain

9.3.1 An ‘Access Control Domain’ is a representation of a subject area, these subject areas are
usually organisational in nature (for example: IT Operations, Company X, etc) but do not
have to be.

9.3.2 ‘Access Control Domains’ are hierarchal and as such can model a domain structure to as
much detail as needed (for example consider the three step hierarchy: “Operations” in an
“Operations Centre” in a “Company”). Domains may also exist in multiple hierarchies at the
same time (for example: “Operations” in “NOC North” and “Operations” in “NOC South”).

9.3.3 As with roles (see below), domains in a hierarchy should be considered to be authorised for
everything that its parent-domains are authorised for.

9.3.4 ltis expected that an “All” domain exists at the top of the hierarchy which can be used to
represent the highest level set of activities that any domain can do.

9.4 Access Verb

9.4.1 An ‘Access Verb' is the name of an operation (a verb) that a user initiates to perform a SIM
function, which is subject to access control. When combined with an ‘Access Controlled
Object’ the pair identifies something that is "permissible" within the system.

9.4.2 Itis expected that there will be a small number of ‘Access Verbs’, currently identified verbs
include:

Execute
Administer
Access

9.4.3 An 'Access Verb’ should not be confused with the thing being acted on — which is the
‘Access Controlled object’. For example: it is easy, and a mistake, to think of system
functions as ‘Access Verbs’, they are in fact ‘Access Controlled Objects’ with the ‘Access
Verb’ being "Execute".

9.5 Role

9.5.1 Roles in the access control model represent a job function that is independent of a specific
organisation, and describes the authority and responsibility conferred on a user assigned to
the role. Example roles include: SPOC, Admin, Supervisor, etc.

9.5.2 Roles can exist within a hierarchy where each role in the hierarchy is considered
authorised for everything that roles to its junior are authorised for. For example: a
supervisor may be in a hierarchy where it is senior to a CSR, in this case the supervisor
can do everything a CSR can do plus add additional things of its own (which a CSR may
not do), but because there is a hierarchical relationship between them the supervisor role
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does not need to re-implement (or duplicate) all CSR capabilities it merely inherits them
from the CSR role.

9.5.3 ltis expected that an "All" role exists which can be used to represent the lowest level
activities that anyone can do.

9.6 Permissible

9.6.1 The ‘Permissible’ entity forms a tuple between an ‘Access Verb’ and an ‘Access Controlled
Object’ pair plus the ‘Position’ in which the verb-object pair is allowed. In other words, it
models that which it is "permissible" for a ‘Position@o perform a "verb" on some "object".

9.6.2 Example permissible activities include:

Company/SPOC is granted permission to EXECUTE a command
Company/SPOC is granted permission to ACCESS objects in a domain

9.7 Position

9.7.1 A Position is the representation of a Role/Domain pair, i.e. it is the application of a role in a
specific domain. For example: If there is a Role called "SPOC", and a domain called
"Company XYZ", then it is possible to create the position of "Company XYZ SPOC".

9.7.2 Positions also model the quadanary relationship that exists between a Role/Domain pair,
the users assigned to the position, and set of permissible activities the position is
authorised to perform.

9.8 User

9.8.1 A ‘User is representation of a person, system, or application that may interact with the SIM.
A user may be assigned to one or more positions. Each Position has a set of permissible
activities that the user may perform.

9.8.2 The access control model does not describe a model for user authentication (on access
control) but it is assumed that any user subject to access control has already been
authenticated.
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10 SIM Interactions in PSN Processes

10.1Introduction

10.1.1 This section details three overarching PSN service management processes in their current form (the final form will be agreed by the PSN
Service Management Workstream) so that typical process interactions between the SIM and other PSN entities can be highlighted.

10.2Service Request Process

10.2.1 The top level service request process is detailed below:

Figure 22: Top Level Service Request Process

Issue v1.1
24 April 2009 UNCLASSIFIED Page 49



Service Information Monitor (SIM) Service Description Public Sector Network Programme

Participant Responsibilities

[1]

Identify Requirements

Consumer determines what Service Types are required

[2]

Detail Service Request(s)

Consumer raises Service Request for required Service Types, Service Request detail is lodged with
SIM, validity of Service Request is checked

[3]

Clarify Requirements and
Service Request Detail

Provides additional information and amends Service Request where appropriate or necessary, SIM
provides service definition information where relevant (e.g. where a PSN Service is a Supply Element
in a Peer Plus delivery model), Suppliers confirm their supply and/or settlement agreements, service
delivery to consumer is planned

[4]

Place Order for Service(s)
(Request Provisioning)

Order(s) for service(s) are placed with suppliers, consumer ensures that they can perform acceptance
testing and delivery confirmations

[5]

Manage Delivery and Provision
of Order

SPOC coordinates PSN SP deployments (from the perspective of the Consumer), SIM receives
updates to service supply and consumption as PSN SPs bring services online, Suppliers manages service
delivery and deployment, service implementation reviews carried out upon completion

[6]

Transition Service Into Live
Operation

Service effective and completion dates are agreed, PSN SPs transition their services into live operation, Service
Request is closed and SIM updated

10.2.2 The detailed service request process is detailed below:
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Figure 23: Detailed Service Request Process
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Key Activity Participant Responsibility
Name ICT Function SPOC SIM
SR1 Determining Service Consumer Consumer - - - -
Types required determines what STs | determines what STs
are required are required
SR2 Raising a Service - Consumer raises Lodges Service - - -
Request Service Request for Request detail in
required Service SIM systems
Types
SR3 Check validity of - Provides additional Checks Service Provides service Clarifies service -
Service Request information and Request is valid definition needs with
amends Service and complete, information consumer
Request where ensures
appropriate or Consumer is
necessary capable of
consuming
service, and
confirms Related
Services
SR4 Clarify Supply - - - Provides service Confirms its Confirms any
Elements definition supply incremental GCN
information where | agreements Service
relevant (e.qg. and/or settlement | requirements to
where a PSN for Supply PSN Service
Service is a Elements Provider
Supply Element in
a Peer Plus
delivery model)
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Key Activity

Participant Responsibility

Name ICT Function SPOC SIM
SR5 Confirm Consumer’s - - Agrees - Plans service -
Supply Chain and Consumers delivery to
delivery Supply Chain, Consumer,
and confirms third conducts site
party supply for surveys where
Related Services appropriate
if necessary
SR6 Confirm Service - Agrees Service Confirms Service | - Confirms Service | -
Request Request detail and Request with Request with
delivery Consumer Consumer
SR7 Provisioning Remains informed of | Places order(s) for Coordinates PSN | Receives updates | Validates order, Validates order
delivery progress, service(s) with PSN SP deployments to Service manages service | from PSN SP
and undertakes any | SP, remains informed | (from the Information delivery and where
required acceptance | of delivery progress, perspective of the | Repository for deployment, appropriate,
testing conducts service Consumer), service supply manages its manages service
implementation conducts reviews, | and consumption | Supply Elements, | delivery and
reviews, ensures user | confirms delivery | as PSN SPs bring | informs SIM of deployment,
can perform services online service informs SIM of
acceptance testing, deployment service
confirms delivery deployment
SR8 Service Fulfiiment - Agree effective and Close Service Receives updates | - -
completion dates Request, update to Service
SIM Information
Repository for
service
consumption
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10.2.3 There are two main SIM processes that are involved in the PSN Service Request process, they are:

Provide Service Definition Information — characterised by the “Service Information Interface”
Update Service Repository — characterised by the “Manage Service Interface”

10.3Incident Process

10.3.1 The top level incident process is detailed below:

Figure 24: Top Level Incident Process

Participant Responsibilities

[1] SPOC Incident Triage & PSN SPs monitor for service affecting Incidents, consumers report incidents, conduct triage on incident
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Participant Responsibilities

Analysis

and perform initial analysis, create new Incident assigned to PSN SP based on indication by SIM, lodge Incident
on SIM systems, escalate to Major Incident Management if a P1 Incident, escalate to Problem Management if
known problem

[2]

SP Incident Adoption & Analysis

Log service event/alert, analyse and confirm ownership of Incident and communicate decision to SIM.
If rejecting Incident, escalate to Major Incident

[3]

Detailed Analysis and Diagnosis

Conduct detailed analysis on incident, if unable to resolve Incident alone, escalate to Major Incident,
update SIM with expected resolution time if known

[4]

Repair and Testing

Manages allocated Incident to resolution and provide updates to SIM, SPOC track Incident progress
notifications from SIM and keeps consumer/user informed

[5]

Communication and Termination

Review Incident resolution and confirm to SIM

10.3.2 The detailed incident process is detailed below.
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Figure 25: Detailed Incident Process
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Key Activity Participant Responsibility
Name ICT Function SPOC SIM
11 Detect and Alert - - - Monitor for Monitor for
service affecting service affecting
Incidents and Incidents and
update SIM update SIM
12 Raising an Incident User reports Incident Log user reported | - - -
Report Incident in own
service desk
system
13 Incident Triage - Conduct triage on | Provide service - -
incident and information on
perform initial status of Service
analysis Type Instances
14 Allocate Incident - Create new Accept relevant Receive alerts Receive alerts
Incident assigned | information about | from SIM systems | from SIM systems
to PSN SP, based | service events
on allocation (i.e. Incidents,
indicated by SIM Notifications and
systems, lodge Resolutions) and
Incident on SIM updates to
systems, escalate | Service
to Major Incident Information
Management if a Repository,
P1 Incident, determine the
escalate to affected and
Problem interested parties
Management if and alert them
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Key Activity

Participant Responsibility

INET[E ICT Function SPOC SIM

known problem
15 Accept Allocation - - - As 14 Log service Log service
event/alert, event/alert,
analyse and analyse and
confirm ownership | confirm ownership
of Incident and of Incident and
communicate communicate
decision to SIM. If | decision to SIM. If
rejecting or rejecting or
unable to resolve unable to resolve
Incident alone, Incident alone,
escalate to Major | escalate to Major
Incident Incident
16 (a, Manage Incident - - Track Incident As 14 Manages Manages
b, ) progress allocated Incident | allocated Incident
notifications from to resolution and to resolution and
SIM, keep provide updates provide updates
Consumer/user to SIM to SIM
informed
17 Confirm Incident Test and confirm Review Incident Review Incident As |14 - -
Resolved Incident resolved resolution and resolution and
confirm confirm, notifies
SIM of
confirmation
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10.3.3 There are two main SIM processes that are involved in the PSN Service Request process, they are:

Query Service Information & Status — characterised by the “Service Status Interface”
Service Event — characterised by the “Service Event Interface”

10.4Major Incident Process

10.4.1 The top level major incident process is detailed below:

Figure 26: Top Level Major Incident Process

Participant Responsibilities

[1] Incident Identification & JIMIT Respond to escalation decisions, determine nature of triggering Incident from SIM and prioritisation
Formation for major incident, form an ad-hoc Joint Major Incident Team (JMIT)
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Participant Responsibilities

(2]

Detailed Analysis and Diagnosis

Conduct detailed analysis on major incident, if unable to resolve or is already a known problem then
escalate to problem Management, update SIM with expected resolution time if known

[3]

Repair and Testing

Manages allocated Major Incident to resolution and provide updates to SIM, SPOC track Major Incident
progress notifications from SIM and keeps consumer/user informed

[4]

Communication and Termination

Review Incident resolution and confirm to SIM, disband JMIT

10.4.2 The detailed major incident process is detailed below:
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Figure 27: Detailed Major Incident Process
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Key Activity Participant Responsibility
Name ICT SIM PSN SP
Function
P1 Detect and Alert - Respond to Provide Respond to Respond to
escalation information on escalation escalation
decisions, service Incident decisions, decisions,
determine nature of | that triggered the | determine nature of | determine nature of
triggering Incident major incident, triggering Incident triggering Incident
from SIM and provide service from SIM and from SIM and
prioritisation for contacts prioritisation for prioritisation for
major incident major incident major incident
P2 Form Joint Major - Respond to - Respond to Respond to
Incident Team requests to form an requests to form an | requests to form an
(IMIT) ad-hoc JMIT and ad-hoc JMIT and ad-hoc JMIT and
help form the virtual help form the virtual | help form the virtual
team team team
P3 Track & Support - Provide resource - Provide resource Provide resource
IMIT and support to the and support to the and support to the
JMIT and track its JMIT and track its JMIT and track its
progress, notify progress, notify progress, notify
applicable SLA/G applicable SLA/G applicable SLA/G
failures to failures to failures to
appropriate body appropriate body appropriate body
P4 Track Major Accept Accept notifications | Accept relevant Accept notifications | Accept notifications
Incident notifications from SIM on information about | from SIM on from SIM on
from SIM on | Incident service events Incident Incident
Incident (i.e. Incidents,
Notifications and
Resolutions) and
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Key Activity

Name

ICT
Function

Participant Responsibility

SIM

updates to
Service
Information
Repository,
determine the
affected and
interested parties
and alert them

PSN SP

P5

Manage Major
Incident

Manages allocated
major incident to
resolution and
provide updates to
SIM, disband
virtual team when
complete

P6

Close Incident

Upon JMIT
completion confirm
and close incident

Upon JMIT
completion confirm
and close incident

10.4.3 There are two main SIM processes that are involved in the PSN Service Request process, they are:

Query Service Information & Status — characterised by the “Service Status Interface”

Service Event — characterised by the “Service Event Interface”
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Appendix A: Impact Level definitions

Further information at:

http:///www.cesg.gov.uk/policy technologies/policy/media/business impact tables.pdf

customers

minor damage to the
department’s standing
or reputation

Impact if the data is lost or Protective Examples
stolen and misused Marking
inconvenience to PROTECT Personal Data relating to any customer or

Impact Level 2

member of staff such as a name, address or
VAT number or National Insurance Number
for which we have a duty of care.

Combinations of data items all of which are
in the public domain or which if put in the
public domain could not cause economic
harm to the customers concerned.

substantial
inconvenience or
distress

significant financial
impact to the customer

substantial damage to
the department’s
standing or reputation

prejudice the
investigation of or
facilitate the
commission of crime

could have wider
implications within
government

RESTRICTED
Impact Level 3

A complete customer record including
personal financial and banking details.

Volumes of “Protect” data about a
reasonably large number (hundreds) of
customers or staff

A small multiple of complete customer
records (remembering that the marking
reflects the highest impact individual item)

prejudice to the safety
security or liberty of an
individual

impede the
investigation or
facilitate the

commission of serious
crime

could have wider
implications within
government

measurable impact to
the UK economy

CONFIDENTIAL
Impact Level 4

A large number of complete customer
records (remembering that the marking
reflects the highest impact individual item)

A set of data relating to many customers
which in combination could result in identity
theft and fraud against those customers (for
example name, address, date of birth and
credit card details)
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Appendix B: Related documents

This document refers to the definitions of certain core enabling infrastructure and services, each of
which is provided as an addendum to this document. A number of other related documents are
also referenced. The full set of related documents making up the PSN Operating Model is as
follows:

The PSN Operating Model document itself;

The ‘PSN Common Requirements’;

A ‘GCN Service Description’;

This ‘Service Information Monitor (SIM) Service Description’;

A ‘Settlement Regime Description’;

A ‘Statement of Fairness Provisions for GCN Service Providers’; and,
Draft ColCo, CoP and CoCo Agreements
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