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Commercial and confidentiality statement 
 
This document sets out Common Requirements in respect of the Public Sector Network (PSN), 
taking account of an industry proposal to establish core enabling infrastructure for the PSN, this 
being the Government Conveyance Network (GCN) and associated service and settlement 
technical infrastructure1. Work to produce these Common Requirements has been pursued at the 
invitation of Her Majesty’s Government (HMG), with industry contributors therefore participating at 
the request of HMG. 
 
All aspects of discussion and work to produce this document have been non-commercial in so far 
as the outcomes and outputs are not intended to affect any existing contractual relationships, or to 
bind any of the participating companies in terms of future product offerings. Nothing in this 
document constitutes an offer of supply or service from any company. The work to produce this 
document has not intended to exclude the engagement of those organisations not participating, 
and the PSN Common Requirements are therefore subject to broader industry consultation. 
 
No information in this document is either confidential or commercially sensitive from the 
perspective of companies participating in its development. It has therefore been for HMG to 
determine what confidentiality provisions shall apply to this document. Cabinet Office, the relevant 
authority in this regard has determined that this document does not require a protective marking, 
and the document is marked UNCLASSIFIED to positively indicate this status. 
 
Any and all tradenames and trademarks contained in this document are hereby acknowledged as 
tradenames and trademarks of their registered owners. 
 
 

                                                
1 Refer to section 1 for further clarification with regard to background and context 
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1 Introduction 

1.1 General background 
 
The Public Sector Network vision 
 
1.1.1 The Public Sector Network (PSN) vision is one of creating ‘the effect of a single network 

across UK government’, delivered through multiple service providers in order to ensure 
ongoing value and innovation. In some respects, this is similar to the Internet model, 
whereby ‘service consumers’ experience flexibility and inter-working without much concern 
for underlying inter-network ‘plumbing’. However, the vision is also one of a ‘private 
network of networks’ for the public sector, addressing the various special security, 
resilience, service and availability needs of public sector organisations. 

 
The PSN in practical terms 
 
1.1.2 The PSN is a supply-side ‘network of networks’, making network-oriented services utility-

like for the public sector. Hence, it is essentially an inter-working and standards framework 
for the suppliers of network-oriented services to the public sector, governing both 
interconnection of supplier services and the relevant key service characteristics/attributes 
that ensure inter-working and end-to-end service assurance across supplier portfolios. As 
such, it includes: 
 
·  an overarching PSN Operating Model and governance approach – including a Code of 

Interconnection (CoICo) and Code of Practice (CoP) for service providers, and a Code 
of Connection for service consumers; 

·  new standards that ensure inter-working across network-oriented services and end-to-
end serviceability across suppliers; 

·  a ‘marketplace’ for PSN Services, established through procurements; and 
·  various core enabling infrastructure, including: 

o a Government Conveyance Network (GCN), this being the interconnect ‘glue’ 
between the individual service providers conforming to the CoICo; 

o central technical infrastructure providing for service inter-dependency analysis 
across suppliers, supporting end-to-end service management and assurance; 
and, 

o an appropriate commercial settlements regime for suppliers, underpinning end-
to-end service management and assurance where the chosen delivery model 
involves peered service providers. 

 
1.1.3 To be clear, this standards framework will not replace current quality (ISO 9001), service 

(ISO 20001) and security (ISO 27001; Security Policy Framework) management standards, 
or Next Generation Network (NGN) standards; rather, it will compliment these by extending 
standards to various technical, commercial and service inter-working arrangements for 
government’s suppliers of network-oriented services. 

 
The PSN Programme 
 
1.1.4 During the course of 2008, government established a formal programme of activities – the 

‘Public Sector Network Programme’ – to drive forward planning and execution against the 
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PSN vision. Though principally coordinated by Cabinet Office, this collaborative programme 
engages input and contribution from a broad cross-section of government and industry 
stakeholders. 

 
The Ocean procurement 
 
1.1.5 Towards the end of 2008, government launched an initial procurement – known as ‘Ocean’ 

– formally aligned to delivery of the PSN vision. Ocean is a collaborative procurement led 
by Foreign & Commonwealth Office (FCO) in conjunction with Office of Government 
Commerce (OGC) and OGC Buying Solutions (OGCbs). 

 
1.1.6 Ocean will establish, with no particular meaning implied in the stated order: 

 
·  successor PSN Services to the current Government Secure Intranet (GSI) family of 

contracts and services; 
·  successor PSN Services to the current Managed Telephony Service (MTS) contract 

and services; 
·  an initial ‘catalogue’ of approved PSN Services alongside a contracting framework 

allowing for consumption by any public sector organisation; and, 
·  replacement services in respect of the Foreign Telecommunications Network (FTN) – 

i.e. FCO’s Departmental voice and data communications supply – based principally on 
the catalogue of approved PSN Services. 

 
Further information about the PSN Programme 
 
1.1.7 Further background information about the PSN programme and related activities is 

provided in related documents (Reference Appendix C). Alternatively, any comments or 
queries in connection with the PSN Programme should in the first instance be directed to: 

 
 John Stubley, PSN Programme Director 
 Cabinet Office 
 E-mail john.stubley@cabinet-office.x.gsi.gov.uk; Telephone +44 (0) 777 189 0450 

1.2 Specific context to this document 
 
The PSN Operating Model 
 
1.2.1 The PSN Operating Model describes how PSN Services will inter-work in creating ‘the 

effect of a single network’. It also describes the technical, security, service, governance and 
commercial models for the PSN, to be applied for all PSN Services procured through 
Ocean and more broadly. 

 
1.2.2 The PSN Operating Model is intended to focus only on those elements that must be 

common across all PSN Services – e.g. certain technical standards and central 
infrastructure – and on the core responsibilities of service providers and service consumers 
to the extent that these affect service inter-working and interoperability across the PSN. 

 
1.2.3 Accordingly, the PSN Operating Model prescribes a minimum set of requirements that a 

service provider must meet in order to be able to deliver PSN Services. It prescribes similar 
for service consumers. However, the model intentionally leaves as much as possible open 
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to individual service consumers and service providers to define, thus allowing an 
appropriate level of local autonomy, which is considered important in terms of: 

 
·  enabling on-going competition and innovation; and 
·  maximising take-up across the public sector. 

 
1.2.4 Also, the PSN Operating Model is intended to be extensible, and is currently defined as a 

‘baseline’. Hence, the Operating Model is expected to evolve over time, either by necessity 
or desire. Evolution of the baseline might be driven by, for example: 

 
·  considerations and issues identified through broader consultation or, indeed, Ocean 

Competitive Dialogue (CD) – see section 1.4 below; 
·  resolution of certain outstanding issues or agreements in a number of areas where 

there remain practical options rather than ‘absolutes’; 
·  extension of the model, in whole or in part, to cover a broader set of ICT services 

across government’s ICT estate, e.g. key aspects of G-Cloud implementation2. 
 
This ‘PSN Common Requirements’ document  
 
1.2.5 This document – ‘PSN Common Requirements’ – is an addendum to the PSN Operating 

Model. And, to be clear, it is an explicit component of the PSN Operating Model. As such, it 
is part of the current Operating Model ‘baseline’. 

 
1.2.6 This document summarises key common requirements and standards in relation to 

the PSN Operating Model, spanning all parties and participants. Moreover, these 
requirements and standards are expected to form part of any commercial 
agreements relating to PSN service delivery. 

1.3 Related documents 
 
1.3.1 This document refers to the definitions of certain core enabling infrastructure and services, 

each of which is provided as an addendum to the PSN Operating Model document. A 
number of other related documents are also referenced. These further documents are 
explicit parts of the PSN Operating Model, and include: 

 
·  the ‘PSN Operating Model’ itself; 
·  a ‘GCN Service Description’; 
·  a ‘Service Information Monitor (SIM) Service Description’; 
·  a ‘Settlement Regime Description’; 
·  a ‘Statement of Fairness Provisions for GCN Service Providers’; and, 
·  draft CoICo, CoP and CoCo Agreements. 

1.4 Consultation and Ocean Competitive Dialogue 
 
1.4.1 At this time, the PSN Operating Model and PSN Common Requirements [set out here] 

have been documented to allow both the PSN Programme and the Ocean procurement 
programme to move forwards against their primary objectives. Hence, they represent a 

                                                
2  Further information about the G-Cloud project, which is considering a cross-government data centre 
strategy, is available from Cabinet Office 
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baseline that is expected to evolve, in some areas out of necessity as the needs and 
circumstances of broader stakeholders across both industry and government are 
considered by the PSN Programme and the Ocean procurement. 

 
1.4.2 The above in mind, there will be an open consultation with regard to the baseline PSN 

Operating Model and these PSN Common Requirements, managed primarily by Cabinet 
Office and supported by those organisations that have participated in authoring this and 
associated documents. An initial consultation period will commence 24 April 2009, closing 
on 22 May 2009. Obviously, long-listed Ocean bidders may participate in this consultation 
at their option. 

 
1.4.3 The PSN Operating Model and these PSN Common Requirements may be further refined 

through the Competitive Dialogue (CD) process of the Ocean procurement. This will be 
supported indirectly by those organisations that have participated in authoring this 
document, subject to an appropriate ‘Ethical Walls’ agreement in respect of their key 
individuals engaged. A generic version of this agreement will be published separately. 

 
1.4.4 Where any further detail to the PSN Operating Model or these PSN Common 

Requirements is developed through Ocean CD, and this detail is considered to be 
commercially sensitive in relation to the Ocean procurement, then this will be incorporated 
into a separate Ocean Operating Model. Once Ocean framework contracts have been 
awarded, the approach and timescales for incorporation of such variances, where 
appropriate, will be agreed through PSN Programme governance. 

1.5 The scope of PSN Common Requirements 
 
1.5.1 This document summarises the minimum requirements and standards, together making up 

‘PSN Common Requirements’, which must be met within the PSN environment, based on 
the current baseline PSN Operating Model. 

 
1.5.2 Framework Authorities, PSN Consumers (i.e. Customer Authorities) and/or suppliers (i.e. 

PSN Service Providers) may define and comply with additional requirements and/or 
standards as appropriate to their own individual requirements. However, any such 
requirements and standards will be in addition to the minimum requirements and standards 
set out within this document, which describes a minimum for ‘PSN compliance’. 

 
1.5.3 The requirements and standards set out in this document cover areas relating to: 
 

·  Enterprise-level Wide Area Network (WAN) services and certain associated application 
services; 

·  operational service management for all services; 
·  governance; and 
·  commercial. 

 
1.5.4 Some important considerations relating to technical and functional scope, service boundary 

definitions and delivery model options are set out in sections 2.4, 2.5 and 2.6 of this 
document, respectively. And, the detailed requirements and standards described in this 
document must be read and applied in the context of these considerations. 
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2 Context, key definitions and important considerations 

2.1 Parties and bodies 
 
2.1.1 Figure 1, below, identifies the parties and bodies involved in the commercial model and 

governance regime for the PSN, as set out in the PSN Operating Model. It also illustrates 
the links, relationships and agreements between the various parties/bodies. 

 

 
 

Figure 1 - Contractual context to PSN Operating Model 
 
2.1.2 Table 1, below, describes the parties and bodies involved in the PSN commercial model 

and governance regime, including the reference/abbreviation used to refer to each 
party/body in the remainder of this PSN Common Requirements document. 

 
Table 1 - Parties and bodies relevant to the PSN commercial model and governance regime 

 

Party / body Abbreviation Description 

PSN Authority PSNA The PSN Authority comprises a core team 
(the ‘PSN Authority Core Team’), provided by 
the PSN Programme within Cabinet Office, 
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Party / body Abbreviation Description 

together with Framework Authorities and, 
potentially, CESG 

Framework Authority FA Framework Authorities operate a PSN 
Framework and form part of the PSN 
Authority. In the case of Ocean, OGCbs will 
be the Framework Authority 

PSN Governing Body PSNGB A body comprising all PSN Service Providers, 
all GCN Service Providers and appropriate 
government representatives, which is 
responsible for strategic governance of the 
PSN Service Provider community 

PSN Service Provider SP Any organisation that is supplying or is 
approved to supply PSN Services in accord 
with the Code of Practice (CoP) or Code of 
Interconnection (CoICo) 

GCN Service Provider GCN Any ‘tier 1’ network operator involved in GCN 
delivery and offering GCN Services in accord 
with the standard GCN Service Description 

GCN Governing Body GCNGB A body comprising all GCN Service Providers 
plus representative PSN Service Providers 
and appropriate government representatives  

PSN Consumer or Customer 
Authority 

CA Any individual public sector purchasing body, 
which acquires services under any PSN 
Framework agreement or lets an equivalent 
contract directly. In the case of Ocean, FCO 
would be a Customer Authority (PSN 
Consumer) 

Direct Network Service 
Provider 

DNSP These are PSN Service Providers that have 
fulfilled the terms of the Code of 
Interconnection (CoICo) and may connect 
directly to the GCN 

Service Information Monitor SIM The supplier of the Service Information 
Monitoring (SIM) infrastructure 

 
 
2.1.3 The PSN Operating Model document describes these parties and bodies in more detail. 
 
2.1.4 In this PSN Common Requirements document, the party “CONTRACTOR” refers to a 

service provider or supplier, including PSN Service Providers (SPs), Direct Network Service 
Provider (DNSPs), GCN Service Providers (GCNs) or the Service Information Monitoring 
supplier (SIM) as indicated. 
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2.1.5 In this PSN Common Requirements document, the party “Customer”, abbreviated to “C”, 
refers to a public sector service consumer – i.e. a PSN Consumer or Customer Authority 
(CA) – or a Framework Authority (FA) as contracting authority. 

2.2 Contracts and agreements 
 
2.2.1 Table 2, below, describes the contracts and agreements involved in the PSN commercial 

model and governance regime, including the reference/abbreviation used to refer to each 
contract/agreement in the remainder of this PSN Common Requirements document. 

 
Table 2 - Agreements relevant to the PSN commercial model and governance regime 

 

Agreement Abbreviation Description 

PSN Authority Memorandum of 
Understanding 

MA This is the agreement by which a government 
party becomes part of the PSN Authority 

PSN Framework agreement F These are procurement Frameworks let by 
Framework Authorities, under which PSN 
Consumers (Customer Authorities) can call 
off PSN Services. In the case of Ocean, there 
will be four Frameworks let according to 
identifiable categories (i.e. ‘lots’) of services 

Framework Memorandum of 
Understanding 

MF This is an agreement between Framework 
Authority and PSN Consumer (Customer 
Authority), which enables the PSN Consumer 
to use the Framework to acquire PSN 
Services 

Code of Connection CoCo This agreement sets out the obligations that a 
PSN Consumer (Customer Authority) must 
fulfil in order to participate in the PSN 
marketplace and consume PSN Services. 
This will be an addendum to their Framework 
Memorandum of Understanding 

Call-Off Contract CC This is the contract schedule by which a PSN 
Consumer (Customer Authority) purchases 
PSN Services pursuant to a PSN Framework 

GCN Service Agreement GSA This is a commercial contract between GCN 
Service Provider and PSN Service Provider 
for GCN Services, including connection to the 
GCN. These PSN Service Providers party to 
such contracts are also known as Direct 
Network Services Providers (DNSPs) 

Code of Interconnection CoICo This is an agreement setting out the 
obligations and requirements for PSN 
Services Providers wanting to connect 
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Agreement Abbreviation Description 

directly to the GCN, making them Direct 
Network Services Providers. (DNSPs). This 
will be an addendum to the PSN Service 
Provider’s PSN Framework contract 
schedules 

Code of Practice CoP This is an agreement setting out the 
obligations and requirements for PSN 
Services Providers wanting to participate in 
the PSN marketplace but not wanting to 
connect directly to the GCN at a GCN Point 
of Connection (PoC). This will be an 
addendum to the PSN Service Provider’s 
PSN Framework contract schedules 

Deed of Undertakings DU This will be a deed of legally-binding 
‘Undertakings’ between GCN Service 
Providers and a government authority 
participating in the PSN Authority. This 
agreement will set out various relevant 
commitments from GCN Service Providers in 
relation to delivery of the GCN 

Inter Service Provider 
Agreement 

ISPA This is an agreement between PSN Service 
Providers or between GCN Service 
Providers, where required 

SIM Supply Agreement SIMC This will be a contract or a deed of legally-
binding ‘Undertakings’ between the SIM 
supplier and a government authority 
participating in the PSN Authority. This 
agreement will include various appropriate 
commitments from the SIM Supplier in 
relation to delivery of the SIM infrastructure 

 
 
2.2.2 The PSN Operating Model describes these contracts and agreements in more detail. 
 
2.2.3 In this PSN Common Requirements document, the Call-Off Contract (CC) and PSN 

Framework (F) agreement are often collectively referred to as “Customer Agreement,” 
abbreviated to “CS.” In this context, the Customer Agreement will include the Code of 
Interconnection (CoICo) or Code of Practice (CoP) schedule that forms part of the 
Framework agreement. 

2.3 Categorisation and prioritisation of requirements and standards 
 
2.3.1 This Common Requirements document categorises requirements and standards in terms 

of the party and/or body to which they apply. The abbreviations used to refer to each party 
and body are set out in section 2.1 of this document. 
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2.3.2 The requirements and standards are also categorised in terms of the contract and/or 

agreement to which they apply. The abbreviations used to refer to each conract and 
agreement are set out in section 2.2 of this document. 

 
2.3.3 A priority is also identified for each requirement and standard. The convention used for this 

is set out below. 
 

·  “Must” – abbreviated to “M” – represents a mandatory requirement or a standard that 
must apply or be adhered to. 

·  “Should” – abbreviated to “S” – represents a highly desirable requirement or a standard 
that is highly recommended 

·  “Could” – abbreviated to “C” – represents a requirement or standard that is desirable, 
but not fundamental to the integrity or operation of the PSN 

·  “Would” – abbreviated to “W” – represents a low priority requirement or standard, which 
can be considered optional 

2.4 Considerations with regard to technical and functional scope 
 
2.4.1 It is possible for any end-user ICT service to be specified, designed and delivered as a 

PSN Service, falling into one of two principal categories as follows: 
 

·  Network/Access Services, covering network connectivity delivered as an end-user 
service. 

o Consumers will be users within government’s ‘private cloud’. 
·  Technical Services, covering technical capabilities and application services made 

available to users within [or connected to] government’s ‘private cloud’. 
o Examples would include Hosted Voice, Managed e-Mail, Virtual or Network-

based Storage, File & Print Services, etc. 
 
2.4.2 This does not mean that all ICT services must be PSN Services: it is expected that PSN 

Services and non-PSN Services will co-exist. However, without exception, all PSN Services 
are to be provided and consumed in accordance with the PSN Operating Model. 

 
2.4.3 However, in the baseline issue of the PSN Operating Model and these associated PSN 

Common Requirements, it is impractical to legislate for every potential PSN Service in 
terms of technical/physical and functional scope. Therefore, in a number of areas, the 
baseline assumes the technical/functional scope of PSN Network Services being 
considered by Ocean. This has material implications, including for example: 

 
·  PSN Network Services can be defined according to various technical boundaries – e.g. 

user (i.e. LAN) port, or site. For Ocean, site network services (i.e. LAN services) are not 
being considered as PSN Services, so Ocean Network Services are essentially WAN 
connectivity and are bounded by the LAN port of the Customer Edge (CE) router. 
However, this is not to say that other procurements and service consumers cannot 
implement PSN Network Services to the user LAN port where required. There are 
intended to be customer and provider choices in this regard. 

·  The baseline PSN Operating Model and Common Requirements cover the technical 
scope for Ocean [PSN] Network Services but not a broader scope including site LAN 
services, for example. So, where consumers and providers define a different 
technical/physical boundary for PSN Network Services to Ocean (e.g. at the user LAN 
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port), some aspects of this baseline Common Requirements document and the 
Operating Model will be inaccurate – e.g. some of the customer responsibilities 
identified here would actually fall to a PSN Service Provider. 

·  In such scenarios, providers and consumers must still define the relevant services in 
accord with other key aspects of the PSN Operating Model and Common 
Requirements, including with regard to the PSN service management approach and 
principles. And, further guidance should be sought from the PSN Programme team 
within Cabinet Office in relation to further technical standards or requirements to be 
considered. 

 
2.4.4 Further areas of technical/functional scope are being considered by the PSN Programme 

going forward, and further technical standards or requirements will be published [or 
incorporated into subsequent document versions] as appropriate. 

2.5 Considerations relating to service boundary definitions 
 
2.5.1 By nature, any full definition of service boundaries must have an organisational context, a 

technical/physical context and a commercial context. Hence, for reasons such as the 
considerations around technical and functional scope that are outlined in section 2.4 above, 
it is impractical to legislate for every contextual service boundary variable within the PSN 
Operating Model and these associated Common Requirements. 

 
2.5.2 Therefore, the approach adopted is to describe the PSN service model and basic ‘building 

blocks’ for service inter-working based on an organisational context and Peer delivery 
model, which can then be adapted to any delivery model/scenario. This caters for the 
Ocean scope of services and associated FCO delivery needs, whilst also offering some 
flexibility to other procurements and delivery programmes. 

 
2.5.3 The PSN service management model, and associated requirements/standards, is therefore 

structured in a manner that can be applied regardless of technical/functional scope. 
However, there are important considerations in terms of delivery model options, which 
affect service boundary definitions in terms of commercial context. These are covered in 
section 2.6 of this document, below. 

2.6 Considerations relating to delivery model options 
 
Prevalent ICT services delivery models in the public sector 
 
2.6.1 Currently, a variety of delivery models are used across the public sector, and each has 

different characteristics in terms of commercial assurance around end-to-end serviceability. 
The differences between these delivery models primarily concern responsibility for end-to-
end service integration/management and commercial risk of service ‘failure’, and also the 
flexibility with which services can be reconfigured. They include, for example: 

 
·  Prime-Sub delivery models, where a prime supplier assumes responsibility for end-to-

end service integration/management, and the commercial risk of service ‘failure’ sits 
primarily with the prime supplier. These models can be inflexible. 

·  Peer delivery models, where no single supplier assumes responsibility for end-to-end 
service integration/management, and the risk of service ‘failure’ ultimately sits with the 
service consumer. These models typically lack any real degree of assurance with 
regard to end-to-end serviceability, though usually allow a high degree of flexibility. 
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·  Prime Agent delivery models, where a single Service Integrator (SI) assumes 
responsibility for coordinating service integration/management, but the risk of service 
‘failure’ still ultimately sits with the service consumer. These models typically offer a 
compromise between assurance of end-to-end serviceability and flexibility. 

 
PSN delivery models and ‘settlement’ 
 
2.6.2 It is impractical to prescribe a single delivery model for PSN Services, given the need for 

PSN Services to be consumed within the broader operational context of ICT delivery 
models chosen by each service consumer. Therefore, the PSN Operating Model allows 
choice in any given delivery scenario, for PSN Consumers and PSN Service Providers to 
choose a delivery model as appropriate to their individual circumstances and requirements. 

 
2.6.3 The PSN Operating Model also introduces an optional PSN Settlement Regime, creating a 

new ‘Peer Plus’ delivery model option for service consumers and PSN Service Providers. 
The PSN Settlement Regime is essentially a standardised model for the creation of supply-
side commercial levers and incentives between peered suppliers. 

 
·  Settlement will allow a PSN Service Provider to flexibly bundle one or more of its PSN 

Services with one or more PSN Services offered by another PSN Service Provider. 
·  The effect for a PSN Consumer will be single-supplier assurance of end-to-end 

serviceability for a given ‘catalogue solution’ made up of PSN Services, where the 
supply chain spans more than one PSN Service Provider. For that ‘solution’, this will 
introduce service assurance levels akin to a Prime-Sub delivery model, also 
incorporating the flexibility of a Peer delivery model. 

·  Initially, the Settlement Regime will standardise direct (i.e. supplier-supplier) settlement, 
but as this delivery model matures it is expected that a Cascade (i.e. centralised 
clearing) model will be introduced, reducing transaction complexity. 

 
Material implications relevant to this Common Requirements document 
 
2.6.4 The PSN Operating Model defines certain key service boundaries, interfaces and 

organisational responsibilities based on a Peer delivery model, as illustrated in Figure 2. 
This approach has been adopted as it defines of the most basic ‘building blocks’. 

 
2.6.5 However, the choice of delivery model has material implications. For example, referring to 

the example Service Types and Service Type Instances in Figure 2: 
 

·  The Service Type Instance of Service Type B has a dependency on the Service Type 
Instance of Service Type A. This Service Type Instance of Service Type A is therefore 
described as a Related Service in the Peer delivery model. Each service provider has 
defined organisational responsibilities and obligations, defined at service interface ‘A’ 
and service interface ‘B’, and neither bears any responsibility or commercial risk for the 
other’s service ‘failure’: such risks pertaining to service interdependencies essentially 
fall to the PSN Consumer. 

·  The Service Type Instance of Service Type A could, however, be defined as a Supply 
Element of the Service Type Instance of Service Type B, making it an integral part of 
the supply chain responsibilities of Application Provider 1. This would involve an Inter 
Service Provider Agreement (ISPA) and would create a Prime-Sub delivery model for 
the supply of these Service Type Instances. In this scenario, certain organisational 
responsibilities and obligations at service interfaces ‘A’ and ‘B’ would change, with risks 
pertaining to service interdependencies falling to Application Provider 1. 
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·  Also, Application Provider 1 might adopt the PSN Settlement Regime, in which case 
Service Type B would be available on a similar commercial basis (i.e. end-to-end 
supply chain responsibility) to the Prime-Sub delivery model described in the above 
point, across any WAN service also participating in the Settlement Regime. In simple 
terms, the Settlement Regime simplifies and standardises the Inter Service Provider 
Agreement, reducing commercial complexity and allowing much greater flexibility for 
deployment. This would be the new PSN Peer Plus delivery model. 

 
 

 
 

Figure 2 - Service management boundaries, interfaces and responsibilities, assuming a Peer delivery 
 
2.6.6 So, given the baseline PSN Operating Model and Common Requirements assume a Peer 

delivery model, where consumers and providers choose to operate to a different delivery 
model (e.g. Prime-Sub, Peer Plus, Prime Agent) some aspects of this Common 
Requirements document will be inaccurate – e.g. some of the customer responsibilities 
identified here might actually fall to a PSN Service Provider. 

 
2.6.7 In such scenarios, providers and consumers must still define PSN Services in accord with 

the key principles and service model ‘building blocks’ of the PSN Operating Model and 
these Common Requirements, making adjustments for the commercial context of their 
chosen delivery model as appropriate. Further guidance can be sought from the PSN 
Programme team within Cabinet Office where required. 
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3 Network Services requirements and associated standards 

3.1 Functional requirements 
 
The common functional requirements for Network Service are set out in Table 3. 
 

Table 3 - Functional requirements for Network Services 
 

Reference Statement of Requirement Priority Agreement Party 

3.1.1  The CONTRACTOR shall supply IP addressing 
for the GCN peering interface 

M GSA GCN 

3.1.2  When the CONTRACTOR performs routing 
policy it shall, where appropriate, collaborate with 
other Parties at all times and shall comply with 
the PSN Authority’s reasonable instructions 

M GSA 

CS 

ISPA 

GCN 

PSN 

DNSP 

3.1.3  Where necesary, the CONTRACTOR shall 
maintain logical segregation of services as they 
are routed across the PSN 

M GSA 

CS 

ISPA 

GCN 

PSN 

DNSP 

3.1.4  The CONTRACTOR shall provide a capability 
that allows for logical separation of WAN circuit 
traffic between the Customer Edge (CE) and 
Provider Edge (PE) routers 

M CS 

GSA 

ISPA 

PSN 

DNSP 

GCN 

3.1.5  The CONTRACTOR shall support virtual routing 
instances to logically separate Customer traffic 
within the Customer Edge (CE) router, where this 
is required for a Customer site 

M CS 

GSA 

ISPA 

PSN 

DNSP 

GCN 

3.1.6  The CONTRACTOR shall support the following 
access configurations as a minimum: 

·  Resilient Diverse – diversely routed 
access circuits connecting to two service 
provider Points of Presence (PoPs), for IL 
4 Availability 

·  Resilient – diversely routed access 
circuits connecting to one service provider 
PoP, for IL3 Availability 

·  Non-Resilient – single access circuit 
connecting to one service provider PoP, 
for IL2 Availability 

M CS PSN 

DNSP 

3.1.7  The CONTRACTOR shall support QOS 
bandwidth allocation guarantee measures on the 

M CS PSN 
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Reference Statement of Requirement Priority Agreement Party 

WAN interfaces of the Provider Edge (PE) and 
Customer Edge (CE) routers, where this is 
required for a Customer site 

ISPA 

GSA 

DNSP 

GCN 

3.1.8  The CONTRACTOR shall support Quality of 
Service (QoS) traffic prioritisation measures on 
the WAN interfaces of the Provider Edge (PE) 
and Customer Edge (CE) routers, necessary to 
support real-time service levels 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.9  The CONTRACTOR shall support a minimum of 
five Classes of Service (CoS) for the 
management of QoS, per logical connection, and 
shall map these to the following PSN classes at 
the appropriate Edge router: 

·  Voice 

·  Critical application 

·  Video 

·  Message 

·  Internet 

The precise parameters for CoS/QoS shall be 
defined through further consultation 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.10  The CONTRACTOR shall allow the traffic of 
individual Classes of Service (CoS) to burst into 
available bandwidth within a logical connection, 
up to the full bandwidth capacity of the logical 
connection 

S CS PSN 

DNSP 

3.1.11  The CONTRACTOR shall provide reporting of 
traffic utilisation per Class of Service and logical 
connection 

S CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.12  The CONTRACTOR shall support ‘any-to-any’ 
community VPNs 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.13  The CONTRACTOR shall support ‘server-to-any’ 
community VPNs 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.14  Where necessary in relation to Customer 
business requirements, the CONTRACTOR shall 
support point-to-point community VPNs 

S CS 

ISPA 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

GSA GCN 

3.1.15  For hosted services, the CONTRACTOR shall 
use addresses from government’s publicly 
registered address allocations, or seek PSN 
Authority approval for alternatives 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.16  The CONTRACTOR shall use public 
Autonomous System Numbers (ASNs), approved 
via the appropriate Regional Internet Registry, in 
the construct for MPLS route targets and route 
distinguishers 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.17  The CONTRACTOR shall provide Network 
Address Translation (NAT) enabling inter-Agency 
communication where the Customer uses private 
IPv4 addresses internally 

M CS 

 

PSN 

DNSP 

3.1.18  The CONTRACTOR shall accept routes 
containing public ASN constructs that belong to 
other CONTRACTORS 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.19  The CONTRACTOR shall tag all PSN routes with 
an appropriate Standard Border Gateway 
Protocol (BGP) Community tag applicable to the 
PSN 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.20  The CONTRACTOR shall filter routes at Points of 
Interconnection (PoCs), only permitting routes 
with the valid Standard BGP Community tag 
applicable to the PSN 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.21  The CONTRACTOR shall tag all routes with an 
additional Standard BGP Community tag 
specifically indicating the topological location of 
the Customer site 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.1.22  The CONTRACTOR shall ensure that all network 
elements are synchronised to an accurate time 
source 

M CS 

GSA 

PSN 

DNSP 

GCN 

3.1.23  The CONTRACTOR shall ensure that 
timestamps for network events or alarms are 
reported in Greenwich Mean Time (GMT) 

M CS 

GSA 

PSN 

DNSP 

GCN 

3.1.24  The CONTRACTOR shall ensure that time 
delivery mechanisms are appropriately, e.g. by 

M CS 

GSA 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

password GCN 

3.1.25  The CONTRACTOR shall offer time sources for 
each of the Impact Levels [in terms of 
Confidentiality and Integrity] that it delivers to 
Customer site 

M CS PSN 

DNSP 

 

3.2 Performance requirements and service levels 
 
The common performance requirements for Network Service are set out in Table 4. 
 

Table 4 - Performance requirements and service levels for Network Services 
 

Reference Statement of Requirement Priority Agreement Party 

3.2.1  For sites in a metropolitan area (meaning 
<50Kilometres apart), where access circuits are 
greater than 2Mbps, the CONTRACTOR shall 
meet a network Latency requirement of 
8milliseconds, this being defined as the Round 
Trip Delay (RTD) for 100Byte packets from 
Customer site to Customer site or GCN Point of 
Connection PoC 

S CS 

ISPA 

PSN 

DNSP 

3.2.2  For sites in a regional area (meaning 
<200Kilometres apart), where access circuits are 
greater than 2Mbps, the CONTRACTOR shall 
meet a network Latency requirement of 
12milliseconds, this being the RTD for 100Byte 
packets from Customer site to Customer site or 
GCN Point of Connection (PoC) 

S CS 

ISPA 

PSN 

DNSP 

3.2.3  For sites in the United Kingdom, where access 
circuits are greater than 2Mbps, the 
CONTRACTOR shall meet a network Latency 
requirement of 25milliseconds, this being the 
RTD for 100Byte packets from Customer site to 
Customer site or GCN PoC 

S CS 

ISPA 

PSN 

DNSP 

3.2.4  For international sites, where access circuits are 
greater than 2Mbps, the CONTRACTOR shall 
meet a network Latency requirement of 300 
milliseconds, this being the RTD for 100Byte 
packets from Customer site to Customer site 

S CS 

ISPA 

PSN 

DNSP 

3.2.5  The CONTRACTOR shall meet a network 
latency Jitter requirement of 10milliseconds, 
measured over a period of 5 minutes as the 

S CS 

ISPA 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

absolute value of the difference in forwarding 
delay for any two packets 

3.2.6  The CONTRACTOR shall achieve 99.97% 
Availability for Resilient Diverse access 
configurations (refer to 3.1.6), calculated over 
each calendar month 

S CS 

ISPA 

PSN 

DNSP 

3.2.7  The CONTRACTOR shall achieve 99.95% 
Availability for Resilient access configurations 
(refer to 3.1.6) , calculated over each calendar 
month 

S CS 

ISPA 

PSN 

DNSP 

3.2.8  The CONTRACTOR shall achieve 99.85% 
Availability for Non-Resilient access 
configurations (refer to 3.1.6) , calculated over 
each calendar month 

S CS 

ISPA 

PSN 

DNSP 

3.2.9  The CONTRACTOR shall achieve 99.9% Packet 
Delivery for Resilient Diverse and Resilient 
access configurations (refer to 3.1.6), calculated 
over each calendar month 

S CS 

ISPA 

PSN 

DNSP 

3.2.10  The CONTRACTOR shall achieve 99.5% Packet 
Delivery for Non-Resilient access configurations 
(refer to 3.1.6), calculated over each calendar 
month 

S CS 

ISPA 

PSN 

DNSP 

3.2.11  The CONTRACTOR shall ensure that IP 
connectivity recovers within 15 seconds of an 
access failure for Resilient and Resilient Diverse 
access configurations (refer to 3.1.6) 

S CS 

ISPA 

PSN 

DNSP 

3.2.12  The CONTRACTOR shall ensure that failures 
resulting in loss of Customer site connectivity are 
repaired within 4 hours 

S CS 

ISPA 

PSN 

DNSP 

3.2.13  The CONTRACTOR shall ensure that failures 
resulting in loss of resilience are repaired within 8 
hours 

S CS 

ISPA 

PSN 

DNSP 

 
 

3.3 Technical standards 
 
The common technical standards for Network Service are set out in Table 5. 
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Table 5 - Common technical standards for Network Services 
 

Reference Statement of Requirement Priority Agreement Party 

3.3.1  The CONTRACTOR shall utilise Border Gateway 
Protocal (BGP) / Multi Protocol Label Switching 
(MPLS) peering at GCN Points of Connections 
(PoCs), in accordance with MPLS peering Option 
A or B as defined in RFC2547bis, subject to the 
GCN options available 

M GSA DNSP 

GCN 

3.3.2  The CONTRACTOR shall provide for translation 
between the peering options identified at 3.3.1 

M GSA GCN 

3.3.3  As a minimum, the CONTRACTOR shall provide 
either physical interfaces or appropriate access 
circuits supporting 1Gbps connectivity at/to GCN 
Points of Connection (PoCs) 

M GSA GCN 

3.3.4  The CONTRACTOR shall support Differentiated 
Services Code Point (DSCP) and MPLS EXP for 
the purpose of Quality of Service (QoS) 
management, at Points of Connection 

M GSA 

ISPA 

PSN 

DNSP 

GCN 

3.3.5  The CONTRACTOR shall support QoS 
classification of traffic by protocol port number or 
by IP address 

M ISPA 

CS 

PSN 

DNSP 

3.3.6  The CONTRACTOR shall use a public 
Autonomous System Number, approved by the  
appropriate Regional Internet Registry, for GCN 
peering 

M GSA PSN 

DNSP 

3.3.7  The CONTRACTOR shall implement solutions 
compatible with the introduction of IPv6 across 
the public sector Information and 
Communications Technology (ICT) estate 

M CS 

ISPA 

GSA 

PSN 

DNSP 

GCN 

3.3.8  The CONTRACTOR shall peer to the GCN at a 
minimum of three Points of Connection 

M CS DNSP 
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4 Security standards and associated requirements 

4.1 Published CESG guidance and standards 
 
4.1.1 In terms of Confidentiality, Integrity and Availability (C-I-A) as defined by CESG – 

government’s technical authority for Information Assurance (IA) – the PSN will operate to a 
base level of 2-2-4. The GCN ‘core’ will enable this base level of assurance end-to-end, 
with all individual PSN Services requiring approval to 2-2-4, subject to individual service 
consumer requirements for access resilience. 

 
4.1.2 The following guidance documents published by CESG are key references with regard to 

security standards and requirements for the PSN: 
 

·  NGN Standard Security Level, ISMS Requirements and Good Practice Guide v 0.8. 19 
November, 2008 

·  IA Developers’ Notes – Telecommunications Systems and Services: Interim Guidance 
on Assurance. Version 1.0, January 2009 

 
4.1.3 CESG guidance and standards documents that carry a RESTRICTED [or higher] protective 

marking are also key references, though these will need to be accessed through the normal 
secure channels of communication with CESG. 

4.2 Key principles 
 
4.2.1 2-2-4 approval and accreditation requires compliance with the published guidance and 

standards set out in the CESG references at 4.1.2, above. 
 
4.2.2 Within the PSN environment, networks that are operated to the same base level of security 

(i.e. 2-2-4), with access restricted on a need to know basis, will be separated logically. 
 
4.2.3 3-3-x approval and accreditation requires compliance as at 4.2.1, above, plus deployment 

of a commercial grade encryption overlay (i.e. FIPS-140-2). Encryption shall be 
implemented on the Customer Edge (CE) router, firewall, or on a discrete device connected 
to the CE router or firewall. 

 
·  This is subject to each individual CONTRACTOR’s implementation receiving approval 

through the CESG Tailored Assurance Service (CTAS) scheme. 
·  Where compliance as at 4.2.1, above, is not achieved then 3-3-x approval and 

accreditation requires deployment of an encryption overlay using CESG Assisted 
Products Scheme (CAPS) approved network encryption devices. Implementations may 
require further CTAS accreditation with regard to the overall solution in specific 
instances. 

 
4.2.4 4-4-x approval and accreditation requires deployment of an encryption overlay using CESG 

Assisted Products Scheme (CAPS) approved network encryption devices. Implementations 
may require further CTAS accreditation with regard to the overall solution in specific 
instances. 
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4.3 Services at 2-2-x 
 
The common requirements and standards for Services at 2-2-x are set out in Table 6. 
 

Table 6 - Security requirements and standards for Services at 2-2-x 
 

Reference Statement of Requirement Priority Agreement Party 

4.3.1  For Services at 2-2-4, the CONTRACTOR shall 
comply with the guidance and best practices, or 
equivalent, as detailed in “NGN Standard 
Security Level, ISMS Requirements and Good 
Practice Guide v 0.8, 19 November, 2008,” 
subject to individual Customer requirements for 
access resilience. 

M CS 

DU 

 

GCN 

DNSP 

PSN 

4.3.2  For Services at 2-2-4, the CONTRACTOR shall 
comply with the guidance and best practices, or 
equivalent, as detailed in “IA Developers’ Notes – 
Telecommunications Systems and Services: 
Interim Guidance on Assurance. Version 1.0, 
January 2009,” subject to individual Customer 
requirements for access resilience 

M CS 

DU 

 

GCN 

DNSP 

PSN 

 

4.4 Services at 3-3-x 
 
The common requirements and standards for Services at 3-3-x are set out in Table 7. 
 

Table 7 - Security requirements and standards for Services at 3-3-x 
 

Reference Statement of Requirement Priority Agreement Party 

4.4.1  To deliver Services at 3-3-x over a 2-2-x assured 
network, the CONTRACTOR shall implement any 
encryption overlay service subject to approval 
through the CESG Tailored Assurance Service 
(CTAS) scheme 

S CS PSN 

DNSP 

4.4.2  Where the underlying network is not assured to 
2-2-x or where such assurance has been 
achieved using an approved encryption overlay 
service, the CONTRACTOR shall implement any 
3-3-x overlay service using CESG Assisted 
Products Scheme (CAPS) approved 
cryptographic devices 

M CS PSN 

DNSP 

4.4.3  The CONTRACTOR shall comply with HMG 
Infosec standards part 1 and 2 

M CS PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

4.4.4  The CONTRACTOR shall comply with HMG 
standards for keymat handling and distribution 
and cryptography management as detailed in 
“IS4 Part 1 - Management of Cryptographic 
Systems” 

M CS PSN 

DNSP 

4.4.5  Any connections to unencrypted networks 
running at 3-3-x (e.g. certain ‘legacy’ networks) 
shall ensure that the unencrypted network is 
presented on a physically separate interface, with 
the PSN ‘half’ of the connection to be encrypted 
in accordance with the requirements at 4.4.1 
through 4.4.4 above 

M CS PSN 

DNSP 

4.4.6  The CONTRACTOR shall manage 3-3-x 
Services from an accredited 3-3-x management 
infrastructure 

M CS PSN 

DNSP 

 

4.5 Services at 4-4-x 
 
The common requirements and standards for Services at 4-4-x are set out in Table 8. 
 

Table 8 - Security requirements and standards for Services at 4-4-x 
 

Reference Statement of Requirement Priority Agreement Party 

4.5.1  To deliver Services at 4-4-x, the CONTRACTOR 
shall implement any encryption overlay service 
using CESG Assisted Products Scheme (CAPS) 
approved cryptographic devices 

M CS PSN 

DNSP 

4.5.2  Where required for a particular implementation, 
the CONTRACTOR shall gain 
accreditation/approval through the CESG 
Tailored Assurance Service (CTAS) scheme 

M CS PSN 

DNSP 

4.5.3  The CONTRACTOR shall comply with HMG 
Infosec standards part 1 and 2 

M CS PSN 

DNSP 

4.5.4  The CONTRACTOR shall comply with HMG 
standards for keymat handling and distribution 
and cryptography management as detailed in 
“IS4 Part 1 - Management of Cryptographic 
Systems” 

M CS PSN 

DNSP 

4.5.5  Any connections to unencrypted networks 
running at 4-4-x (e.g. certain ‘legacy’ networks) 

M CS PSN 
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Reference Statement of Requirement Priority Agreement Party 

shall ensure that the unencrypted network is 
presented on a physically separate interface, with 
the PSN ‘half’ of the connection to be encrypted 
in accordance with the requirements at 4.5.1 
through 4.5.4 above 

DNSP 

4.5.6  The CONTRACTOR shall manage 4-4-x 
Services from an accredited 4-4-x management 
infrastructure 

M CS PSN 

DNSP 

 

4.6 Gateways between Services operated at different Impact Levels 
 
The common requirements relating to all gateways between Services operating at different Impact 
levels are set out in Table 9. 
 

Table 9 - Security requirements for gateways between Services operated at different Impact Levels 
 

Reference Statement of Requirement Priority Agreement Party 

4.6.1  The CONTRACTOR shall obtain approval from 
the relevant Senior Information Risk Owner 
(SIRO) for each gateway instance between 
Services operating at different Impact Levels 

M CS PSN 

DNSP 

4.6.2  The CONTRACTOR shall implement passive 
taps allowing for traffic monitoring at each 
gateway instance between Services operating at 
different Impact Levels 

M CS PSN 

DNSP 

 

4.7 Traffic monitoring and defensive security 
 
Common requirements relating to traffic monitoring and defensive security are set out in Table 10. 
 

Table 10 - Security requirements relating to traffic monitoring and defensive security 
 

Reference Statement of Requirement Priority Agreement Party 

4.7.1  The CONTRACTOR shall make passive taps 
available to CESG [or its appointed Agent] for the 
purpose of traffic analysis and monitoring at key 
points of network aggregation. These will include 
all GCN Points of Interconnection (PoCs), other 
interconnects between CONTRACTORS and 
other key technical/security boundaries as 
dictated by CESG or the Customer 

M CS 

DU 

ISPA 

PSN 

DNSP 

GCN 
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Reference Statement of Requirement Priority Agreement Party 

4.7.2  The CONTRACTOR shall provide CESG [or its 
appointed Agent] with access to the Service 
Information Monitoring infrastructure 

M SIMC SIM 

4.7.3  The CONTRACTOR [and, where applicable, the 
Customer] shall, on instruction by CESG or the 
PSN Authority, disconnect any designated 
network connections in the event of the PSN 
being compromised 

M CS 

DU 

ISPA 

PSN 

DNSP 

GCN 

C 

 

4.8 Business continuity 
 
Common requirements relating to business continuity are set out in Table 11. 
 

Table 11 - Requirements relating business continuity 
 

Reference Statement of Requirement Priority Agreement Party 

4.8.1  The CONTRACTOR shall ensure that any 
Business Continuity Management (BCM) and 
Disaster Recovery (DR) provisions, processes 
and procedures are detailed in a Business 
Continuity and Disaster Recovery (BCDR) Plan 
complying with the requirements of BS 25999 
BCM. 

M CS 

DU 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

4.8.2  The CONTRACTOR shall ensure that the SIM 
infrastructure is available on the basis of ‘four 
nines’, i.e. 99.99% availability 

M SIMC SIM 
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5 Service management requirements and standards 

5.1 Introduction 
 
5.1.1 The baseline PSN Operating Model and these Common Requirements defines certain key 

service boundaries, interfaces and organisational responsibilities based on a Peer delivery 
model, as illustrated in Figure 3. This approach has been adopted as it defines of the most 
basic ‘building blocks’ for service inter-working, which can then be adapted to any delivery 
model/scenario. 

 

 
 

Figure 3 – Service management boundaries, interfaces and responsibilities, assuming a Peer delivery 
 
5.1.2 Some important considerations relating to technical and functional scope, service boundary 

definitions and delivery model options are set out in sections 2.4, 2.5 and 2.6 of this 
document, respectively. And, the detailed requirements and standards described in this 
section [5] must be read and applied in the context of these considerations. 

5.2 Defined Terms 
 
5.2.1 A number of standard Defined Terms, such as some used in Figure 2 and Figure 3, are to 

be used in describing all services and service boundaries. The definitions for these terms 
are provided in Table 12, below. These same definitions also used throughout the PSN 
Operating Model and other related documentation. 
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Table 12 – The meaning of Defined Terms used in describing services and service boundaries 
 

Term Abbreviation Definition/description 

Service Type ST A ‘catalogue’ service with defined features 
including principal service provider, nature and 
technical scope, commercial terms, performance 
levels – i.e. Service Level Agreements (SLAs) 
and/or Service Level Guarantees (SLGs) – etc, etc 

Service Type 
Instance 

STI A Service Type that has been ordered by a PSN 
Consumer from the relevant PSN Service provider, 
or one that is being delivered for a PSN Consumer 
by the relevant PSN Service Provider 

Supply Chain n/a The Supply Elements used by a service provider to 
deliver a particular Service Type Instance, and any 
Related Service(s) on which the Service Type 
Instance is dependent 

Supply Elements n/a The distinct parts of the Supply Chain (i.e. 
component products and services) managed by the 
service provider [whether subcontracted or not], 
and for which the service provider is commercially 
accountable in respect of delivery performance. 
Supply Elements may include other Service Type 
Instances, and these may be from multiple PSN 
Service Providers depending upon the delivery 
model chosen 

Related Service n/a A distinct part of the Supply Chain not managed by 
the service provider, and for which the service 
consumer [or its nominated Agent] is commercially 
accountable in respect of delivery performance. 
The extent to which Related Services exist for a 
given Service Type Instance will depend upon the 
delivery model chosen 

Service Delivery 
Point 

SDP The agreed technical/physical point of consumption 
and provision (i.e. the technical/physical boundary) 
for a Service Type Instance 

Delivery Model 
Flag 

DMF An indicator highlighting the chosen delivery model 
for a Service Type Instance, identifying whether the 
STI is delivered directly to a Customer or whether it 
is delivered via another CONTRACTOR – i.e. 
whether it is a Supply Element in the context of 
another Service Type Instance – to include an 
appropriate identifier with regard to the primary STI 
where relevant 
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5.3 General compliance and the definition of Services 
 
The common requirements relating to compliance with the PSN service model and the definition of 
PSN Services are set out in Table 13. 
 

Table 13 - Requirements relating to compliance with the PSN service model and the definition of PSN Services 
 

Reference Statement of Requirement Priority Agreement Party 

5.3.1  The PSN service model enables end-to-end 
service management for the PSN. The 
CONTRACTOR and the Customer shall comply 
with all of the requirements identified in the PSN 
Operating Model and this document section [5], 
subject to the considerations outlined in sections 
2.4, 2.5 and 2.6 of this document 

M CS 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.3.2  The Customer and the CONTRACTOR shall use 
the following Defined Terms when describing 
services: 

·  Service Type 

·  Service Type Instance 

·  Supply Chain 

·  Supply Elements 

·  Related Service(s) 

·  Service Delivery Point 

·  Delivery Model Flag 

The definitions for these terms will be those set 
out in section 5.2 of this document (i.e. Table 12 
herein). 

M CS 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.3.3  The Framework Authority, or Customer Authority 
if a variant contracting structure so dictates, shall 
create and maintain a catalogue of Service 
Types available from CONTRACTORS pursuant 
to their Framework or other relevant contract 

M MF 

CS 

FA 

CA 

5.3.4  The CONTRACTOR shall create and maintain a 
catalogue of Service Types available in relation 
to GCN Services and SIM Services 

M DU 

SIMC 

GCN 

SIM 

5.3.5  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to each 
Service Type Instance is recorded and 
maintained in the SIM infrastructure according to 
their respective responsibilities identified in the 
PSN service model as may be amended in a 

M CC 

DU 

GSA 

PSN 

DNSP 

GCN 

CA 
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Reference Statement of Requirement Priority Agreement Party 

Call-Off contract or other contract if a variant 
contracting structure is used 

 

5.4 Generic service management requirements and standards 
 
Generic requirements and standards relating to service management are set out in Table 14. 
 

Table 14 – Generic service management requirements and standards 
 

Reference Statement of Requirement Priority Agreement Party 

5.4.1  Information Technology Infrastructure Library 
(ITIL) version 3 terminology, Processes and Sub 
Processes will be used in the description, 
definition and operation of all service interfaces, 
and all overarching processes and procedures. 
The CONRACTOR and the Customer Authority 
shall present service information at all service 
interfaces using ITIL version 3 terminology, and 
adhere to ITIL best practice with regard to 
participation in overarching services processes 
and procedures. 

M CS 

DU 

GSA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.4.2  The Customer Authority and the CONTRACTOR 
shall have in place structured service 
management functions and processes, preferably 
adhering to ITIL best practice, which shall 
interface with the overarching processes and 
procedures defined within the PSN Operating 
Model and these Common Requirements 

M CS 

DU 

GSA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.4.3  The Customer Authority and the CONTRACTOR 
shall have in place internal service management 
functions and processes that comply with ITIL 
best practice Processes and Sub Processes 

S CS 

DU 

GSA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.4.4  The CONTRACTOR and the Customer Authority 
shall interface to, use, and keep up-to-date the 
Service Information Monitoring (SIM) systems, 
including Service Information Repository (SIR), 
by means of: 

·  A B2B interface with the Service 
Information Bus (SIB); or, 

·  the Service Management Information 

M CS 

DU 

GSA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

Portal (SMIP), using a manual User 
Interface (UI) if necessary 

5.4.5  The CONTRACTOR and the Customer shall 
maintain appropriately detailed records with 
regard to supporting dispute resolution 

M CS 

DU 

GSA 

SIMC 

MF 

C 

PSN 

DNSP 

GCN 

SIM 

5.4.6  The CONTRACTOR shall operate Operational 
Support Systems (OSS), or equivalent, capable 
of appropriate monitoring and reporting with 
regard to performance capacity management, 
and the management of Service Level 
Agreements (SLAs) and Service Level 
Guarantees (SLGs) 

M CS 

DU 

GSA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.4.7  The CONTRACTOR shall provide a ‘solution 
design’ and full Service specification for approval 

M CS 

DU 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.4.8  The CONTRACTOR shall provide a ‘proof of 
concept’ and/or test plan as appropriate 

M CS 

DU 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.4.9  The CONTRACTOR shall conduct testing against 
the full Service specification, reporting results as 
appropriate, and the Customer shall participate in 
such testing as required by the CONTRACTOR. 
This will include integration testing in relation to 
other PSN Services 

M CS 

DU 

SIMC 

PSN 

DNSP 

GCN 

SIM 

 

5.5 Service desks 
 
Requirements and standards relating to the operation of service desks are set out in Table 15. 
 

Table 15 – Requirements and standards relating to the operation of service desks 
 

Reference Statement of Requirement Priority Agreement Party 

5.5.1  The Customer shall have in place a Single Point M MF C 
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Reference Statement of Requirement Priority Agreement Party 

Of Contact (SPOC) service desk, or equivalent 
function 

CS 

5.5.2  The Customer SPOC, or equivalent, shall: 

·  provide end-users with a single point of 
contact in connection with all PSN 
Service Types, all PSN Service Type 
Instances and all Related Services 

·  adhere to the overarching service 
management processes for the PSN, 
which are defined within the PSN 
Operating Model and these Common 
Requirements; 

·  interface with SIM systems in accord with 
5.4.4 above; and 

·  interact with CONTRACTOR service 
desks according to the Customer 
Authority’s chosen deliver model 

M MF 

CS 

C 

5.5.3  The CONTRACTOR shall provide a service desk 
capability in relation to each or all Service Types 
offered and/or delivered 

M CS 

DU 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.5.4  The CONTRACTOR’s service desk(s) shall not 
be directly accessible to end-users, but shall be 
accessible to: 

·  Customer SPOCs, as appropriate; 

·  other CONTRACTOR service desks, as 
appropriate; and, 

·  certain designated Customer 
representatives 

The above shall apply for the scope of PSN 
Services consumed or proffered 

M CS 

DU 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.5.5  The Customer SPOC will have defined and 
published hours of operation 

M MF 

CS 

C 

5.5.6  The CONTRACTOR service desk(s) shall have 
defined, agreed and published hours of operation 

M CS 

DU 

GSA 

PSN 

DNSP 

GCN 
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Reference Statement of Requirement Priority Agreement Party 

ISPA 

SIMC 

SIM 

5.5.7  Where a CONTRACTOR’s service management 
processes are required to interact directly with 
those of a third party Related Service, and there 
is no corresponding process for the Related 
Service, the ‘transaction’ shall be passed to the 
third party responsible for the Related Service, 
the CONTRACTOR shall inform the Customer of 
this, and the ‘transaction’ shall be closed by the 
CONTRACTOR 

M CS 

DU 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

 

5.6 Overarching Service Request management process 
 
Overarching process and principle participant activities/responsibilities 
 
The overarching PSN process for Service Request management will be the process set out in 
Figure 4, below. For the purposes of articulating commercial responsibilities and requirements, 
further detail on this process is set out in Figure 5, below, and the principle participant activities 
and responsibilities in this process are described in Table 16. Note that the process intentionally 
excludes: 
 

·  Detailed ordering and provisioning processes within suppliers, Customer Authorities 
and Framework Authorities. In the case of Ocean, the Ocean Framework Authority (i.e. 
OGCbs) may prescribe detailed ordering procedures. 

·  Processes for the maintenance and provision of standard PSN service catalogues, 
which will specify the Service Types available for purchase, alongside the 
characteristics of each Service Type. In the case of Ocean, the service catalogue will 
be maintained by the Ocean Framework Authority (i.e. OGCbs.) 

·  Processes by which individual PSN Service Providers confirm their Supply Elements 
and associated supply agreements. These are internal to the service providers. 

·  Processes for running further competitions, resulting in new Service Types or new 
categories of Service Types being added to the PSN catalogue via change control. 
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Figure 4 - Overarching PSN Service Request management process 
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Figure 5 - The overarching PSN Service Request process 
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Table 16 - Key activities and participant responsibilities for the overarching PSN Service Request process 
 

Key Activity Participant Responsibility 

Ref Name User ICT Function SPOC SIM PSN SP GCN SP 

SR1 Determining Service 
Types required 

Consumer 
determines what STs 
are required 

Consumer 
determines what STs 
are required 

- - - - 

SR2 Raising a Service 
Request 

- Consumer raises 
Service Request for 
required Service 
Types 

Lodges Service 
Request detail in 
SIM systems 

- - - 

SR3 Check validity of 
Service Request 

- Provides additional 
information and 
amends Service 
Request where 
appropriate or 
necessary 

Checks Service 
Request is valid 
and complete, 
ensures 
Consumer  is 
capable of 
consuming 
service, and 
confirms Related 
Services 

Provides service 
definition 
information  

Clarifies service 
needs with 
consumer 

- 

SR4 Clarify Supply 
Elements 

- - - Provides service 
definition 
information where 
relevant (e.g. 
where a PSN 
Service is a 
Supply Element in 
a Peer Plus 

Confirms its 
supply 
agreements 
and/or settlement 
for Supply 
Elements 

Confirms any 
incremental  GCN 
Service 
requirements to 
PSN Service 
Provider 
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Key Activity Participant Responsibility 

Ref Name User ICT Function SPOC SIM PSN SP GCN SP 

delivery model) 

SR5 Confirm Consumer’s 
Supply Chain and 
delivery 

- - Agrees 
Consumers 
Supply Chain, 
and confirms third 
party supply for 
Related Services 
if necessary 

- Plans service 
delivery to 
Consumer, 
conducts site 
surveys where 
appropriate 

- 

SR6 Confirm Service 
Request 

- Agrees Service 
Request detail and 
delivery 

Confirms Service 
Request with 
Consumer 

- Confirms Service 
Request with 
Consumer 

- 

SR7 Provisioning Remains informed of 
delivery progress, 
and undertakes any 
required acceptance 
testing 

Places order(s) for 
service(s) with PSN 
SP, remains informed 
of delivery progress, 
conducts service 
implementation 
reviews, ensures user 
can perform 
acceptance testing, 
confirms delivery 

Coordinates PSN 
SP deployments 
(from the 
perspective of the 
Consumer), 
conducts reviews, 
confirms delivery 

Receives updates 
to Service 
Information 
Repository for 
service supply 
and consumption 
as PSN SPs bring 
services online 

Validates order, 
manages service 
delivery and 
deployment, 
manages its 
Supply Elements, 
informs SIM of 
service 
deployment 

Validates order 
from PSN SP 
where 
appropriate, 
manages service 
delivery and 
deployment, 
informs SIM of 
service 
deployment  

SR8 Service Fulfilment - Agree effective and 
completion dates 

Close Service 
Request, update 
SIM 

Receives updates 
to Service 
Information 
Repository for 
service 
consumption 

- - 
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Detailed process requirements 
 
Requirements pertaining to the overarching PSN Service Request management process are set 
out in Table 17. 
 

Table 17 – Requirements relating to the overarching PSN Service Request management process 
 

Reference Statement of Requirement Priority Agreement Party 

5.6.1  The Customer and the CONTRACTOR shall 
follow the overarching Service Request 
management process set out in Figure 5, above, 
and work in accord with the principle activities 
and responsibilities for this process as set out in 
Table 16, above. This will apply when a 
Customer or CONTRACTOR is involved in any 
activity requesting, moving, adding, changing, 
deactivating or removing a Service Type Instance 

M CS 

MF 

DU 

GSA 

SIMC  

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

Relating to activity SR1 in Table 16 and Figure 5 – Determining Service Types Required 

5.6.2  The Customer Authority [or its Agent] shall act as 
an ‘intelligent customer’ and shall determine: 

·  the Service Type(s) it requires; 

·  the Service Type Instance(s) it requires; 

·  any Related Services needed as part of 
the Supply Chain for the Service Type 
Instance(s); and 

·  any moves, additions and/or changes to 
existing Services Type Instances or 
Related Services 

M CC 

MF 

 

CA 

 

5.6.3  The Customer [or its Agent] shall select PSN 
Services by one of two means, as follows: 

·  Selecting the required [or required 
combinations of] existing Service Types 
from an agreed PSN service catalogue; or 

·  Undertaking a further competition 
resulting in the creation of new PSN 
Service Types for an agreed PSN service 
catalogue 

New Service Types will be subject to the 
overarching PSN Change Management process 

M CC 

F 

MF 

C 

Relating to activity SR2 in Table 16 and Figure 5 – Raising a Service Request 

5.6.4  Service Requests shall be for one or more of the 
following: 

M CC CA 
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Reference Statement of Requirement Priority Agreement Party 

·  New Service Type Instances, but not new 
Service Types 

·  Moves, additions, changes, deactivations 
or removals of existing Service Type 
Instances 

New Service Types will be subject to the 
overarching PSN Change Management process 

5.6.5  Service Requests shall include the minimum 
amount of Service Type Instance information 
required to populate the Service Information 
Repository (SIP) within the Service Information 
Monitoring (SIM) systems. As a minimum, this 
shall include: 

·  Customer and CONTRACTOR 
identification as appropriate; 

·  the Service Type;  

·  the order type, this being a new STI, or a 
move, addition, change, deactivation, or 
removal of an existing STI; 

·  the Service Type Instance(s) affected, for 
Service Requests affecting existing 
Service Type Instances; 

·  the relevant Service Delivery Point(s); 

·  any particular Information Assurance or 
security requirements; 

·  any appropriate information pertaining to 
Business Continuity for the STI required; 

·  details of any Related Service(s); 

·  details of any new or existing Service 
Type Instances to be used; and, 

·  any changes to existing Services Type 
Instances to be implemented 

M CC C 

5.6.6  Service Requests may contain other information 
as determined appropriate by a Framework 
Authority, Customer Authority or CONTRACTOR 

W CS 

GSA  

ISPA 

C 

PSN 

DNSP 

GCN 

5.6.7  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to each 
Service Request is recorded and maintained in 

M GSA 

CC  

CA 

PSN 
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Reference Statement of Requirement Priority Agreement Party 

the SIM infrastructure according to their 
respective responsibilities identified in the PSN 
service model, as may be amended in a Call-Off 
contract. This shall include the status of the 
Service Request as appropriate 

ISPA DNSP 

GCN 

5.6.8  Service Requests shall be submitted by the 
Customer Authority across service boundary 1 (a 
or b), as identified in Figure 3, provided in section 
5.1 of this document 

M CC  

ISPA 

CA 

PSN 

DNSP 

Relating to activity SR3 in Table 16 and Figure 5 – Checking validity of a Service Request 

5.6.9  The CONTRACTOR shall check the validity of 
each Service Request by: 

·  checking that all required information is 
present and correct; 

·  it can meet the Service Request in terms 
of service provision; and, 

·  checking that all relevant PSN CoCo, Cop 
and CoICO agreements and approvals 
are in place 

M CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

5.6.10  Where necessary, the CONTRACTOR and the 
Customer Authority shall clarify precise 
requirements 

S CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

CA 

5.6.11  Failing any required clarification between the 
CONTRACTOR and the Customer Authority, the 
Service request shall be cancelled 

C CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

CA 

5.6.12  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to each 
Service Request is maintained in the SIM 
infrastructure systems according to their 
respective responsibilities, as may be amended 
in a Call-Off contract 

M GSA 

CC  

ISPA 

CA 

PSN 

DNSP 

GCN 

Relating to activity SR4 in Table 16 and Figure 5 – Clarifying Supply Elements 

5.6.13  The CONTRACTOR shall clarify and confirm the 
Supply Elements for the Service Type 
Instance(s) described in each Service Request 

M CC  

ISPA 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

5.6.14  Where necessary/appropriate the PSN Service 
Provider shall clarify and confirm its incremental 
GCN Supply Elements with the GCN Service 
Provider 

M CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

5.6.15  The GCN Service Provider shall ensure that 
integrity, performance and capacity on the GCN 
are appropriate to delivery of the Service 
Request, notifying the relevant parties where this 
is not the case 

M GSA 

DU 

GCN 

5.6.16  The CONTRACTOR shall ensure that information 
relating to each Service Element is maintained in 
the SIM infrastructure systems, as may be 
amended in a Call-Off contract 

M GSA 

CC  

ISPA 

PSN 

DNSP 

GCN 

Relating to activity SR5 in Table 16 and Figure 5 – Confirming Supply Chain 

5.6.17  The Customer Authority shall confirm the Supply 
Chain to be used for the Service Type Instance, 
including details of any Related Services 

M CC CA 

5.6.18  The CONTRACTOR shall ensure that information 
relating to the Service Request is maintained in 
the SIM infrastructure systems, including: 

·  details of Supply Elements 

·  the performance parameters and service 
level targets for the Service Type 
Instance, to the extent required for 
service interdependency analysis; and, 

·  the target provisioning date, where 
applicable 

M CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

5.6.19  The Customer Authority shall ensure that 
information relating to the Service Request is 
maintained in the SIM infrastructure systems, 
including: 

·  details of any Related Service(s) 

·  the performance parameters and service 
level targets for the Related Service(s), to 
the extent required for service 
interdependency analysis; and, 

·  the target provisions date(s), where 
applicable 

M CC CA 

Relating to activity SR6 in Table 16 and Figure 5 – Confirming Service Request 
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Reference Statement of Requirement Priority Agreement Party 

5.6.20  The Customer Authority shall confirm the Service 
Request with the CONTRACTOR by way of an 
appropriate ‘order’, submitted across service 
boundary 1 (a or b), as identified in Figure 3, 
provided in section 5.1 of this document 

M CC 

GSA  

ISPA 

CA 

PSN 

DNSP 

5.6.21  The ‘order’ and Service Request confirmation 
shall include as a minimum: 

·  the information mandated as a minimum 
in preceding activities under this 
overarching PSN Service Request 
process; 

·  a firm agreed provisioning date; and, 

·  the performance parameters and service 
level targets for the Service Type 
Instance, to the extent required for 
service interdependency analysis by the 
Service Information Monitoring systems 

M CC 

GSA  

ISPA 

CA 

PSN 

DNSP 

5.6.22  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to the 
Service Request is maintained in the SIM 
infrastructure systems according to their 
respective responsibilities, as may be amended 
in a Call-Off contract 

M GSA 

CC  

ISPA 

CA 

PSN 

DNSP 

GCN 

Relating to activity SR7 in Table 16 and Figure 5 – Provisioning 

5.6.23  The CONTRACTOR shall manage provisioning 
for each of the Supply Elements that form part of 
the Service Type Instance 

M CC 

GSA  

ISPA 

PSN 

DNSP 

GCN 

5.6.24  The Customer Authority shall manage 
provisioning for any Related Service(s) that form 
part of the Service Type Instance 

M CC  CA 

5.6.25  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to the 
Service Request is maintained in the SIM 
infrastructure systems according to their 
respective responsibilities, as may be amended 
in a Call-Off contract 

M GSA 

CC  

ISPA 

CA 

PSN 

DNSP 

GCN 

5.6.26  The CONTRACTOR and the Customer Authority 
shall perform appropriate ‘acceptance testing’ 
across Supply Elements and Related Services to 
ensure intended operation of the Service Type 

M GSA 

CC 

ISPA 

CA 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

Instance ‘ordered’. GCN 

5.6.27  The CONTRACTOR and the Customer Authority 
will manage any ‘acceptance’ disputes in accord 
with relevant contract provisions and supply 
arrangements. Where such disputes involve 
existing PSN Services then the overarching PSN 
Major Incident process will apply in the first 
instance 

M GSA 

CS 

SIMC 

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

Relating to activity SR8 in Table 16 and Figure 5 – Fulfilment 

5.6.28  The CONTRACTOR and Customer Authority 
shall agree a fulfilment date, which shall include 
a time of day as well as a date if required 

M GSA 

CS 

SIMC 

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

5.6.29  The CONTRACTOR and the Customer Authority 
shall ensure that information relating to the 
Service Request is maintained in the SIM 
infrastructure systems according to their 
respective responsibilities, as may be amended 
in a Call-Off contract 

M GSA 

CC  

ISPA 

CA 

PSN 

DNSP 

GCN 

5.6.30  The Customer Authority shall close the Service 
Request 

M CC CA 

 
 
Service Request performance standards 
 
Standards pertaining to the performance of the overarching PSN Service Request management 
process are set out in Table 18. 
 

Table 18 - Standards relating to performance of the overarching PSN Service Request management process 
 

Reference Statement of Requirement Priority Agreement Party 

5.6.31  Measure: Accuracy of Service Request 
information at all process stages 

Responsibility: The Customer Authority and the 
CONTRACTOR 

Target: 100% 

S CC CA 

5.6.32  Measure: Time for the CONTRACTOR and the 
Customer Authority to update the SIM systems 

M CC 

GSA 

CA 

PSN 
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Reference Statement of Requirement Priority Agreement Party 

with new or amended Service Type Instance 
information, at any given process stage 

Responsibility: The CONTRACTOR and the 
Customer Authority for their respective updates 

Target: 24 hours 

SIMC DNSP 

GCN 

SIM 

5.6.33  Measure: Time for the CONTRACTOR to check 
the validity of a Service Request, assuming no 
clarification is required 

Responsibility: CONTRACTOR 

Target: 24 hours 

S CC 

GSA 

PSN 

DNSP 

GCN 

5.6.34  Measure: Time for the Customer Authority to 
clarify Related Services 

Responsibility: CONTRACTOR 

Target: 24 hours 

S CC CA 

5.6.35  Measure: Time for the CONTRACTOR to clarify 
Supply Elements and confirm provisioning lead 
time for Supply Elements 

Responsibility: Customer Authority 

Target: 24 hours 

S CC 

GSA 

PSN 

DNSP 

GCN 

5.6.36  Measure: Time to confirm Service Request 
following clarifications 

Responsibility: Customer Authority 

Target: 24 hours 

S CC CA 

5.6.37  Measure: Time to agree service fulfilment 
following successful acceptance testing 

Responsibility: Customer Authority 

Target: 24 hours 

M CC CA 

 

5.7 Overarching Incident management process 
 
Overarching process and principle participant activities/responsibilities 
 
The overarching PSN process for Incident management will be the process set out in Figure 6. For 
the purposes of articulating commercial responsibilities and requirements, further detail on this 
process is set out in Figure 7, below, and the principle participant activities and responsibilities in 
this process are described in Table 19. Note that the process intentionally excludes: 
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·  Processes internal to any service desk, including the Customer SPOC. 
·  Systems or tooling used by any service desk, including the Customer SPOC. 
·  Service Providers’ Operational Support System (OSS) processes or tooling. 
·  Incident or Major Incident for non-PSN Services. 
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Figure 6 – Overarching PSN Incident management process 
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Figure 7 – The overarching PSN Incident management process 
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Table 19 - Key activities and participant responsibilities for the overarching PSN Incident management process 
 

Key Activity Participant Responsibility 

Ref Name User ICT Function SPOC SIM PSN SP GCN SP 

I1 Detect and Alert - - - - Monitor for 
service affecting 
Incidents and 
update SIM 

Monitor for 
service affecting 
Incidents and 
update SIM 

I2 Raising an Incident 
Report 

User reports Incident - Log user reported 
Incident in own 
service desk 
system 

- - - 

I3 Incident Triage - - Conduct triage on 
incident and 
perform initial 
analysis 

Provide service 
information on 
status of Service 
Type Instances 

- - 

I4 Allocate Incident - - Create new 
Incident assigned 
to PSN SP, based 
on allocation 
indicated by SIM 
systems, lodge 
Incident on SIM 
systems, escalate 
to Major Incident 
Management if a 
P1 Incident, 
escalate to 
Problem 
Management if 

Accept relevant 
information about 
service events 
(i.e. Incidents, 
Notifications and 
Resolutions) and 
updates to 
Service 
Information 
Repository, 
determine the 
affected and 
interested parties 

Receive alerts 
from SIM systems 

Receive alerts 
from SIM systems 
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Key Activity Participant Responsibility 

Ref Name User ICT Function SPOC SIM PSN SP GCN SP 

known problem and alert them 

I5 Accept Allocation - - - As I4 Log service 
event/alert, 
analyse and 
confirm ownership 
of Incident and 
communicate 
decision to SIM. If 
rejecting or 
unable to resolve 
Incident alone, 
escalate to Major 
Incident 

Log service 
event/alert, 
analyse and 
confirm ownership 
of Incident and 
communicate 
decision to SIM. If 
rejecting or 
unable to resolve 
Incident alone, 
escalate to Major 
Incident 

I6 (a, 
b, c) 

Manage Incident - - Track Incident 
progress 
notifications from 
SIM, keep 
Consumer/user 
informed 

As I4 Manages 
allocated Incident 
to resolution and 
provide updates 
to SIM 

Manages 
allocated Incident 
to resolution and 
provide updates 
to SIM 

I7 Confirm Incident 
Resolved 

Test and confirm 
Incident resolved 

Review Incident 
resolution and 
confirm 

Review Incident 
resolution and 
confirm, notifies 
SIM of 
confirmation 

As I4 - - 
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Detailed process requirements 
 
Requirements pertaining to the overarching PSN Incident management process are set out in 
Table 20. 
 

Table 20 – Requirements relating to the overarching PSN Incident management process 
 

Reference Statement of Requirement Priority Agreement Party 

5.7.1  The Customer and the CONTRACTOR shall 
follow the overarching Incident management 
process set out in Figure 7, above, and work in 
accord with the principle activities and 
responsibilities for this process as set out in 
Table 19, above. This will apply when a 
Customer or CONTRACTOR is involved in any 
Incident management activity for a Service Type 
Instance. 

M CS 

MF 

DU 

GSA 

SIMC  

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

Relating to activity I1 in Table 19 and Figure 7 – Detect and alert 

5.7.2  The Customer Authority and/or Framework 
Authority and the CONTRACTOR shall define 
and agree, as part of the Service Type definition 
for the service catalogue, the Service Levels that 
shall apply for each Service Type, including the 
performance thresholds applying for “Degraded,” 
“Unavailable” and “Oversubscribed.” 

M F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.7.3  For each Service Type Instance, the Service 
Levels and performance thresholds applying for 
“Degraded,” “Unavailable” and “Oversubscribed” 
shall form part of the Service Request 
information communicated to the Service 
Information Monitoring (SIM) systems by the 
CONTRACTOR or Customer Authority as 
appropriate 

M CC 

GSA 

ISPA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.7.4  The CONSTRACTOR shall monitor the 
performance of its Services 

M CS 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.7.5  Where the CONTRACTOR detects an Incident or 
Incidents affecting the performance of its 
Services, the CONTRACTOR shall declare the 
Incident or Incidents by updating the Service 
Information Monitoring (SIM) systems at least in 
accord with the performance standards set out in 

M CC 

GSA 

SIMC 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

this document section (5.7). The update to the 
SIM systems shall include: 

·  the Service Type Instance(s) affected 

·  the Supply Elements affected 

·  the overall impact of the Service Type 
Instance, i.e. “Degraded,” 
“Unavailable” or “Oversubscribed” 

Relating to activity I2 in Table 19 and Figure 7 – Raising an Incident Report 

5.7.6  The Customer Authority’s end-users shall report 
Incidents to the Customer Authority’s Single 
Point Of Contact service desk (SPOC) 

M CS CA 

5.7.7  Regardless of the cause or origin of an Incident, 
the Customer Authority SPOC shall be 
responsible for all interactions, communications 
and updates with the end-user 

M CS CA 

5.7.8  End-users shall not be required to contact any 
other service desk in addition to their designated 
SPOC 

S CS 

 

CA 

5.7.9  The Customer Authority SPOC shall log the 
Incident in its internal service desk system and 
collect all relevant Incident details required to 
support activity I3, Incident Triage 

M CS CA 

 

5.7.10  The Customer Authority shall ensure that 
Information Security issues are reported and 
managed as service Incidents 

M CS  CA 

Relating to activity I3 in Table 19 and Figure 7 – Incident Triage 

5.7.11  The Customer Authority SPOC shall conduct an 
initial analysis of the Incident reported using 
information given by the end-user, information 
available from the SIM systems and any further 
information available to the SPOC (e.g. in 
relation to a Related Service). This shall lead to 
an initial decision by the Customer Authority 
SPOC on Incident allocation 

M CS 

 

CA 

Relating to activity I4 in Table 19 and Figure 7 – Allocate Incident 

5.7.12  Where the Customer Authority SPOC determines 
an Incident allocation, the SPOC shall update the 
SIM systems with details of the Incident and its 
allocation, to include the Service Type 

M CC  

 

CA 
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Reference Statement of Requirement Priority Agreement Party 

Instance(s) affected, the Incident priority based 
on impact thresholds agreed in service definition, 
and further details as may be agreed between 
the CONTRACTOR and the Customer Authority 
during service definition or Service Request 

5.7.13  Where the Customer Authority SPOC cannot 
determine an Incident allocation, the SPOC shall 
update the SIM systems with details of the 
Incident and allocate the Incident to all 
appropriate CONTRACTORS in the Supply 
Chain for the Service Type Instance(s) in 
question. The update of the SIM systems shall 
include the Incident priority based on impact 
thresholds agreed in service definition, and 
further details as may be agreed between the 
CONTRACTOR and the Customer Authority 
during service definition or Service Request 

M CC CA 

5.7.14  The CONTRACTOR shall accept Incident alerts 
from the SIM systems 

M CS 

DU 

SIMC 

PSN 

DNSP 

GCN 

SIM 

Relating to activity I5 in Table 19 and Figure 7 – Accept Allocation 

5.7.15  Upon receipt of an Incident alert from the SIM 
Systems, the CONTRACTOR shall analyse and 
investigate the Incident report, and either accept 
or reject the Incident allocation 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.7.16  Where the CONTRACTOR accepts the Incident 
allocation, or where the CONTRACTOR 
identified the Incident through monitoring, then 
the CONTRACTOR shall update the SIM 
systems accordingly and then be responsible for 
managing the Incident through to resolution 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.7.17  Where the CONTRACTOR rejects the Incident, 
or where the CONTRACTOR is unable to 
manage the Incident alone, then the 
CONTRACTOR shall update the SIM systems 
accordingly 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.7.18  The Customer Authority SPOC shall accept 
Incident updates from the SIM systems 

M CS CA 
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Reference Statement of Requirement Priority Agreement Party 

5.7.19  Where an Incident allocation is rejected by the 
CONTRACTOR, the Customer Authority SPOC 
shall, at its option: 

·  re-analyse and reallocate the Incident in 
accord with activities I3 and I4 of the 
overarching PSN Incident management 
process; or, 

·  escalate the Incident into the overarching 
PSN Major Incident process 

M CS CA 

Relating to activity I6 (a, b, c) in Table 19 and Figure 7 – Manage Incident 

5.7.20  The CONTRACTOR shall manage the Incident 
through to resolution, keeping the SIM systems, 
the Customer Authority SPOC and the service 
desks of affected parties updated accordingly. 
Updates shall include: 

·  actions taken to diagnose and resolve the 
Incident 

·  contacts with affected parties 

·  estimated time to resolve 

·  known problems 

·  related Incidents 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

Relating to activity I7 in Table 19 and Figure 7 – Confirm Incident Resolved 

5.7.21  The Customer Authority shall review and verify 
that the Incident has been resolved. This shall 
include any required testing to confirm that the 
Incident has been resolved 

M CS CA 

5.7.22  The Customer Authority shall close the Incident, 
and the CONTRACTOR and the Customer 
Authority shall ensure that information relating to 
the Incident is updated in the SIM infrastructure 
systems according to their respective 
responsibilities, as may be amended in a Call-Off 
contract 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

 
Incident management performance standards 
 
Standards pertaining to the performance of the overarching PSN Incident management process 
are set out in Table 21. 
 

Table 21 - Standards relating to performance of the overarching PSN Incident management process 
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Reference Statement of Requirement Priority Agreement Party 

5.7.23  Measure: Time to update Service status on the 
SIM systems upon identification of an Incident 
through monitoring 

Responsibility: The CONTRACTOR 

Target: 15 minutes 

S CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.7.24  Measure: Time to allocate incident following 
Incident report from end-user 

Responsibility: The Customer Authority 

Target: Monitored only 

C CC 

 

CA 

 

5.7.25  Measure: Completeness of Incident information 
updated to SIM systems 

Responsibility: The Customer Authority and the 
CONTRACTOR 

Target: 100% 

M CS 

GSA 

SIMC 

ISPA 

CA 

PSN 

DNSP 

GCN 

SIM 

5.7.26  Measure: Time to respond to Incident allocation 
with acceptance or rejection with reasons 

Responsibility: The CONTRACTOR 

Target: 15 minutes 

S CC CA 

5.7.27  Measure: Time to resolve Incident 

Responsibility: The CONTRACTOR 

Target: According to agreed Service Levels 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

 

5.8 Overarching Major Incident management processes 
 
Overarching process and principle participant activities/responsibilities 
 
The overarching PSN process for Major Incident management will be the process set out in Figure 
8. For the purposes of articulating commercial responsibilities and requirements, further detail on 
this process is set out in Figure 9, below, and the principle participant activities and responsibilities 
in this process are described in Table 22. Note that the process intentionally excludes: 
 

·  Processes internal to any service desk, including the Customer SPOC. 
·  Systems or tooling used by any service desk, including the Customer SPOC. 
·  Service Providers’ Operational Support System (OSS) processes or tooling. 
·  Incident or Major Incident for non-PSN Services. 
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Figure 8 - Overarching PSN Major Incident management process 
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Figure 9 - The overarching PSN Major Incident management process 
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Table 22 - Key activities and participant responsibilities for the overarching PSN Major Incident management process 
 

Key Activity  Participant Responsibility 
Ref Name User ICT 

Function 
SPOC SIM PSN SP GCN SP JMIT 

P1 Detect and Alert - - Respond to 
escalation 
decisions, 
determine nature 
of triggering 
Incident from SIM 
and prioritisation 
for major incident 

Provide 
information on 
service Incident 
that triggered 
the major 
incident, provide 
service contacts 

Respond to 
escalation 
decisions, 
determine nature 
of triggering 
Incident from SIM 
and prioritisation 
for major incident 

Respond to 
escalation 
decisions, 
determine nature 
of triggering 
Incident from SIM 
and prioritisation 
for major incident 

- 

P2 Form Joint Major 
Incident Team 
(JMIT) 

- - Respond to 
requests to form 
an ad-hoc JMIT 
and help form the 
virtual team 

- Respond to 
requests to form 
an ad-hoc JMIT 
and help form the 
virtual team 

Respond to 
requests to form 
an ad-hoc JMIT 
and help form the 
virtual team 

- 

P3 Track & Support 
JMIT 

- - Provide resource 
and support to 
the JMIT and 
track its progress, 
notify applicable 
SLA/G failures to 
appropriate body 

- Provide resource 
and support to 
the JMIT and 
track its progress, 
notify applicable 
SLA/G failures to 
appropriate body 

Provide resource 
and support to 
the JMIT and 
track its progress, 
notify applicable 
SLA/G failures to 
appropriate body 

- 

P4 Track Major 
Incident 

- Accept 
notifications 
from SIM on 
Incident 

Accept 
notifications from 
SIM on Incident 

Accept relevant 
information 
about service 
events (i.e. 
Incidents, 
Notifications and 
Resolutions) 
and updates to 

Accept 
notifications from 
SIM on Incident 

Accept 
notifications from 
SIM on Incident 

- 
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Key Activity  Participant Responsibility 
Ref Name User ICT 

Function 
SPOC SIM PSN SP GCN SP JMIT 

Service 
Information 
Repository, 
determine the 
affected and 
interested 
parties and alert 
them 

P5 Manage Major 
Incident 

- - - - - - Manages 
allocated major 
incident to 
resolution and 
provide updates 
to SIM, disband 
virtual team 
when complete 

P6 Close Incident - - Upon JMIT 
completion 
confirm and close 
incident 

- Upon JMIT 
completion 
confirm and close 
incident 

- - 
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Detailed process requirements 
 
Requirements pertaining to the overarching PSN Major Incident management process are set out 
in Table 23. 
 

Table 23 – Requirements relating to the overarching PSN Major Incident management process 
 

Reference Statement of Requirement Priority Agreement Party 

5.8.1  The Customer and the CONTRACTOR shall 
follow the overarching Major Incident 
management process set out in Figure 9, above, 
and work in accord with the principle activities 
and responsibilities for this process as set out in 
Table 22, above. This will apply when a 
Customer or CONTRACTOR is involved in any 
Major Incident activity for PSN Services 

M CS 

MF 

DU 

GSA 

SIMC  

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

5.8.2  Incidents subject to this process shall be: 

·  Major Incidents; 

·  Incidents for which an allocation 
cannot be determined; or, 

·  Incidents that are escalated from the 
Incident management process (as per 
5.7.19 above) 

M F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.8.3  The Customer and the CONTRACTOR shall 
cooperate in forming, resourcing and supporting 
a Joint Major Incident Team (JMIT), which shall 
operate as a virtual team 

M CS 

GSA 

ISPA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.8.4  Throughout Major Incident management, the 
Customer Authority and the CONTRACTOR shall 
ensure that information relating to the Major 
Incident is updated in the SIM infrastructure 
according to their responsibilities for relevant 
Service Type Instances and/or Related Services 

M CS 

GSA 

ISPA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.8.5  The Joint Major Incident Team shall be 
responsible for managing the Major Incident 
through to resolution 

M CS 

GSA 

ISPA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

5.8.6  The Customer Authority shall review and verify 
that the Incident has been resolved. This shall 
include any required testing to confirm that the 
Incident has been resolved 

M CS CA 

5.8.7  Only the Customer Authority shall be permitted to 
close the Incident, once it is satisfied of 
resolution 

M CS CA 

 
 
Incident management performance standards 
 
Standards pertaining to the performance of the overarching PSN Major Incident management 
process are set out in Table 24. 
 

Table 24 - Standards relating to performance of the overarching PSN Major Incident management process 
 

Reference Statement of Requirement Priority Agreement Party 

5.8.8  Measure: Completeness of Major Incident 
information updated to SIM systems 

Responsibility: The Customer Authority and the 
CONTRACTOR 

Target: 100% 

M CS 

GSA 

SIMC 

ISPA 

CA 

PSN 

DNSP 

GCN 

SIM 

5.8.9  Measure: Time to resolve Major Incident 

Responsibility: The CONTRACTOR(s) 

Target: According to agreed Service Levels 

M CS 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

 

5.9 Service level management 
 
Requirements and standards relating to service level management are set out in Table 25. 
 

Table 25 – Requirements and standards relating to service level management 
 

Reference Statement of Requirement Priority Agreement Party 

5.9.1  The Customer Authority and/or Framework 
Authority and the CONTRACTOR shall define 
and agree, as part of the Service Type definitions 
for the service catalogue, the Service Levels that 
shall apply for each Service Type, including the 

M F 

CC 

DU 

C 

PSN 

DNSP 
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Reference Statement of Requirement Priority Agreement Party 

performance thresholds applying for “Degraded,” 
“Unavailable” and “Oversubscribed.” 

GSA 

ISPA 

SIMC 

GCN 

SIM 

5.9.2  For each Service Type Instance, the Service 
Levels and performance thresholds applying for 
“Degraded,” “Unavailable” and “Oversubscribed” 
shall form part of the Service Request 
information communicated to the Service 
Information Monitoring (SIM) systems by the 
CONTRACTOR or Customer Authority as 
appropriate 

M CC 

GSA 

ISPA 

SIMC 

CA 

PSN 

DNSP 

GCN 

SIM 

5.9.3  The CONSTRACTOR shall monitor the 
performance of its Services against agreed 
Service Levels and raise alerts [on an STI by STI 
basis] in relation to Degraded, Unavailable or 
Oversubscribed Services in accord with the 
Incident management process 

M CS 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.9.4  The CONTRACTOR shall maintain detailed 
records with regard to its performance against 
Service Levels, and these records shall show the 
source information used to determine whether 
any Services were Degraded, Unavailable or 
Oversubscribed in addition to any detailed 
information for performance reporting agreed in 
defining the Services with the Customer 

M CS 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

 

5.10 Change management process 
 
The process, requirements and standards relating to change management are set out in Table 26. 
 

Table 26 – Requirements and standards relating to change management 
 

Reference Statement of Requirement Priority Agreement Party 

5.10.1  The following activities shall be subject to change 
management: 

·  Development and implementation of 
standards 

·  Introduction of new CONTRACTORS into 
the PSN environment 

·  Introduction of new Service Types into the 
PSN environment 

M F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

·  Removal of existing Service Types from 
the PSN environment 

5.10.2  Change Requests may be initiated by the 
CONTRACTOR or the Customer, or upon 
direction by the PSN Authority 

S F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.10.3  The PSN authority may introduce a Change 
Request based upon guidance from the PSN 
Governing Body, the GCN Governing Body, 
CESG or other advisory party 

M F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.10.4  The CONTRACTOR may raise a Change 
Request where its product/service development 
activities determine a change in the PSN 
Services that it offers. 

·  Where the change will affect only existing 
Service Types in only one service 
catalogue then this will be a matter for the 
relevant Framework Authority 

·  Where the change is the introduction of a 
new Service Type then the PSN Authority 
will work with Framework Authorities to 
consider whether this can be added to 
their Framework, which will be the 
preference over procurement 

S F 

CC 

DU 

GSA 

ISPA 

SIMC 

PSN 

DNSP 

GCN 

SIM 

5.10.5  The Customer may raise a Change Request 
where there is a requirement that cannot be 
fulfilled from an existing Framework service 
catalogue, or where existing Services must be 
replaced 

·  Where the change is the introduction of a 
new Service and the scope of the 
Framework covers the Service Type in 
question then this will be a matter for the 
relevant Framework Authority 

·  Where necessary, the PSN Authority will 

S MF 

MA 

F 

CC 

DU 

GSA 

ISPA 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

work with Framework Authorities to 
consider whether a new Service Type can 
be added to an existing Framework, 
which will be the preference over 
procurement 

5.10.6  Where a Change Request is raised to the PSN 
Authority, the PSN Authority core team shall 
appoint a Lead Authority. The Lead Authority 
shall be responsible for determining the 
implications of the change, and preparing any 
necessary Business Case for approval by the 
PSN Authority 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

PSN 

DNSP 

GCN 

SIM 

5.10.7  All Change Requests shall be assessed for 
impact by all relevant stakeholders, subject to 
any constraints with regard to commercial 
confidentiality. The Lead Authority shall be 
responsible for communication with stakeholders, 
acting as a clearing house for comments and 
questions from stakeholders 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.8  Upon review of a Change Request, each key 
stakeholder shall provide the Lead Authority with 
a statement covering: 

·  An impact assessment in relation to their 
systems, Services and activities 

·  Any direct and indirect cost implications 

·  Their assessment of any benefits or 
disadvantages 

·  Any capacity, availability or resilience 
considerations 

·  Any security impact 

·  Any technical, process or operational 
considerations 

·  Timescales and other constraints, where 
appropriate 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.9  The timescales for submission of statements in 
accord with 5.10.8 shall be subject to the 
complexity of the Change Request. However, the 
target timescale shall be ten working days and 
where this target is not achievable then an 
extension request shall be submitted within five 

M MF 

MA 

F 

CC 

C 

GCN 

SIM 

PSNGB 
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Reference Statement of Requirement Priority Agreement Party 

working days DU 

SIMC 

5.10.10  Where any elements of a submission in accord 
with 5.10.8 are commercially sensitive then the 
relevant stakeholder shall identify the sensitivities 
and, so far as possible, provide commentary that 
can be used in the public domain 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.11  The Lead Authority shall prepare any necessary 
Business Case for approval by the PSN 
Authority. 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.12  Any Business Case shall, so far as possible, be 
written for release into the public domain 

S MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.13  Required funding for the change shall be 
identified in the Business Case and is likely to 
break into a number of aspects. Ownership for 
each aspect should be identified 

S MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 

5.10.14  Where a change has an impact on the cost of 
services consumed by Customers, the Business 
Case should demonstrate the impact of funding 
flow.  Where any case is made for forced 
migration then this should demonstrate where 
funding for that forced migration should be made 
available from 

S MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSNGB 
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Reference Statement of Requirement Priority Agreement Party 

5.10.15  Once agreed, Change Requests are to be 
implemented through the contractual 
mechanisms and service processes applying 
across the PSN environment 

M MF 

MA 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSN 

DNSP 

5.10.16  The PSN Authority core team shall maintain a 
consolidated service catalogue 

M MA 

MF 

F 

CC 

DU 

SIMC 

C 

GCN 

SIM 

PSN 

DNSP 

5.10.17  Individual Framework Authorities, and Customer 
Authorities where appropriate, shall maintain a 
service catalogue in relation to the Service Types 
available under their Framework(s) or other 
relevant contracts 

M MA 

MF 

F 

CC 

C 

 

5.11 Security management 
 
Requirements and standards relating to security management are set out in Table 27. 
 

Table 27 – Requirements and standards relating to security management 
 

Reference Statement of Requirement Priority Agreement Party 

5.11.1  The Customer and the CONTRACTOR shall 
implement and operate an Information Security 
Management System (ISMS) 

M All All 

5.11.2  The ISMS shall ensure the confidentiality, 
integrity and Availability of assets, information, 
data and IT Services. 

M All All 

5.11.3  The ISMS shall include policy, processes, 
standards, guidelines and tools that ensure the 
Customer and the CONTRACTOR achieve their 
information security management objectives and 
the information security requirements required by 
the PSN 

M All All 
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Reference Statement of Requirement Priority Agreement Party 

5.11.4  All parties shall comply with the latest HMG 
Information Security Standards in force at any 
given time 

M All All 

5.11.5  The CONTRACTOR shall be responsible for the 
design, development, implementation, operation 
and administration of its user authentication 
procedures, including procedures it requires to: 

·  determine the right of the Customer to 
access services; 

·  verify the Customer’s rights when using 
services; 

·  determine the rights of access to common 
facilities, including the SIM infrastructure 
systems; and, 

·  verify the Customer’s rights when using 
common facilities 

M F 

CC 

ISPA 

DU 

SIMC 

GSA 

PSN 

DNSP 

SIM 

GCN 

5.11.6  The Customer shall follow the security 
procedures defined for each Framework Service 
used and for access to common facilities 

M MF 

CS 

C 

5.11.7  The CONTRACTOR and the Customer shall use 
the defined Incident management process in 
relation to Security Incidents, whilst also 
undertaking any other actions defined in security 
procedures for the Framework Service or other 
relevant policy 

M All All 

5.11.8  Serious security Incidents shall be escalated to 
the PSN Authority 

M All All 

5.11.9  The Customer and the CONTRACTOR shall 
commission a security audit, to be undertaken by 
an independent organisation approved by the 
PSN Authority, after any serious breach of 
security 

M All All 

5.11.10  All parties shall agree and implement any 
decision or remedial actions following audit, 
resulting from escalation of a serious security 
incident 

M All All 
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5.12 Configuration and release management 
 
Requirements and standards relating to configuration and release management are set out in 
Table 28. 
 

Table 28 – Requirements and standards relating to configuration and release management 
 

Reference Statement of Requirement Priority Agreement Party 

5.12.1  The CONTRACTOR shall be responsible for 
configuration and release management in 
connection with its Service Types and Service 
Type Instances, subject to any specific Customer 
requirements set out in a Call-Off contract or 
other relevant Customer Authority contract 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.12.2  The CONTRACTOR shall maintain detailed 
configuration and release management records, 
to be made available if required in dispute 
resolution 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.12.3  Any releases that may impact other Service 
Types or Service Type Instances shall be agreed 
by the CONTRACTOR with the Customer, and 
other CONTRACTORS where appropriate, in 
advance of the release. Where appropriate, this 
will be coordinated through the Change 
management process 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

 

5.13 Availability and capacity management 
 
The requirements and standards relating to availability and capacity management are set out in 
Table 29. 
 

Table 29 – Requirements and standards relating to availability and capacity management 
 

Reference Statement of Requirement Priority Agreement Party 

5.13.1  The CONTRACTOR shall be responsible for 
availability and capacity management in 
connection with its Service Types and Service 
Type Instances, subject to any specific Customer 
requirements set out in a Call-Off contract or 
other relevant Customer Authority contract 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 
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Reference Statement of Requirement Priority Agreement Party 

5.13.2  The CONTRACTOR shall maintain detailed 
availability and capacity management records, to 
be made available if required in dispute 
resolution 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.13.3  The CONTRACTOR shall ensure that it provides 
for sufficient capacity to meet agreed Service 
Levels for each Service Type and Service Type 
Instance 

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

 

5.14 IT Service Continuity Management (ITSCM) 
 
Requirements and standards relating to IT Service Continuity Management are set out in Table 30. 
 

Table 30 – Requirements and standards relating to availability and capacity management 
 

Reference Statement of Requirement Priority Agreement Party 

5.14.1  The CONTRACTOR shall develop IT Service 
Continuity Plans for the Services it offers. These 
plans shall: 

·  define the activities required to recover 
Services; and 

·  identify the triggers for invocation, the 
people involved and the relevant 
communications undertaken  

M CS 

DU 

GSA 

SIMC 

ISPA 

PSN 

DNSP 

GCN 

SIM 

5.14.2  The Customer shall ensure that the 
CONTRACTOR’s IT Service Continuity Plan 
supports and meets the requirements of its 
Business Continuity Plans 

M CS 

 

C 

 

5.14.3  All parties shall have contingency arrangements 
in place with regard to: 

·  GCN service continuity issues; and, 

·  service continuity issues with common 
facilities, including the SIM infrastructure 
systems 

S All All 
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5.15 Continual Service Improvement 
 
Requirements and standards relating to Continual Service Improvement are set out in Table 31. 
 

Table 31 – Requirements and standards relating to availability and capacity management 
 

Reference Statement of Requirement Priority Agreement Party 

5.15.1  The Customer and the CONTRACTOR shall 
work to continually improve Services, deploying 
best practice as appropriate 

S CS 

DU 

GSA 

SIMC 

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

5.15.2  Recommendations for service improvement, 
including ‘lessons learned’, shall be reported to 
the PSN Authority on a monthly basis 

S CS 

DU 

GSA 

SIMC 

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 

5.15.3  The PSN Authority shall establish a Continuous 
Service Improvement forum, which shall meet on 
a quarterly basis to discuss and agree best 
practice and ‘lessons learned’. The Customer 
and the CONTRACTOR shall be expected to 
attend this forum. 

S CS 

DU 

GSA 

SIMC 

ISPA 

C 

PSN 

DNSP 

GCN 

SIM 
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6 Commercial model and governance regime 

6.1 Commercial model 
 
6.1.1 The PSN Commercial Model covers, to the extent relevant in order to describe the PSN 

Operating Model: 
 

·  the relationships of the PSN Authority and public and private sector bodies as required 
for the delivery and governance of PSN Services; 

·  the relationship between Framework Authorities and PSN Consumers (i.e. Customer 
Authorities) that will purchase services as a Call-Off from a PSN Framework; 

·  the relationship between Framework Authorities and PSN Service Providers under the 
PSN Frameworks; 

·  the relationship between PSN Service providers and PSN Consumers for service 
delivery under a Call-Off from a PSN Framework; 

·  the ‘Undertakings’ of GCN Service Providers, including those with regard to ‘fairness’ 
where the same suppliers operate as PSN Service providers; and, 

·  the commercial arrangements between PSN Service Providers, GCN Service Providers 
and non-PSN service providers, to the extent that the public sector should be interested 
in the form and content of them. 

 
6.1.2 The Commercial Model is set out in the PSN Operating Model. Customers and 

CONTRACTORS are expected to comply with the model and its associated requirements. 

6.2 Governance regime 
 
6.2.1 The purpose of the PSN governance regime is to ensure that there are defined processes 

and responsibilities for the governance of all aspects of the PSN. The governance regime 
is set out in the PSN Operating Model. Customers and CONTRACTORS are expected to 
comply with the model and its associated requirements. 
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Appendix B: Impact Level definitions 
 
Further information at: 
http:///www.cesg.gov.uk/policy_technologies/policy/media/business_impact_tables.pdf 
 
 

Impact if the data is lost or 
stolen and misused  

Protective 
Marking  

Examples  

·  inconvenience to 
customers  

·  minor damage to the 
department’s standing 
or reputation  

PROTECT 
Impact Level 2  

·  Personal Data relating to any customer or 
member of staff such as a name, address or 
VAT number or National Insurance Number 
for which we have a duty of care. 

·  Combinations of data items all of which are 
in the public domain or which if put in the 
public domain could not cause economic 
harm to the customers concerned. 

·  substantial 
inconvenience or 
distress 

·  significant financial 
impact to the customer 

·  substantial damage to 
the department’s 
standing or reputation 

·  prejudice the 
investigation of or 
facilitate the 
commission of crime 

·  could have wider 
implications within 
government 

RESTRICTED 
Impact Level 3 

·  A complete customer record including 
personal financial and banking details. 

·  Volumes of “Protect” data about a 
reasonably large number (hundreds) of 
customers or staff 

·  A small multiple of complete customer 
records (remembering that the marking 
reflects the highest impact individual item) 

·  prejudice to the safety 
security or liberty of an 
individual 

·  impede the 
investigation or 
facilitate the 
commission of serious 
crime 

·  could have wider 
implications within 
government 

·  measurable impact to 
the UK economy 

CONFIDENTIAL 
Impact Level 4 

·  A large number of complete customer 
records (remembering that the marking 
reflects the highest impact individual item) 

·  A set of data relating to many customers 
which in combination could result in identity 
theft and fraud  against those customers (for 
example name, address, date of birth and 
credit card details)  
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Appendix C: Related documents 
 
This document refers to the definitions of certain core enabling infrastructure and services, each of 
which is provided as an addendum to the PSN Operating Model. A number of other related 
documents are also referenced. These further documents are explicit parts of the PSN Operating 
Model. These inter-related documents include: 

 
·  this ‘PSN Common Requirements’ document; 
·  the ‘PSN Operating Model’ 
·  a ‘GCN Service Description’; 
·  a ‘Service Information Monitor (SIM) Service Description’; 
·  a ‘Settlement Regime Description’; 
·  a ‘Statement of Fairness Provisions for GCN Service Providers’; and, 
·  draft CoICo, CoP and CoCo Agreements 

 
  


