


SECTION 9 FURTHER RESOURCES

ACTION FOR SCHOOL/DEPT INCIDENT MANAGEMENT TEAMS -
DEANS OF SCHOOLS/HEADS OF ACADEMIC/SERVICE DEPARTMENTS:

ACTIONED

1 Follow the advice given by the University Emergency Management
Team and any other relevant University policy or procedures.

2 Implement own School or Departmental plan for dissemination of
information and for providing advice to own department students and
staff. Note — all draft communications are to be approved by EMT
before publication.

3 Appoint a School and/or Department Liaison Officer to the Emergency
Management Team.

4 Address incoming enquiries to the Emergency Information Helpline —
ext xxxx

DISTRIBUTION LIST

All named team members:
IRT

EMT

Advisory Staff
Spokespersons

Support Staff

Disaster Recovery

Plus:

Deans of Schools

Heads of Departments
Area Safety Liaison Officers
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Further

Resources

Planning for Emergencies

For a wide range of emergency planning guidance visit the UK government
website:

www.ukresilience.info

Cabinet Office — Emergency Preparedness
http:/ /www.ukresilience.info/ preparedness / emergencyplanning.aspx

Cabinet Office - Emergency Response & Recovery
http:/ / www.ukresilience.info/ response / respondingagencies

Website of the Emergency Planning Society
www.emergplansoc.org.uk

Security Advice

Guidance on security issues and threat assessment
www.MI5.gov.uk

Security in HEIs

HEFCE Management of Security Services in Higher Education: Security Toolchest:
the UK Value for Money Steering Group (2002) —
http:/ / www.hefce.ac.uk/pubs/hefce/2002/02_30/ tchest.htm

Website of the Association of Chief Security Officers (UK)
www.aucso.org.uk

Website of the International Association of Campus Law Enforcement
www.iaclea.org

Related HEI Organisations

Website of CUBO; the professional membership body for the Directors of
University residential, business conference and hospitality services.
www.cubo.org.uk
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Website of the Association for Student Residential Accommodation
www.asra.ac.uk

Website of University Directors of Estates
http:/ /live.aude.netxtra.net/home
Risk Assessment and Emergency Planning

HEFCE Risk Management in higher education: A Guide to good practice, HEFCE
Feb 2005
http:/ /www.hefce.ac.uk/pubs/hefce/2005/05_11/

UUK (2002) Reducing the Risk of Student Suicide:
Issues and Responses for Higher Education Institutions, Universities UK
Management Guidelines, UUK, London 2002

Association of Local Authority Risk Managers
www.alarm-uk.org

The Risk Management Standard

http:/ /www.theirm.org/ publications/ documents/Risk_Management_
Standard_030820.pdf

Health and Safety

Website of the Health and Safety Executive
www.hse.gov.uk

HEI Health and Safety Networks

Website of the Universities Safety and Health Association
www.usha.org

Hasnet Lists - Hasnet (Health and Safety Network) www.usha.org.uk/newusha/
Hasnet/Hasnet.shtm

Information Sharing

Cabinet Office Guidance on Information Sharing-
http:/ /www.ukresilience.info / preparedness / informationsharing.aspx

Cabinet Office - Data Protection and Sharing: Guidance for Emergency Planners
and Responders

http:/ /www.ukresilience.info/upload / assets/ www.ukresilience.info /
dataprotection.pdf

Pandemic Planning Resources

Cabinet Office- Pandemic Flu
http:/ /www.ukresilience.info/ pandemicflu.aspx

Department of Health Pandemic Flu
http:/ /www.dh.gov.uk/en/Publichealth /Flu/PandemicFlu/index.htm
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The Camden Pandemic Flu Game
http:/ / www.camdenpct.nhs.uk/pages/ go.asp?pagelD=750&Path=2&Parent=614.0
644&instance=782

Crisis Communications

Connecting in a Crisis:
An on-line guide to working with the BBC during an emergency
www.bbc.co.uk /connectinacrisis

Meeting the Needs of People in Emergencies

Cabinet Office (2008) Identifying People Who Are Vulnerable in a Crisis - Guidance
for Emergency Planners and Responders
http:/ /www.ukresilience.info/news/ vulnerable.aspx

A Eyre (2006) Identifying People’s Needs in Major Emergencies and Best Practice in
Humanitarian Response,

http:/ /www.ukresilience.info/upload / assets/ www.ukresilience.info /ha_
literature_review.pdf

Examples of Leaflets on Coping with Crises.
(You may wish to include andfor adapt such resources in your own plans)

a) Bedfordshire & Luton Local Resilience Forum - Coping with a Disaster
www.luton.gov.uk /Media%20Library / Word / Chief%20executives / Emergency%20
Planning / CopingWithDisaster1.doc

b) The Royal Society of Psychiatrists - Coping With Trauma: How to Cope after a
Traumatic Event

www.rcpsych.ac.uk / mentalhealthinformation / mentalhealthproblems/
anxietyphobias/ copingwithtrauma.aspx

¢) MIND - Understanding post-traumatic stress disorder
www.mind.org.uk/Information/Booklets / Understanding / Understanding+post-
traumatic+stress+disorder.html

Overseas Emergencies

Foreign and Commonwealth Office
www.fco.gov.uk

Training and Exercising

Civil Contingencies Secretariat (2006) Lessons Identified from UK Exercises and
Operations — a Policy Framework

http:/ / www.ukresilience.info/upload / assets/ www.ukresilience.info /lessons_
exercises2.pdf

Home Office (1998) The Exercise Planners Guide

http:/ / www.ukresilience.info/ preparedness/ exercises / plannersguide.aspx
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Home Office - Why Exercise your disaster Response -
http:/ / www.ukresilience.info / preparedness/ exercises / whyexercise.aspxHull AE

Business Continuity

Website of the Business Continuity Institute
www.thebci.org

HEBCON

Network set-up to support business continuity managers in UK universities and
higher education establishments

http:/ / www.continuitycentral.com / news03576.htm

Courses in Emergency Management

Cabinet Office Emergency Planning College
www.epcollege.gov.uk

Examples of Universities offering programmes for emergency management
practitioners

University of Coventry
www.coventry.ac.uk

University of Hertfordshire
www.hertfordshire.ac.uk

University of Leeds
www.leeds.ac.uk (but also visit via the Emergency Planning College website)

University of Leicester
www.leicester.ac.uk
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Glossary

Adapted from Cabinet Office Emergency Preparedness available at
www.ukresilience.info

(The) Act
The Civil Contingencies Act 2004. This Act sets the framework for civil protection at
the local level in the UK.

Bronze
Operational level is the level at which the management of “hands-on” work is
undertaken at the incident site or impacted areas.

Business continuity forum
Grouping of organisations to share and co-ordinate business continuity plans.

Business continuity management (BCM)

A management process that helps manage the risks to the smooth running of an
organisation or delivery of a service, ensuring that it can operate to the extent
required in the event of a disruption.

Business continuity plan (BCP)
A documented set of procedures and information intended to deliver continuity of
critical functions in the event of a disruption.

Business impact analysis
A method of assessing the impacts that might result from an incident and the levels
of resources and time required for recovery.

Casualty Bureau

The purpose of the Casualty Bureau is to provide the initial point of contact for the
receiving and assessing of information relating to persons believed to be involved
in the emergency. The primary objectives of a Casualty Bureau are: inform the
investigation process relating to the incident; trace and identify people involved

in the incident; and reconcile missing persons and collate accurate information in
relation to theabove for dissemination to appropriate parties.

Catastrophic incident or emergency
An incident or emergency that has a high and potentially widespread impact and
requires immediate central government attention and support.
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Category 1 responder

A person or body listed in Part 1 of Schedule 1 to the Act. These bodies are likely to
be at the core of the response to most emergencies. As such, they are subject to the
full range of civil protection duties in the Act.

Category 2 responder

A person or body listed in Part 3 of Schedule 1 to the Act. These are co-operating
responders who are less likely to be involved in the heart of multi-agency planning
work, but will be heavily involved in preparing for incidents affecting their sectors.
The Act requires them to co-operate and share information with other Category 1
and 2 responders.

Command and control
Principles adopted by an agency acting with full authority to direct its own
resources (both personnel and equipment).

Community resilience
The ability of a local community to respond to and recover from emergencies.

Community Risk Register (CRR)

An assessment of the risks within a local resilience area agreed by the Local
Resilience Forum as a basis for supporting the preparation of emergency plans.
Comprehensive Performance Assessment (CPA)

Counter-Terrorism Security Advisers (CTSA)
Police officers who provide advice on preventing and mitigating the effects of acts
of terrorism.

Data Protection Act

The Data Protection Act 1998 came into force in March 2000. It requires
organisations that hold data about individuals to do so securely and to use it only
for specific purposes. It also gives an individual the right, with certain exemptions,
to see that personal data.

Exercise
A simulation to validate an emergency or business continuity plan, rehearse key
staff or test systems and procedures.

Family and Friends Reception Centre

Secure area set aside for use and interviewing of family and friends arriving at
the scene (or location associated with an incident, such as at an airport or port).
Established by the police in consultation with the local authority.

Humanitarian Assistance Centres
A one-stop-shop for survivors, families, friends and all those impacted by the
disaster, through which they can access support, care and advice.

Freedom of Information Act

The Freedom of Information Act 2000 allows the public access, regardless of
nationality or country of residence, to information held by public authorities or
anyone providing services for them, subject to certain exemptions. It came fully into
force in January 2005.

Generic local assessment
Assessment provided by central government to the local level.
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Generic plan
A single plan designed to cope with a wide range of emergencies.

Gold

Strategic decision makers and groups at the local level. They establish the
framework within which operational and tactical managers work in responding to
and recovering from emergencies.

Hazard

An accidental or naturally occurring event or situation with the potential to cause
physical (or psychological) harm to members of the community (including loss of
life), damage or losses to property, and/or disruption to

the environment or to structures (economic, social, political) upon which a
community’s way of life depends.

Hazard assessment
A component of the risk assessment process in which identified hazards are
assessed for future action.

Hazard identification
A process by which potential hazards are identified.

Impact
The scale of the consequences of a hazard or threat expressed in terms of a
reduction in human welfare, damage to the environment and loss of security.

Inner cordon
Surrounds and protects the immediate scene of an incident.

Integrated emergency management (IEM)
An approach to preventing and managing emergencies which entails six key
activities — anticipation

Lead government department (LGD)
Government department which, in the event of an emergency, co-ordinates central
government activity.

The department which will take the lead varies depending on the nature of the
emergency. The Government regularly publishes a full list of LGDs.

Lead responder

A Category 1 responder charged with carrying out a duty under the Act on behalf
of a number of responder organisations, so as to co-ordinate its delivery and to
avoid unnecessary duplication.

Liaison officer
Person within an organisation who co-ordinates their organisation’s staff at the
scene of an incident.

Local resilience area

The Civil Contingencies Act requires Category 1 and 2 responders to co-operate
with other Category 1 and 2 responders in their local resilience area. Each local
resilience area (with the exception of London) is based on a police area. The
principal mechanism for multi-agency co-operation is the Local Resilience Forum.

Local Resilience Forum (LRF)
A process for bringing together all the Category 1 and 2 responders within a local
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police area for the purpose of facilitating co-operation in fulfilment of their duties
under the Act.

Local responder

Organisation which responds to emergencies at the local level. These may
include Category 1 and 2 responders under the Civil Contingencies Act and other
organisations not covered by the Act.

Local Risk Assessment Guidance (LRAG)

A document provided by central government with information on generic hazards
and threats that should assist Category 1 responders in performing their local risk
assessment duty under the Civil Contingencies Act.

Major incident
This term is commonly used by emergency services personnel to describe an
emergency as defined in the Act.

Mutual aid

An agreement between Category 1 and 2 responders and other organisations not
covered by the Act, within the same sector or across sectors and across boundaries,
to provide assistance with additional resource during an emergency which may go
beyond the resources of an individual organisation.

News Co-ordination Centre (NCC)

The NCC works with the lead government department to provide co-ordinating
media and public communications support during a crisis, emergency or major
event.

Outcome description

An indication of the scale of a generic type of event (eg flooding) in terms of
its intrinsic or immediate characteristics (eg rainfall or area flooded). Outcome
description is to be distinguished from impact (see above).

Plan maintenance
Procedures for ensuring that plans are kept in readiness for emergencies and that
planning documents are up to date.

Primary Care Trust

Primary Care is the care provided by those professionals the public normally see
when they have a health problem (eg doctor, dentist, optician, pharmacist). These
services are managed by Primary Care Trusts (PCTs).

The Radiation (Emergency Preparedness and Public Information) Regulations
2001 (REPPIR)

Implemented in GB the articles on intervention in cases of radiation (radiological)
emergency in Council Directive 96/29/Euratom, also known as the BS596 Directive.
The Directive lays down the basic safety standards for the protection of the health
of workers and the general public against the dangers arising from ionising
radiation. The REPPIR also partly implement the Public Information Directive by
subsuming the Public Information for Radiation Emergencies Regulations 1992
(PIRER) on informing the general public about health protection measures to be
applied and steps to be taken in the event of an emergency.

Recovery
The process of restoring and rebuilding the community, and supporting groups
particularly affected, in the aftermath of an emergency.
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Regional Resilience Forum (RRF)

A forum established by a Government Office to discuss civil protection issues from
the regional perspective and to create a stronger link between local and central
government on resilience issues.

Regional Resilience Team (RRT)
Small team of civil servants within a Government Office for the Region working on
civil protection issues, headed by a Regional Resilience Director.

Regional Risk Map
Map of assessed risks across a region.

Rendezvous point
Point to which all vehicles and resources arriving at the outer cordon are directed.

Resilience
The ability of the community, services, area or infrastructure to withstand the
consequences of an incident.

Rest centre
Premises used for temporary accommodation of evacuees from an incident.

Risk
Risk measures the significance of a potential event in terms of likelihood and impact.
In the context of the Civil Contingencies Act, the events in question are emergencies.

Risk appetite
Willingness of an organisation to accept a defined level of risk.

Risk assessment

A structured and auditable process of identifying potentially significant events,
assessing their likelihood and impacts, and then combining these to provide an
overall assessment of risk, as a basis for further decisions and action.

Risk management
The culture, processes and structures that are directed towards the effective
management of risks.

Risk priority
The relative importance of the treatment(s) required for the management of the risk,
based on the risk rating and the additional capabilities required to manage risk.

Risk rating matrix
Matrix of impact and likelihood for an event, to ascertain the risk.

Risk treatment
A systematic process of deciding which risks can be eliminated or reduced by
remedial action and which must be tolerated.

Safety Advisory Group (SAG)
Multi-agency group set up to provide advice on safety matters for a specific event,
or events, such as a major sporting event or a concert held in a stadium.

Scottish Category 1 responder
A person or body listed in Part 2 of Schedule 1 to the Act. These responders are
subject to Regulations and guidance issued by Scottish Ministers.
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Scottish Category 2 responder
A person or body listed in Part 4 of Schedule 1 to the Act. These responders are
subject to Regulations and guidance issued by Scottish Ministers.

Co-ordination of the central government emergency response led by the Scottish
Executive.

Silver
Tactical level of management introduced to provide overall management of the
response.

Small or medium-sized enterprise (SME)
Defined by the DTI as a business with less than 250 employees.

Strategic Co-ordinating Group
Multi-agency group which sets the policy and strategic framework for emergency
response and recovery work at local level (see also Gold).

Survivors
Those who are directly affected by an emergency, but not killed by it. Including
those who have been injured, traumatised or displaced.

Threat

The intent and capacity to cause loss of life or create adverse consequences to
human welfare (including property and the supply of essential services and
commodities), the environment or security.

Threat assessment
A component of the risk assessment process in which identified threats are assessed
for future action.

Utilities
Companies providing essential services, eg water, energy, telecommunications.

Voluntary sector
Bodies, other than public authorities or local authorities, that carry out activities
otherwise than for profit.

Vulnerability
The susceptibility of a community, services or infrastructure to damage or harm by
a realised hazard or threat.

Vulnerable establishment
An institution housing vulnerable people during the day or at night.

Wales Resilience Forum (WRF)

This Forum is a multi-agency group providing the mechanism for national multi-
agency co-operation and strategic advice on civil protection and emergency
planning at an all-Wales level.

Warning and informing the public
Establishing arrangements to warn the public when an emergency is likely to occur
or has occurred and to provide them with information and advice subsequently.

Welsh Borders Resilience Group (WBRG)
A group bringing together the Welsh Assembly Government and Regional
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Resilience Teams from the Government Offices for the South West, West Midlands
and North West to facilitate co-operation and information sharing between Wales
and the border areas of England.

Z-Cards

A patented format for publishing information. Up to an A3-sized page can be
folded down to credit card size. This size means it is convenient to carry and can be
stored in pockets, handbags, etc.
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Useful Acronyms

ABI Association of British Insurers

ACPO Association of Chief Police Officers

AUCSO Association of University Chief Security Officers
BCI Business Continuity Institute

BTP British Transport Police

CBRN Chemical, Biological, Radiological and Nuclear
CCS Civil Contingencies Secretariat

DCMS Department for Culture, Media and Sport
DEFRA Department for Environment, Food and Rural Affairs
DfES Department for Education and Skills

DFID Department for International Development

DfT Department for Transport

DH Department of Health

DPH Director of Public Health (in a primary care trust)
DTI Department of Trade and Industry

EA Environment Agency

EHO Environmental Health Officer

FCO Foreign and Commonwealth Office

GNN Government News Network

HEFCE Higher Education Funding Council for England
HPA Health Protection Agency

HSC Health and Safety Commission

HSE Health and Safety Executive

LRF Local Resilience Forum

WRVS Women’s Royal Voluntary Service
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Project Information

Background to the Project

In 2006 the Executive Members of the Association of University Chief Security
officers (AUCSO) identified a need for further guidance and training in the area
of emergency management for its members. It was agreed that a project was
needed and a bid for funding was submitted by Bernadette Duncan, AUCSO
Executive Member for London and the South East, to the Higher Education
Funding Council for England (HEFCE) under the Leadership, Governance and
Management Fund.

HEFCE were very supportive of the project as were other University Estates
Associations - the Association for University Directors of Estates (AUDE), the
University Safety and Health Association (USHA), the Association of Student
Residential Administrators (ASRA) and the Conference of University Business
Officers (CUBO). It was agreed that the project would be led by AUCSO but
with the involvement of the other associations and organisations. This includ-
ed the Emergency Planning College which agreed to continue to run training
courses in this area following the end of the project period.

In January 2007 HEFCE agreed to fund two projects: the development of this
guide on planning for and managing emergencies and a series of pilot train-
ing courses specialising in emergency management and HEIs. Lucy Easthope
and Anne Eyre, both specialists in emergency planning, training and manage-
ment, were commissioned as consultants to develop and deliver the training
and guide material.

The overall aim of the project was to review literature, plans and practices re-
lating to emergency planning and management in the Higher Education sec-
tor and to produce an HE sector-specific good practice document. In addition
the project aimed to raise awareness amongst HE managers of major risks and
threats to institutions and provide guidance on minimising those risks and
producing emergency plans. The design and delivery of the pilot training pro-
grammes assisted in addressing these aims.
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About the Project Manager

Bernadette Duncan MBE FRSA MInstLM is the Head of Security Services,
Telecommunication Services and Safety Liaison Officer at City University
London. Her interest in emergency management stemmed from her involve-
ment in dealing with a major fire at City University in 2001 which took c.5
years and £10m to recover from. She has lectured internationally on this sub-
ject. Previous to her employment at City University, Bernadette served in the
Royal Military Police for 14 years and has specialist knowledge in risk re-
duction, investigations and personal protection services. She managed this
project on behalf of AUCSO.

b.a.duncan@city.ac.uk

About the Authors

Lucy Easthope
Specialises in Disaster Management with particular interest in risk manage-
ment and contingency planning.

She is a Senior Lecturer in Emergency Management at the University of Hert-
fordshire and provides guest lecturing, training and examination services for
various other UK University and practitioner courses specialising in emer-
gency management.

She has participated in the response to a number of major incidents includ-
ing aviation disasters, the Bali terrorist attacks, and the operations at Brize
Norton during the military campaign in Iraq

She has led numerous training and exercise events and provided contingency
plans for organisations internationally.
l.c.easthope@lancaster.ac.uk

Dr Anne Eyre

Is an independent consultant specialising in Disaster Management with
particular interest in emergency planning, preparedness and response. She
helped develop the first undergraduate degree programmes in Disaster Man-
agement in the UK at Coventry University and continues to provide educa-
tional, training and consultancy services to various Universities, on practi-
tioner courses and for organisations specialising in emergency planning and
response.

Anne is Vice-Chair of Disaster Action (www.disasteraction.org.uk) and her
practical experience includes responding to the needs of those directly af-
fected by the September 11 attacks 2001, the Potters Bar rail crash, 2002 and
the Asian Tsunami 2004.

For further information from the consultants please contact
anne.eyre@traumatraining.com

Design services provided by Michael R Carter
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