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The Digital Content Forum (DCF) response to the Electronic Commerce 

(EC Directive) Regulations 2002
INTRODUCTION

The DCF forms a two-way conduit between industry and government to gather views and input into policy-making processes. It also undertakes activities to promote innovation and excellence in the content sector.

The DCF welcomes this opportunity to respond to the DTI’s June 2005 Consultation Document (“the Consultation Document”) on the Electronic Commerce Directive (“the Directive”)

In responding to all the questions raised by the Consultation Document, the DCF has attempted to highlight some of the business developments in e-commerce which we believe support the recommendations in the Summary below.

The DCF believes that the existing copyright and other intellectual property regimes within the EU provides for a carefully developed system of rights and exceptions which it would be wrong to alter by changes to Articles 12 to 14 of the Directive. 

The DCF does not consider it appropriate to further extend the horizontal exemption provisions of Articles 12-14. 

However, some of the members support consideration being given to the position of certain legitimate content aggregators as referred to in paragraphs 10 and 11 of our Summary set out below. 

GENERAL BACKGROUND

The UK’s Creative Industries play a leading role in the UK’s social and cultural life. They are also a vital component of the UK economy and one of the leading growth sectors in the UK. The creative industries are one of the fastest growing sectors within the UK economy, growing by an average of 6 per cent per annum between 1997 and 2002. In 2001 the creative industries accounted for 8.2 per cent of GDP.

The Labour Party’s Business Manifesto, which was published prior to this year’s Election, reflected this importance in emphatic manner: 

“Taken as a whole the creative industries make a huge contribution to our economy, as well as to our social and cultural life. They employ almost two million people. They produce a higher proportion of our total wealth - eight per cent of GDP - than anywhere else in the world. They contribute £11.4billion to our balance of trade, well ahead of the construction industry, insurance and pensions, and twice that of the pharmaceutical sector. 

Although a growing sector, the UK’s Creative Industries face unprecedented threats and challenges to the legitimate interests in their content. Piracy, illegal file sharing and the assertion by some that ‘all content is free’ all threaten the ability of the Creative Industries to build and sustain viable business models which satisfy consumer demands for legitimate online services.

In that environment, the DCF consider that any extension of the horizontal liability limitations derived from Articles 12 to 14 of the Directive to the groups relevant to the Consultation would be inappropriate.

SUMMARY
1. The current legal framework under the Directive and (in the UK) The Electronic Commerce (EC Directive) Regulations 2002 (“the Regulations”), strike an appropriate balance between content owners and users and provide adequate exemptions and exceptions for legitimate users.  


2. Since the Directive’s adoption in 2000, many service providers have flourished and developed the range of tools they provide to users.  The growth of Google, eBay, Yahoo, Amazon, iTunes and others is clear proof that electronic commerce is flourishing. As the Commission’s First Report on the Directive acknowledged, there is, as yet,  no evidence to show that the absence of the additional liability limitations referred to in the Consultation Document is acting as a serious inhibitor of growth  


3. Conversely, for the purposes of intellectual property law, extending the exemptions from liability provided for under any of Articles 12 to 14 to new user groups would erode the ‘permissions-based’ approach on which copyright is built. There is an alarming, growing trend amongst certain sectors of the user community which seeks to reverse the ‘norm’ under the international copyright treaties under which the acts covered by copyright cannot be done without the permission of copyright owners. This trend is apparent in the approach taken by Google in its ‘Google Print’ project. 

4. Given the widespread disregard of copyright on the Internet, often with the tacit or explicit encouragement of commercial providers of information society services, the DCF believes that there is a significant risk that if further exemptions from liability are introduced for use of copyright works or other intellectual property as suggested in the Consultation Document, this would further undermine the very notion of copyright and the permission-based culture on which it is built. 


5.   There is a dearth of case law in area of existing limitations of liability. However, the case law which does exist shows that, with some qualifications, e.g in respect of the scope of the sui generis right, Courts within the Community are able to strike a reasonable balance between rights holders and users within the existing framework of Articles 12 to 14. DCF considers that it is therefore premature to introduce further limitations. More time must be allowed for case law to develop within the existing legal framework.
 For example in:
 
· Verlagsgruppe Holtbrinck v. Paperboy, a decision of the Federal Court of Justice in Germany, September 2003, which decided that deeplinks were permissible; and 

· The Axel Springer Verlag case, a decision of the Federal Supreme Court in Germany in July 2004 in which a betting agency unsuccessfully sued Axel Springer for unfair competition for publishing links to illegal websites.
6. Furthermore, case law outside the Community demonstrates the same point. Whilst, such decisions are not binding on Courts within the Community, the global nature of the Internet and the Web mean that Courts within the Community are inevitably finding guidance from other Courts, wherever located. In that context, it is noteworthy that the US Supreme Court decision in Metro Goldwyn-Mayer Studios Inc. v. Grokster Ltd this year dealt with the difficult area of technological devices which can be used for infringing and non-infringing ways. 

The Court used the notion of distribution with the object of promoting infringing use as the key criterion. It decided that “the inducement rule...is a sensible one for copyright.” Accordingly, it held that “one who distributes a device with the object of promoting its use to infringe copyright, as shown by clear expression or other affirmative steps taken to foster infringement, is liable for the resulting acts of infringement by third parties.”
7. The Directive’s “horizontal” approach to limitations on liability was crafted at a very early stage in the development of the Internet and the Web. Since then, there have been substantial developments in the technologies underlying hyperlinking, search engines and content aggregation services, as well as the amount and variety of content to which they index and make available, and the ways in which they work. The Member States that have applied additional provisions to the concept of liability of hyperlinkers and location tool services may not be correctly focused to take account of the way that the concepts have evolved since the Directive was adopted. 

8. Due to the emerging and rapidly changing technology in this area, the DCF therefore believes that the extension at this time of the limitations on liability in Articles 12 and 14 of the Directive concerning the use of intellectual property to providers of hyperlinking, location tools or content aggregation services would risk providing unwarranted protection for piracy-directed technologies which would undoubtedly be designed to satisfy any general definition that might be adopted. Put simply, the “horizontal approach” has reached a dead end.


9. However, the on going review of the Directive, should take account of the way that the market place is starting to distinguish responsibilities for different types of hyperlinks, location tool services and aggregation services, taking into account the economic intentions of those providing the links or services, the practical business procedures which are developing and the importance of the protection and respect for copyright and intellectual property rights. 


10. The DCF recognises that developments in the delivery of content online have raised genuine concerns amongst certain legitimate content aggregators. These concern the emergence of activities within an “information society service” which involves receipt of information from a third party for inclusion in the service within “aggregated content” in such a way that the service provider has no practical means of gaining actual knowledge of whether the information is misleading, defamatory, or in contempt of court, unless and until the service providers is provided with knowledge or awareness of a potential claim These concerns relate in particular to their exposure to criminal liability arising from the automatic (i.e. ‘machine to machine’) distribution of content which they receive under licence from third parties, aggregate and re-distribute without any form of human intervention.

11. DCF considers that the proposal to create a narrowly defined exemption from liability to meet these concerns merits further analysis. One of the ways to do this is in conjunction with the expected Department of Constitutional Affairs consultation on the wider issues raised by the Law Commission in its scoping study in relation to the liability of ISPs and concerning online archives originally publishes in December 2002. However, there is unanimous consensus amongst DCF members that such an exception should not affect criminal or civil liability for copyright infringement

For all of the above reasons, and subject only to the comments in paragraphs 10 and 11 above, the DCF therefore concludes that the demonstrable risk of causing substantial damage to rights holders by the introduction of unwarranted extensions to the limitations of liability contained in Articles 12 to 14 of the Directive significantly outweighs the perceived but unproven risks to service providers seeking the types of extensions specified in the Consultation Document. 

DCF Responses to the questions 

1) Do you agree with the EU Commission conclusions in their ‘First report on the application of the Directive concerning Articles 12 to 14?’ Please give reasons for your answer.

The DCF believes that the report, particularly the issues outlined on page 13, support the views stated in their initial comments above, i.e. that the suggested exemptions are premature and that case studies are still evolving.

2) In your experience what are the advantages and/ or disadvantages of the   transpositions of the Member States that have already included the liability limitation cover for hyperlinks, location tool and content aggregation services? I.e. what has been the impact for service providers, rights holders and individuals alike with regard to their transpositions?

Article 21.2 of the Directive provides that reports on the need for any adaptation of the Directive should analyse the need for proposals concerning the liability of providers of hyperlinks and location tool services, “notice and take down” procedures and the attribution of liability following the taking down of content.

However, the Directive does not define what I meant by the expressions “hyperlink” or “location tool service”.

As a result, the way in which some Member States have adopted certain additional elements in their national laws, not covered by the Directive, but relating to the liability of hyperlinkers and search engines, may work against the Internal Market aims of the Directive in the longer term.

This is particularly because the concept of what is meant by “hyperlink” and “location tool service” has evolved and become much more sophisticated since the Directive was adopted.

We comment further about the importance of distinguishing the elements within any definitions of these expressions below.

Disadvantages of the transpositions of the Member States that have already included the liability limitation cover for hyperlinks, location tool and content aggregation services include :-

i. the lack of uniformity already established within the EU concerning a sensitive area, which the Commission itself has acknowledged would benefit from review in the light of technical and economic developments within the nascent Internal Market which the Directive sought to promote; and

ii. potential conflict between the way in which individual Member Sates, and the courts within Member States apply the liability provisions at law within the “coordinated field” covered by the Directive against different levels of subsidiary regulations, and the need for the e-commerce market to distinguish responsibilities for different types of hyperlinks, location tool services and aggregation services, taking into account the economic intentions of those providing the links or services, the practical business procedures which are developing and the importance of the protection and respect for copyright and other intellectual property rights.

At present no significant case law appears to have been established which exacerbates the above concerns. However the DCF believes that this is a matter for continued review.

The potential concerns would be likely to be aggravated, if the United Kingdom increases the lack of uniformity by introducing its own additions to the liability provisions under Articles 12 to 14 at this stage.

3) With other Member States transpositions in mind, which of the liability limitations in Articles 12 to 14 (if any) should apply to each of the following intermediary service providers if the UK were to ahead and provide legislative cover?

i) Hyperlinkers;

ii) Location tool providers; and 

iii) Content aggregation providers

Please give reasons behind your answer.

The DCF do not believe that the liability limitations in Articles 12 to 14 should apply to any of the stated intermediary service providers in the UK. The reasons for this can be found above in the introductory discussions.

The DCF believes that the horizontal nature of application of Articles 12 to 14 of the Directive to the areas of law falling within the “coordinated field, makes it inappropriate to consider an extension of the provisions to the groups described as “hyperlinkers”, “location tool providers” and “content aggregation providers”.

The liability limitations in Articles 12 to 14 of the Directive were eventually agreed (after very extensive debate) on the basis that

(a) the service providers were not gaining any additional economic benefit from the transmission of the information to which the limitations of liability applied (as opposed to any other transmission forming part of the service providers business); and

(b) the information to which the limitations of liability applied was originated or provided for transmission by the recipients of the service (as distinct from the service provider).

The “intermediaries” about which the DTI consultation seeks views do not satisfy the above tests.

Instead they will each be using information in a way which will make the overall information provided by their business more attractive to potential customers.

The potential damage to the original publisher and owners of rights in the information that the intermediaries wish to “promote” must therefore be fully weighed against any possible benefits which may apply from clarifying legal liability of those intermediary “dealers” in information within any of the areas of law relevant to the “coordinated field” to which the Directive applies.

This is particularly important for the owners of copyright and other intellectual property rights.

For these rights owners the development of case law relying on the existing regime under Articles 12 to 14 is particularly important. This case law is only now beginning to evolve. Sections 17 to 19 of The Electronic Commerce (EC Directive) Regulations 2002 implement Articles 12 to 14 of the Directive in the United Kingdom. The 2002 Regulations already provide for content owners and service providers to work together to develop notice and take down and other procedures which will provide for effective operation of the Regulations to the two groups.

In considering any extension of the provisions for groups defined as “hyperlinkers” “location tool providers” or “content aggregation providers” care needs to be taken over defining how the activities fit within the overall activities of an information service provider. Most of those affected by the definitions will be dealing with their own copyright or other intellectual property alongside any information to which limitations might apply.

The existing copyright regime provides for a carefully developed system of copyright exceptions, which should be respected in considering any changes to Articles 12 to 14 of the Directive.

The Directive EC 2001/29/EC on the harmonisation of certain aspects of copyright and related rights in the information society has been important in this respect. Case law is beginning to develop against the background of implementation of the provisions of this Directive within Member States. It is important that these developments are not confused or devalued by general changes to Articles 12 to 14 of the E-Commerce Directive.

Subject to this, it should be noted that many DCF members already use hyperlinks and location tool services as they continue to develop online information services.  Some use involves fully automated functions which link to information over which the operator of the service has no practical control in terms of copyright liabilities. Nevertheless the DCF view is that it is currently premature to seek to change the law through extension of Articles 12 to 14 of the Directive, or the 2002 Regulations applicable in the United Kingdom.

This is particularly true when it is remembered that section 4.3 of the Regulations recognises that the Internal Market provisions of Regulation 4 do not apply to (inter alia) copyright and neighbouring rights.

So, if intellectual property rights are put to one side, the question is then whether other areas of law within the Directive’s “coordinated field” might be relevant to a possible change to Articles 12 to 14 of the Directive?

It is not thought appropriate to apply the horizontal provisions of Articles 12 to 14 to any broad group of “hyperlinkers” “tool service engines” or “content aggregators”. Instead, what merits consideration is the position of activities within an “information society service” which involves the receipt of information from a third party for inclusion in the service within “aggregated content”, in such a way that the service provider has no practical means of gaining actual knowledge of whether the information is misleading, defamatory, or in contempt of any relevant rule of law, unless or until the service provider is provided with knowledge or awareness of a potential claim.

4) Do you think that providers of hyperlinks and location tool services need the extension of any of Articles 12 to 14? If so, what liabilities would be limited? And how significant are the problems currently caused by the lack of this extension? Please explain your reasons, examples would be helpful.
The DCF do not believe that providers of hyperlinks and location tool services need the extensions of Articles 12 to 14. The reasons for this can be found above in the introductory discussions.

To the knowledge of the DCF membership there is no evidence that this is necessary for legitimate services providers.

As mentioned before the DCF is especially concerned over the definitions used in the consultation. It is not believed that the definitions reflect the range of purposes behind hyperlinks and tool service engines, some of which can pose real threats to legitimate owners of intellectual property, providing the lifeblood for most information society services.

5) Alternatively, would an extension of any of Articles 12 to 14 of the Directive be detrimental to rights-holders and individuals? Please explain your reasons with examples if possible
The DCF agree that any general extensions to Articles 12 to 14 of the Directive would be detrimental to rights holders and individuals as explained in the earlier discussions.

Some online businesses take part in a number of activities which promote the unauthorised use of intellectual property and the DCF believe  that further exemptions will encourage this illegal activity.

The DCF believes that an extension of any of the Articles 12 to 14 across the horizontal areas of law currently relevant to the provisions would be premature and damaging to the interest of legitimate information service providers.

If it were possible to ensure that copyright, neighbouring rights and other intellectual property rights were left outside the scope of any further review, the DCF would hope that the Department of Constitutional Affairs consultation concerning the wider issues raised by the Law Commission in its Scoping Study  2 relating to defamation and the law of contempt will help to show how limitations of liability in these fields warrant further discussion for automated information links or results of searches. The way in which US law has developed to distinguish intellectual property law provisions from provisions limiting the liability of information content providers for certain other civil liabilities should be considered. Section 230 : Communications Decency Act , and the case law that has developed in the light of the Act is relevant.

However, it will be vital that introduction of any additional qualifications on liability do not directly or indirectly increase the burdens of responsibilities on primary publishers in these fields.

The group are in agreement that the notice and take down process is not an adequate response to the current copyright culture and acts more like a remedy than an originating process. 

Please see question 8 for examples.

6) If you think there is a need to extend limitations on liability to hyperlinkers and location tool providers should this be achieved by an extension of Article 12 or by 14?
As previously stated the DCF do not believe that at this time, the current laws need to change. In any event the DCF believe that any change to Article 12 would be inappropriate: both hyperlinks and search engines involve the service provider in much closer use of copyright content than the provision of mere conduit services.  In the case of hyperlinks, the operator frequently intentionally directs users to the content for his own profit.  In the case of search engines, the operator typically uses technical measures to select and give prominence to some results over others, again for purposes of profit.  

7) Is there any action that would give providers of hyperlinks and location tool services the protection they seek, other than through the extension of Article 12 to 14 to these services? Please explain your answer.

Providers of hyperlinks and location tool services are free to enter into commercial agreements with individual content providers and collective licensing agencies and even to take out insurance. Emerging case law in this area will also help to define responsibility.

Copyright

In terms of copyright and licensing intellectual property rights, it is believed that the law of contract provides for commercial terms to be negotiated with original rights owners and publishers, which can include indemnity provisions in line with normal commercial practice, and accepted business risks.


Some DCF members have raised concerns over the real value of such indemnity provisions is questionable when many agreements are entered into with individuals or small companies. However, on balance such arrangements, supported by insurance when necessary, matches reasonable commercial business risk, without creating greater problems for copyright and intellectual property rights owners.

Defamation

The Law Commission Scoping Study – Defamation and the Internet – published in December 2002 raised a number of questions to be addressed further through consultation by the Department of Constitutional Affairs.

The DCF welcomes this further consultation. In considering the difficulties already raised by the Scoping Study, developments in the way that hyperlinks and location tools are actually being used within information services should be taken into account.


Distinctions may usefully be developed between the truly “automated” linking or identification of information within a service which might not amount to “publication” for the purposes of defamation law, and the hyperlinking or identification of information where “publication” is relevant (whether with or without the benefit of defences recognised under section 1 of the Defamation Act 1996, or possible amendments to this).

Contempt of Court

The DCF hopes that the Consultation expected from the Department of Constitutional Affairs to look further at the issues raised in Part V of the Law Commission’s Scoping Study (rather than the issue being left “on the back burner”). 

In particular  “automated aggregated content” relayed within an information society service may warrant notice provisions being relevant and fair before liability attaches to any relay after notice has been received.

8) What (if any) would be the detrimental consequences caused by the extension of Articles 12 – 14 to providers of hyperlinks and location tool services? I.e. would it seriously impact on your profits/ viability or provide a major irritation? Please explain your reasons with examples if possible. 

The DCF are clear in their belief that increasing the exemptions would encourage infringement and that the rights holders conversely would be responsible for policing the illegal activity.  This would be particularly damaging for SMEs.  Litigation is costly and therefore not available to everyone who may have a legitimate complaint.

By way of example, the online businesses based on (or taking advantage of) the unauthorised use of copyright works and other intellectual property would undoubtedly claim exemption under any exceptions for hyperlinks or search engines.  BitTorrent services, such as thePiratebay.com, include a web site and server offering special links which connect the user to infringing copies of copyright works (see screen-print below). On 9 August 2005, thepiratebay claimed to offer 86,831 such links (called “torrents”) which can be found under the column headed ‘name’ in the image below, and to be connected to 1,788,597 users, substantially all engaged in uploading or downloading infringing copies of copyright works.  This system involves a form of hyperlinking and arguably also allows users to search for other users who are offering infringing material.  There are many BitTorrent sites devoted to infringement.  BitTorrent (which in principle can also be used for non-infringing activities), is only one system which is widely misapplied for piracy. eDonkey and DC++ are others of equal concern.
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The formulation of a definition of linking or searching which would not inadvertently exempt such illegitimate services would be a considerable challenge.  In any event, the technology continues a rapid evolution.  Recently developers have announced new forms of BitTorrent technology by which each user becomes his own search engine (see, e.g., http://www.exeem.com/download.htm).  

It should also be noted that software development in this field is not innocent of legal consequences.  Persons wishing to make money by facilitating piracy will build their systems to exploit any perceived ambiguity or weakness of the law.  In the current circumstances any extension of the defences available against infringement claims would be inopportune.

The scale of infringement on the Internet is difficult to understate. At any moment millions of people are using search and hyperlinking services to take copyright content and offer it to others. Films, TV programmes, games and music become available for free before their legitimate release, to the great detriment not only of content producers, but of legitimate chains of supply. This is the landscape that has developed under the current exceptions.  It will therefore easily be understood why the creative sector regards any enlargement of the exceptions with great concern.
9) Do providers of content aggregation services agree with the assumption that if they are to be covered under Article 12 – 14 , then the legislative vehicle will need to be primary rather then secondary? Please explain your reasons for your answer.
The DCF agrees with the assumption in the Consultation Document that provisions to address changes to the liabilities of content aggregation services linked to any extension of Articles 12 to 14 of the Directive cannot be done by regulations made under section 2(2) of the European Communities Act 1972. 

It would appear provision would need to be covered by primary legislation unless any agreed changes could be linked to other existing law that would enable secondary legislation to apply.

10) If you think there is a need to extend limitations on liability to content aggregation services, should this be achieved by an extension of Article 14 of the Directive? Please explain your reasons for your answer.
As previously discussed, the DCF are in agreement that there is no need to extend limitations on liability generically to content aggregation services.

However it is suggested that further consideration needs to be given to the liabilities of one group within “content aggregators” as a whole.

The group will cover activities within an information society service which involves receipt of information from a third party for inclusion in the service within “aggregated content” in such a way that the service provider has no practical means of gaining actual knowledge of whether the information is misleading, defamatory, or in contempt of any relevant rule of law, unless or until the service provider is provided with knowledge or awareness of a potential claim.

For such “automated” activities, it might be reasonable to provide that, without prejudice to intellectual property law rules, liability for other torts will not apply to information dealt with as an automated activity until notice of a potential claim has been received. Once notice of a claim has been received then the normal rules of liability attaching to any publication would apply unless the party responsible for the automated activities acts expeditiously to remove or disable access to the relevant information.

11) There is any course of action that would give providers of content aggregation services the protections they seek other than through the extension of Article 14 to these services? Please explain your answer.
As with discussions in regards to question 7, the DCF believe that current law, together with existing possibilities of licensing and insurance provide all the protection that aggregators could reasonably require.  The DCF also wish to reiterate that the preferred course of action is that the laws do not change at all.

12) Do providers of content aggregation services believe they are primary or secondary publishers? Please explain your reasons for your answer.
The DCF have agreed that the answer to this question depends on certain circumstances and that providers of content aggregation services can believe they are either primary or secondary publishers.

13) Would parties most affected by these proposals provide in their reply to the consultation, facts and figures that illustrate the benefits and costs that you/your sector would incur if the UK Government either went ahead (or not) with a legislative measure to cover the liability of providers of hyperlinks, location tool and content aggregation services.
The DCF will endeavour to do this in due course.

14) Would service providers who provide hyperlinking, location tool or content aggregation services, please indicate the number of notices/ claims of illegal content that they have received from August 2002 to February 2005? Of these, were there any settled in a UK Court of law? If not, did the out of court settlements reached cause any major detriment to your business turnover? Please would providers give examples to show the scale of the problem for your business.
The DCF will endeavour to do this in due course.

15) Do you know of any jurisprudence in Member States of the European Economic Area on the liability of Internet service providers since August 2002 that has a direct impact on providers of hyperlinks, location tool or content aggregation services established in the UK? 
The DCF would hope that the meetings between representatives of Member States to consider developments following implementation of the Directive will encourage the disclosure of this information (to the extent that it is not already available through the Patent Office).
16) Are there any other issues the UK Government should take into account when considering its policy on liability cover for providers of hyperlinks, location tool and content aggregation services?

The DCF believes that particular care must to taken to ensure that debate surrounding possible changes to Articles 12 to 14 of the Directive does not contradict or act to the detriment of the intellectual property regime in place and evolving within the EU.
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