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	Glossary of Additional Terms

	Term (alphabetically ordered) 
	Explanation

	Authority
	Local or Other Competent Authority

	BIS 
	Department for Business, Innovation and Skills 

	CA
	Competent Authority

	DR
	Disaster Recovery

	ELMS
	Electronic Licence Management System 

	HMRC
	HM Revenue & Customs

	LA
	Local Authority

	OGC
	Office for Government Commerce

	Serco
	Company operating business.gov programme on behalf of HMRC

	SLA 
	Service Level Agreement

	The programme
	The businesslink.gov.uk programme consisting of HMRC and Serco


1   Purpose of this document

1.1
This document should be used throughout the lifespan of the Electronic Licence Management System (ELMS) service contract. Its purpose is to document the following aspects of the ELMS & Local/Other Competent Authorities service:

· Responsibilities, protocols and obligations on both parties in relation to Data Security and Availability.  
1.2
This document acts as a security handbook, providing an overview of the required standards to be maintained by HMRC, BIS, and Local and Other Competent Authorities (Authorities). 

1.3
These standards comprise of:

· Data Security Responsibilities 
· Data availability and integrity including business continuity  

· Security incident management.
2   
Overview

2.1
Under the terms of the European Services Directive, all member states must set up points of single contact (PSCs) that will make it possible for a service provider to apply and pay for applications fully online.  

2.2
The Provisions of Services Regulations 2009 sets out the obligation on the Secretary of State and HMRC to provide an electronic assistance facility, which will be the UK’s PSC. Businesslink.gov.uk, which is managed by HMRC, will host the UK’s PSC.  ELMS is the portal for Authorities to interface with PSC. 

2.3
Businesslink.gov.uk has a legal duty to ensure that all information under its control is secure. This duty of care extends to partner organisations such as Local and Competent Authorities.  
3 
Security Responsibilities   
3.1
To protect both customer and business information and integrity, it is essential that security safeguards are in place.  Security encompasses:

· The physical security of systems and access to those systems

· Web security

· Data storage, protection, integrity, availability and exchange

3.2
The following outlines the responsibilities of all parties to maintaining a secure system and service.

3.3
HMRC will:

· Provide the Local Authority and Other Competent Authority with documented security guidelines

· Undertake the security accreditation of the service in line with the Cabinet Office Security Policy Framework.
· Comply with relevant regulatory requirements, including the Data Protection Act, to maintain the confidentiality of information it holds and prevent its unauthorised disclosure.

· Ensure all data originating centrally is secure and free of any virus, worms, or other malicious code. 

· Ensure that, where relevant, information be kept restricted within a defined group of users

· Maintain the integrity of data stored, processed and transmitted and protect against accidental or unauthorised deliberate modification, addition, loss or duplication

· Ensure all hardware at its premises and its subcontractors’ premises is secure and protected from interference by unauthorised personnel.
· Adopt and implement the Baseline Personal Security Standard (BPSS) for all personnel working on these systems.

· Have a documented escalation process so that any security incidents or breaches are handled in a structured manner.

3.4
BIS will:
· Comply with relevant regulatory requirements, including the Data Protection Act and Freedom of Information, to maintain the confidentiality of information it holds and prevent its unauthorised disclosure.

· Ensure all data submitted for inclusion on the ELMS or any other site connected to businesslink.gov.uk is secure and free of any virus, worms, or other malicious code. 

· Ensure that, where relevant, information be kept restricted within a defined group of users

· Maintain the integrity of data stored, processed and transmitted and protect against accidental or unauthorised deliberate modification, addition, loss or duplication

· Have a documented escalation process so that any security incidents or breaches are handled in a structured manner.

· Ensure that any protectively marked information exchanged between the Authorities and businesslink is done so in a secure and robust manner according to current Cabinet Office guidance and policy. 
3.5
The Authorities will:

· Immediately inform the ELMS support team of any local security breaches or identified system weaknesses
· Adhere to the levels of security set out in these security guidelines and ensure all Service Recipient team personnel are aware of their responsibilities.

· Ensure access to the ELMS transactional service is restricted to authorised individuals.

· Inform the ELMS support team when a named user of these service tools leaves or is replaced.

· Adhere to all data protection regulations to maintain the confidentiality of information it holds and prevent its unauthorised disclosure.

· Where required, ensure that information be kept private within a defined group of users.
· Meet training needs in data security, for their staff.
· Maintain the integrity of data stored, processed and transmitted and protect against accidental or unauthorised deliberate modification, addition, loss or duplication.

· Ensure all hardware at their premises is secure and protected from interference by unauthorised personnel.

· Ensure that all logons and passwords are kept securely by the Responsible Person/ELMS account holder only and only shared when necessary with  authorised persons within their organisation.
· Ensure that log in and passwords are cancelled for staff leavers.  

4.  Security – Guidelines
4.1
These guidelines are for Authority users of the ELMS system. They are designed to provide advice and best practise guidance so that there is no ambiguity, and users are aware of their responsibilities.  
4.2
Users that are given access to the ELMS application must:-

· Read and follow the advice in these Security Guidelines;
· Read the Terms & Conditions that govern the use of ELMS (accessed via the ELMS Portal webpages); and, 

4.3
The basic security rules.

· Do not use the transactional service on ELMS unless you are authorised to do so

· Do not share passwords and adhere to the guidelines (below) when changing them.

· Report any security incidents or weaknesses to your manager in the first instance.

· Maintain a clear desk policy and ensure that sensitive documents and media are securely stored.

· Ensure that e-mails and imported files have been virus-scanned.

· Only use hardware that is authorised by your authority.

· Avoid the use where possible of transportable media e.g. CD rom

· Only use encrypted USB memory sticks.

· Lock (Ctrl/Alt/Del) your computer/lap top when leaving your desk and use a screen saver to automatically lock the PC if it is inactive. 

· Switch off your computer/laptop before leaving the premises. 

· Do not use your laptop where it can be overlooked.

· Keep security tokens and laptops separate.

4.4
Password Guidelines

· Passwords must be changed immediately if they have been compromised (or are suspected of having been compromised).

· If you have forgotten your ELMS password you should contact one of your Authority ELMS Administrators
· Users must change the initial password allocated to them when they access the system for the first time.
· Users should change their password regularly (e.g. every 90 days)
· The password must consist of a minimum of eight mixed (not all letters or all digits) characters. 

· Substituting numbers and letters, 0 = O, 1 = L, 4 = A, 5 = S and 8 = B in a word or date is a good way of developing an easily remembered complex password. 

4.5
Failure to adhere to the security obligations below may result in disciplinary action being taken.   If a user (or potential user) should disagree with the guidelines, then they must raise their concern with their manager or the Authority ELMS Administrator.

5 Security Incident Management
5.1
Authorities need to inform ELMS support team immediately if they discover evidence of a significant lapse, breach or threat to security.   
5.2
Significant lapse, breach or threat to security will include but not be limited to, instances of:

· Computer virus leak

· Identification of malicious computer code

· Frequent or unusual patterns of applications from the same source 

· Loss of documented password or user ID  

· Unauthorised access to ELMS. 

5.3
Authorities are nominated partners of Businesslink.gov.uk, and authorised to log incidents relating to the businesslink.gov.uk web service, including UK Welcomes and ELMS, by directly contacting the ELMS support team. 
5.4
Before invoking this process, the authority must verify as far as possible that the incident is not the result of some deficiency or malfunction in its local systems or infrastructure. 
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